
  

Board Cover Memorandum 
 

To Board of Education 

From Kyla Johnson-Trammell, Superintendent 
Preston Thomas, Chief Systems and Services Officer 
Rebecca Littlejohn, Risk Management Officer 
Susan Beltz, Chief Technology Officer 

Meeting Date January 22, 2025 

Subject Master Services Agreement and Student Data Privacy Agreement 
Contractor: Navigate360, LLC 
Services For January 1, 2025 - June 30, 2025 

Ask of the Board X Ratification of Master Services Agreement 
X Ratification of Student Data Privacy Agreement 

Services Navigate360, LLC will provide a visitor management and emergency alert system 
to enhance school security and preparedness. The platform may hold student 
information as necessary in order to support the emergency management functions 
of the platform, necessitating a data privacy agreement. 

Term Start Date: January 1, 2025 End Date: June 30, 2025 

Not-To-Exceed 
Amount $100,000.00 

Competitively Bid No.  

 
In-Kind 
Contributions 

 
No in-kind contributions 

Funding Source(s)  

Board Office Use: Legislative File Info. 
File ID Number 24-2275 
Introduction Date 09/25/2024 
Enactment Number  

Enactment Date  

 



Ratification of Master Services Agreement and Student Data Privacy Agreement 
Navigate360, LLC 
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Background Navigate360 offers a visitor management system specifically designed to address 
school safety and efficiency. It enhances safety by screening visitors against 
relevant databases and keeping track of everyone on campus. The system 
streamlines the process with self-service kiosks, pre-approved visitor options, and 
badge printing. This reduces wait times and improves communication between 
staff and visitors. Overall, Navigate360 aims to create a secure and efficient 
learning environment for everyone at school. The Board is asked to ratify the 
Master Services Agreement not in excess of $100,000.00. The Technology 
Services Department, thereafter, will be able to Place an Order Form for 
software, as needed,  so long as the orders, cumulatively, do not exceed the 
maximum authorized about for the term. 

In order to provide these services, Navigate360, LLC requires access to certain 
District student data as needed in order to support the emergency management 
functions of the platform, necessitating a data privacy agreement. Accordingly, the 
District and Navigate360 executed the enclosed data sharing agreement on 
05/13/2024, and now ask the Board to ratify this agreement. 

 
This data sharing agreement is the standard California - National Student Data 
Privacy Agreement (CA-NDPA), adopted by the California Student Privacy Alliance 
to meet the requirements of the Family Educational Rights and Privacy Act (FERPA) 
and Assembly Bill 1584 (which allows school districts to share data with software 
providers so long as the contracts include certain specified provisions). 

The standard terms of the CA-NDPA ensure that the vendor will take all precautions 
to safeguard our students’ data. The term of the CA-NDPA is the same as the term 
of the underlying services agreement. 

 
The CA-NDPA is a piggy-backable agreement. This means that a software vendor 
may enter the CA-NDPA with one school district and thereafter, by signing Exhibit 
E (which consists of a “general offer of terms”) allow any other school district to 
countersign Exhibit E and be entitled to the same protections set forth in the 
underlying CA-NDPA. 

Here, Navigate360, LLC has signed the CA-NDPA with the Oakland Unified School 
District, and it further signed Exhibit E, which, again, allows any other school district 
to likewise sign Exhibit E and share the same data with Navigate360 under the 
same terms. Accordingly, the District signed the CA-NDPA on 08/29/2024, and now 
asks the Board to ratify the Data Agreement. 

. 

Attachment(s) 
● Navigate360, Master Services Agreement 
● Software Order Form 
● Software Services Addendum A 
● Navigate360, LLC Student Data Privacy Agreement 
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MASTER SERVICES AGREEMENT 

This Master Services Agreement (this “Agreement”), is by and between Navigate360, LLC, a Nevada limited liability company, with offices 
located at 3900 Kinross Lakes Parkway, Second Floor, Richfield, Ohio 44286 (the “Company”) and Customer, whose detailed information 
is set forth on the applicable Order Form (the “Customer”). 

WHEREAS, Customer desires to retain Company to provide certain safety and emergency preparedness and/or threat assessment 
services upon the terms and conditions hereinafter set forth, and Company is willing to perform such services. In consideration of the mutual 
covenants and agreements hereinafter set forth, the parties agree as follows: 

1. Definitions. The defined terms for this Agreement and its attachments are set forth at: https://tinyurl.com/N360Definitions-20210107

2. Services. Company shall provide the Services to Customer pursuant to the Addenda as described in more detail in any
corresponding Order Form(s), in accordance with the terms and conditions of this Agreement:

Addendum A: Software Services 
https://tinyurl.com/N360AddendumA-20210106 

Only Addenda included on an Order Form shall apply. Additional Services may be purchased after the Effective Date subject to execution 
of additional Order Form. 

3. Company’s Obligations.
3.1 Company shall: 

(a) appoint Company Personnel, who are suitably skilled, experienced, and qualified to perform the Services;
(b) before the date on which the Services are to start, obtain, and at all times during the Term of this Agreement

maintain, all necessary licenses and consents and comply with all relevant Laws applicable to the provision of the Services; 
(c) comply with, and ensure that all Company Personnel comply with, all rules, regulations, and policies of

Customer that are communicated to Company in writing, including security procedures concerning systems and data and remote 
access thereto, building security procedures, and general health and safety practices and procedures; 

(d) maintain complete and accurate records relating to the provision of the Services under this Agreement,
including records of the time spent and materials used by Company in providing the Services; and 

(e) require each Company Subcontractor to be bound in writing by the confidentiality and intellectual property
assignment or license provisions of this Agreement. 
3.2 Company is responsible for all Company Personnel and for the payment of their compensation, including, if applicable, 

withholding of income taxes, and the payment and withholding of social security and other payroll taxes, unemployment insurance, workers’ 
compensation insurance payments, and disability benefits. 

4. Customer’s Obligations.
4.1 Customer shall:

(a) cooperate with Company in all matters relating to the Services and appoint a Customer employee to serve as
the primary contact, as well as two Customer employees to serve as backup contacts, with respect to this Agreement and who will
have the authority to act for Customer pertaining to matters under this Agreement (the “Customer Contract Manager”);

(b) make available to Company certain use of Customer’s facilities, telecommunications support, records, data,
computer resources, software programs, networks, personnel, business information, current and accurate maps, wifi credentials,
and other relevant information as reasonably required by Company in the performance of any Services hereunder or as specified
on any applicable Order Form. If Customer has purchased any site mapping or risk assessment services, Customer must provide
all floor plans and/or maps to Company within 30 days of the applicable Order Form; any delay in providing the floor plans and/or
maps beyond the aforementioned 30-day period will result in an additional charge of 10% of the amount due for the site mapping
or risk assessment services for each month, or portion thereof, of such delay. Customer shall ensure that competent personnel
are available during normal working hours to provide information and other support to Company while providing Services.
Authorized Service Recipients shall always keep the Customer aware of Company's schedule in providing the Services. Any
Services refused or needing to be rescheduled due to any Authorized Service Recipient not sharing the relevant
information/schedule of the Company for providing Services shall incur additional fees as set out in the Order Form;

(c) respond promptly to any Company request to provide direction, information, approvals, authorizations, or
decisions that are reasonably necessary for Company to perform the Services under this Agreement;

(d) provide such Customer information as Company may request, in order to carry out the Services, in a timely
manner, and ensure that it is complete and accurate in all material respects; and

(e) obtain and maintain all necessary licenses and consents and comply with all applicable Laws, including any

https://tinyurl.com/N360Definitions-20210107
https://tinyurl.com/N360AddendumA-20210106
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US export control regulations, in relation to the Services, in all cases before the date on which the Services are to start. 
4.2 If Company’s performance of its obligations under this Agreement is prevented or delayed by any act or omission of 

Customer, any Authorized Service Recipient, or their agents, subcontractors, consultants, or employees, including, without limitation, the 
provision of inaccurate, incomplete or outdated maps, documents or information, Company shall not be deemed in breach of its obligations 
under this Agreement or otherwise liable for any costs, charges, or losses sustained or incurred by Customer, in each case, to the extent 
arising directly or indirectly from such prevention or delay. Additional fees may be incurred as a result of Customer, any Authorized Service 
Recipient, or their agents, subcontractors, consultants, or employees being in breach of this provision. 

5. Term and Termination. 
5.1 Term and Renewal. The term of this Agreement shall be set out on the Order Form (the “Term”). Thereafter, the term of 

this Agreement shall automatically renew for successive one-year terms unless either party provides written notice of nonrenewal to the 
other party at least 90 days prior to the end of the then-current Term. If either party provides timely notice of nonrenewal, then this Agreement 
shall terminate on the expiration of the then-current Term, unless sooner terminated as provided in this Section 5. 

5.2 Termination of this Agreement for Cause. Either party may terminate this Agreement for cause, effective upon written 
notice to 

the other party (the “Defaulting Party”), if the Defaulting Party: 
(a) materially breaches this Agreement, and such breach is incapable of cure, or with respect to a breach capable 

of cure, the Defaulting Party does not cure such breach within 30 days after receipt of written notice of such breach; or 
(b) (i) becomes insolvent or admits its inability to pay its debts generally as they become due; (ii) becomes subject, 

voluntarily or involuntarily, to any proceeding under any domestic or foreign bankruptcy or insolvency law, which is not fully stayed 
within 15 business days or is not dismissed or vacated within 30 days after filing; (iii) is dissolved or liquidated or takes any corporate 
action for such purpose; (iv) makes a general assignment for the benefit of creditors; or (v) has a receiver, trustee, custodian, or 
similar agent appointed by order of any court of competent jurisdiction to take charge of or sell any material portion of its property 
or business. 
5.3 Upon expiration or termination of this Agreement for any reason each party shall (i) return to the other party all documents 

and tangible materials (and any copies) containing, reflecting, incorporating, or based on the other party’s Confidential Information, (ii) 
permanently delete all of the other party’s Confidential Information from its computer systems, and (iii) certify in writing to the other party that 
it has complied with the requirements of this clause. Upon any termination for cause by Company, Customer shall pay any unpaid fees 
covering the remainder of the Term under all Order Forms after the effective date of termination. In no event shall any termination relieve 
Customer of the obligation to pay any fees payable to Company for the period prior to the effective date of termination. 

5.4 The rights and obligations of the parties set forth in Sections 5, 6, 7, 8, 9, 10, 11, 12, and 15 of this Agreement, and any 
right or obligation which, by its nature, should survive termination or expiration of this Agreement, will survive any such termination or 
expiration of this Agreement. With respect to Confidential Information that constitutes a trade secret under applicable law the rights and 
obligations set forth in Section 8 will survive such termination or expiration of this Agreement until, if ever, such Confidential Information loses 
its trade secret protection other than due to an act or omission of Company or its Affiliates and its or their employees, officers, directors, 
shareholders, agents, independent contractors, sublicensees, subcontractors, attorneys, accountants, and financial advisors. 

6. Fees and Expenses; Payment Terms. 
6.1 In consideration of the provision of the Services by the Company and the rights granted to Customer under this 

Agreement, Customer shall pay the fees set forth in the applicable Order Form. 
6.2 Except otherwise provided under this Agreement, the total fees for the Services shall be the amount set out in the 

applicable Order Form. The total price shall be paid to Company either in full or in installments, as set out in the Order Form. If paid in 
installments, at the start of a period specified in the applicable Order Form in respect of which an installment is due, Company shall issue 
invoices to Customer for the fees that are then payable. For any Services involving training and professional services, Customer shall pay 
the total fees for such Services within 30 days of executing this Agreement. 

6.3 After the initial 12 months of the Term, Customer agrees and understands that subscription Services under this 
Agreement shall be subject to an annual increase of the greater of 5% or CPI. 

6.4 Company shall issue invoices to Customer only in accordance with the terms of this Section, and Customer shall pay all 
properly invoiced amounts due to Company within 30 days after Customer’s receipt of such invoice. All payments hereunder shall be in US 
dollars and made by check or wire transfer. 

6.5 If Customer fails to make any payment when due, without limiting Company’s other rights and remedies: (i) Company 
may charge interest on the past due amount at the rate of 1.5% per month calculated daily and compounded monthly or, if lower, the highest 
rate permitted under applicable law; (ii) Customer shall reimburse Company for all costs incurred by Company in collecting any late payments 
or interest, including attorneys’ fees, court costs, and collection agency fees; and (iii) if such failure continues for 90 days or more, Company 
may suspend Customer’s and its Authorized Service Recipients’ access to any portion or all of the Services until such amounts are paid in 
full, without incurring any obligation or liability to Customer or any other Person by reason of such suspension. 

6.6 One-time Training Classes shall include a 30-day money back guarantee from the signing date of this Agreement, 
cancellations after the 30th day will be provided a voucher for an equivalent class for use within 180 days. 

6.7 Customer shall be responsible for all sales, use, and excise taxes, value added, and any other similar taxes, duties, and 
charges of any kind imposed by any federal, state, or local governmental entity on any amounts payable by Customer hereunder. 
7. The maximum compensation amount to the Company under this Agreement shall not exceed $100,000.00 for Visitor Management 
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Solutions under this Agreement between 1/1/2025 through 6/30/2026. 
8. Intellectual Property Rights; Ownership. 

8.1 Except as set forth in Section 7.2, Customer is, and shall be, the sole and exclusive owner of all right, title, and interest 
in and to the Deliverables, including all Intellectual Property Rights therein. Company agrees, and will cause its Company Personnel to 
agree, that with respect to any Deliverables that may qualify as “work made for hire” as defined in 17 U.S.C. § 101, such Deliverables are 
hereby deemed a “work made for hire” for Customer. 

8.2 Company and its licensors are, and shall remain, the sole and exclusive owners of all right, title, and interest in and to 
the Pre-Existing Materials, including all Intellectual Property Rights therein. Company hereby grants Customer and its Authorized Service 
Recipients a limited, non-transferable (except in accordance with Section 15.6), non-sublicenseable license to use, perform, display, execute, 
reproduce, distribute, and transmit any Pre-Existing Materials to the extent incorporated in, combined with or otherwise necessary for the use 
of the Deliverables solely to the extent reasonably required in connection with Customer’s receipt or use of the Services and Deliverables. 
All other rights in and to the Pre-Existing Materials are expressly reserved by Company. 

8.3 Customer and its licensors are, and shall remain, the sole and exclusive owner of all right, title, and interest in and to the 
Customer Materials, including all Intellectual Property Rights therein. Company shall have no right or license to use any Customer Materials 
except solely during the Term of the Agreement to the extent necessary to provide the Services to Customer. 

9. Confidential Information. 
9.1 Receiving Party agrees: 

(a) not to disclose or otherwise make available Confidential Information of Disclosing Party to any third party 
without the prior written consent of Disclosing Party; provided, however, that Receiving Party may disclose the Confidential 
Information of Disclosing Party to its officers, employees, consultants, and legal advisors, and, in the case of Company, its Affiliates, 
who have a “need to know”, who have been apprised of this restriction, and who are themselves bound by nondisclosure obligations 
at least as restrictive as those set forth in this Section 8; 

(b) to safeguard the Confidential Information from unauthorized use, access, or disclosure using at least the same 
degree of care it uses to protect its own Confidential Information and no less than a reasonable degree of care; 

(c) to use the Confidential Information of Disclosing Party only for the purposes of performing its obligations under 
the Agreement or, in the case of Customer, to make use of the Services and Deliverables, as permitted under this Agreement; and 

(d) to promptly notify Disclosing Party in the event it becomes aware of any loss or disclosure of any of the 
Confidential Information of Disclosing Party. 
9.2 If Receiving Party becomes legally compelled to disclose any Confidential Information, Receiving Party shall provide: 

(a) prompt written notice of such requirement so that the Disclosing Party may seek, at its sole cost and expense, 
a protective order or other remedy; and 

(b) reasonable assistance, at Disclosing Party’s sole cost and expense, in opposing such disclosure or seeking 
a protective order or other limitations on disclosure. 
If, after providing such notice and assistance as required herein, Receiving Party remains required by Law to disclose any 

Confidential Information, Receiving Party shall disclose no more than that portion of the Confidential Information which, on the advice of 
Receiving Party’s legal counsel, Receiving Party is legally required to disclose. 

10. Representations and Warranties. 
10.1 Each party represents and warrants to the other party that: 

(a) it is duly organized, validly existing, and in good standing as a corporation or other entity as represented 
herein under the laws and regulations of its jurisdiction of incorporation, organization, or chartering; 

(b) it has the full right, power, and authority to enter into this Agreement, to grant the rights and licenses granted 
hereunder, and to perform its obligations hereunder; 

(c) the execution of this Agreement by its representative whose signature is set forth at the end hereof has been 
duly authorized by all necessary corporate action of the party; 

(d) when executed and delivered by such party, this Agreement will constitute the legal, valid, and binding 
obligation of such party, enforceable against such party in accordance with its terms; and 

(e) it is in compliance with all applicable Laws regarding the provision and receipt of Services. 
10.2 Company represents and warrants to Customer that: 

(a) it shall perform the Services using personnel of required skill, experience, and qualifications and in a 
professional and workmanlike manner and shall devote adequate resources to meet its obligations under this Agreement; and 

(b) (i) to Company’s knowledge, none of the Services, Deliverables, and Customer’s use thereof infringe or will 
infringe any registered or issued patent, copyright or trademark of any third party arising under the Law, and, (ii) as of the date 
hereof, there are no pending or, to Company’s knowledge, threatened claims, litigation, or other proceedings pending against 
Company by any third party based on an alleged violation of such Intellectual Property Rights, in each case, excluding any 
infringement or claim, litigation, or other proceedings to the extent arising out of (x) any Customer Materials or any instruction, 
information, designs, specifications, or other materials provided by Customer to Company, (y) use of the Deliverables in 
combination with any materials or equipment not supplied or specified by Company, if the infringement would have been avoided 
by the use of the Deliverables not so combined, and (z) any modifications or changes made to the Deliverables by or on behalf of 
any Person other than Company. Company’s sole liability and Customer’s sole and exclusive remedy for Company’s breach of 
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this Section 9.2(b) are Company’s obligations under Section 10.2. 
10.3 EXCEPT FOR THE EXPRESS WARRANTIES IN THIS SECTION 9, (A) EACH PARTY HEREBY DISCLAIMS ALL 

WARRANTIES, EITHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE UNDER THIS AGREEMENT, AND (B) COMPANY 
SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND 
TITLE, AND ALL WARRANTIES ARISING OUT OF COURSE OF DEALING, COURSE OF PERFORMANCE OR USAGE OF TRADE. 

10.4 THE SERVICES PROVIDE GUIDANCE AND TRAINING ON THEN-CURRENT BEST PRACTICES FOR RESPONDING 
TO CERTAIN EMERGENCY SITUATIONS AND/OR SAFETY THREATS; REFRESHER COURSES ARE RECOMMENDED AT LEAST 
EVERY TWO YEARS. COMPANY DOES NOT WARRANT THAT RELIANCE UPON THE SERVICES WILL PREVENT ACCIDENTS AND 
LOSSES OR, EXCEPT AS EXPRESSLY STATED IN WRITING IN AN APPLICABLE ORDER FORM, THAT THE SERVICES SATISFY 
LOCAL, STATE, OR FEDERAL INCIDENT RESPONSE REGULATIONS. AN INDIVIDUAL MUST USE THEIR OWN DISCRETION DURING 
AN EMERGENCY AND/OR SAFETY THREAT AS TO HOW THEY CHOOSE TO RESPOND. 

11. Indemnification. 
11.1 To the fullest extent permitted by Law, Company shall defend, indemnify, and hold harmless Customer and its officers, 

directors, employees, agents, successors, and permitted assigns (each, a “Customer Indemnitee”) from and against all Losses awarded 
against a Customer Indemnitee in a final judgment arising out of or resulting from: 

(a) bodily injury, death of any person, or damage to real or tangible, personal property resulting from the willful, 
fraudulent, or grossly negligent acts or omissions of Company or Company Personnel; and 

(b) Company’s material breach of any representation, warranty, or obligation of Company set forth in in Section 
9.1 or Section 9.2 of this Agreement. 
11.2 To the fullest extent permitted by Law, Company shall defend, indemnify, and hold harmless the Customer Indemnitees 

from and against all Losses awarded against a Customer Indemnitee in a final judgment based on a claim that any of the Services or 
Deliverables or Customer’s receipt or use thereof infringes any Intellectual Property Right of a third party arising under the Laws of the 
United States; provided, however, that Company shall have no obligations under this Section 10.2 with respect to claims to the extent arising 
out of: 

(a) any Customer Materials or any instruction, information, designs, specifications, or other materials provided 
by Customer to Company; 

(b) use of the Deliverables in combination with any materials or equipment not supplied to Customer or specified 
by Company in writing, if the infringement would have been avoided by the use of the Deliverables not so combined; 

(c) use of or the inaccuracy or incomplete or outdated nature of the information in any maps or amendments 
thereof provided by Customer to Company; or 

(d) any modifications or changes made to the Deliverables by or on behalf of any Person other than Company or 
Company Personnel. 
11.3 To the fullest extent permitted by Law, Customer shall defend, indemnify, and hold harmless Company and Company’s 

Affiliates and their officers, directors, employees, agents, successors, and permitted assigns from and against all Losses arising out of or 
resulting from any third-party action arising out of or resulting from: 

(a) bodily injury, death of any person, or damage to real or tangible, personal property resulting from the grossly 
negligent or willful acts or omissions of Customer; 

(b) the transfer of any personal information from Customer to Company, and the subsequent use and/or 
processing of that information for the purposes of this Agreement; and 

(c) Customer’s breach of any representation, warranty, or obligation of Customer in this Agreement. 
11.4 The party seeking indemnification hereunder shall promptly notify the indemnifying party in writing of any action and 

cooperate with the indemnifying party at the indemnifying party’s sole cost and expense. The indemnifying party shall immediately take 
control of the defense and investigation of such action and shall employ counsel of its choice to handle and defend the same, at the 
indemnifying party’s sole cost and expense. The indemnifying party shall not settle any action in a manner that adversely affects the rights 
of the indemnified party without the indemnified party’s prior written consent, which shall not be unreasonably withheld or delayed. The 
indemnified party’s failure to perform any obligations under this Section 10.4 shall not relieve the indemnifying party of its obligations under 
this Section 10.4 except to the extent that the indemnifying party can demonstrate that it has been materially prejudiced as a result of such 
failure. The indemnified party may participate in and observe the proceedings at its own cost and expense. 

11.5 Notwithstanding anything to the contrary in this Agreement, the indemnifying party is not obligated to indemnify, hold 
harmless, or defend the indemnified party against any claim (whether direct or indirect) if such claim or corresponding losses arise out of or 
result from, in whole or in part, the indemnified party’s: 

(a) gross negligence or more culpable act or omission (including recklessness or willful misconduct); or 
(b) bad faith failure to comply with any of its material obligations set forth in this Agreement. 

12. LIMITATION OF LIABILITY. 
12.1 EXCEPT AS OTHERWISE PROVIDED IN SECTION 11.3, IN NO EVENT WILL EITHER PARTY BE LIABLE TO THE 

OTHER OR TO ANY THIRD PARTY FOR ANY LOSS OF USE, REVENUE, OR PROFIT, OR LOSS OF DATA, OR FOR ANY 
CONSEQUENTIAL, INCIDENTAL, INDIRECT, EXEMPLARY, SPECIAL, OR PUNITIVE DAMAGES WHETHER ARISING OUT OF BREACH 
OF CONTRACT, TORT (INCLUDING NEGLIGENCE), OR OTHERWISE, REGARDLESS OF WHETHER SUCH DAMAGE WAS 
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FORESEEABLE AND WHETHER OR NOT SUCH PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. COMPANY 
SHALL NOT BE RESPONSIBLE TO CUSTOMER OR ANY THIRD PARTY FOR ANY LOSSES, DAMAGES, CLAIMS, CAUSES OF ACTION 
OR LIABILITIES ARISING OUT OF OR IN CONNECTION WITH ANY ERRORS, INACCURACIES, MISSING OR OUTDATED 
INFORMATION IN THE MAPS OR DOCUMENTS PROVIDED BY CUSTOMER TO COMPANY. 

12.2 EXCEPT AS OTHERWISE PROVIDED IN SECTION 11.3, IN NO EVENT WILL EITHER PARTY’S LIABILITY ARISING 
OUT OF OR RELATED TO THIS AGREEMENT, WHETHER ARISING OUT OF OR RELATED TO BREACH OF CONTRACT, TORT 
(INCLUDING NEGLIGENCE), OR OTHERWISE, EXCEED THE AGGREGATE AMOUNTS PAID OR PAYABLE TO COMPANY IN THE 12 
MONTH PERIOD PRECEDING THE EVENT GIVING RISE TO THE CLAIM. 

12.3 The exclusions and limitations in Section 11.1 and Section 11.2 shall not apply to: 
(a) damages or other liabilities arising out of or relating to a party’s failure to comply with its obligations under 

Section 7 (Intellectual Property Rights; Ownership) or Section 8 (Confidentiality); 
(b) a party’s indemnification obligations under Section 10 (Indemnification); 
(c) damages or other liabilities related to a party’s gross negligence, willful misconduct, or intentional acts; 
(d) death or bodily injury or damage to real or personal property from a party’s negligent acts or omissions; and 
(e) damages or liabilities to the extent covered by a party’s insurance. 

13. Non-Solicitation. Each party acknowledges and agrees that the employees of the other party who are involved in the performance 
of the Services are a valuable asset to such party and are difficult to replace. Accordingly, during the Term of the Agreement and for a period 
of one (1) year after the completion of Services, neither party shall, directly or indirectly, in any manner solicit or induce for employment any 
person who performed any work under the Agreement who is then in the employ of the other party. 

14. Acknowledgements. Customer acknowledges that the Services and Platform are commercially valuable proprietary products, 
methods, processes, and analytical information belonging to Company or its licensors, the design and development of which have involved 
the expenditure of substantial amounts of money over a long period of time, and which afford Company and its licensors a commercial 
advantage over its/their competitors. Customer understands that loss of this competitive advantage due to any unauthorized copying, 
distribution, downloading or use of the Services or the Deliverables would cause substantial damage to Company and its licensors. Company 
shall not be restricted in the manner it uses any ideas, concepts, processes, procedures, methodologies, templates, techniques, or know-
how acquired or used by Company in the performance of the Services. Customer further acknowledges that Company is under no obligation 
to further develop, maintain, or market the Platform, and may abandon its technical or other support at any time. Future versions of the 
Platform, if any, may not be compatible with the current release of the Platform and the hardware and software. Customer is responsible for: 
(i) providing power, other hardware, equipment and components, not part of those supplied by Company as part of the Platform; (ii) internet 
access necessary to access and/or use the Platform; and (iii) complying with any policies and procedures as submitted by Company from 
time to time. 

15. Force Majeure. 
15.1 No party shall be liable or responsible to the other party, nor be deemed to have defaulted under or breached this 

Agreement, for any failure or delay in fulfilling or performing any term of this Agreement (except for any obligations to make payments to the 
other party hereunder), when and to the extent such failure or delay is caused by or results from the following force majeure events (“Force 
Majeure Events”): (a) acts of God; (b) flood, fire, earthquake, or explosion; (c) war, invasion, hostilities (whether war is declared or not), 
terrorist threats or acts, riot, or other civil unrest; (d) government order or law; (e) actions, embargoes, or blockades in effect on or after the 
date of this Agreement; (f) action by any governmental authority; (g) national or regional emergency; or (h) other similar events beyond the 
reasonable control of the party affected by the Force Majeure Event. The affected party shall give notice within five business days of the 
Force Majeure Event to the other party, stating the period of time the occurrence is expected to continue. 

15.2 The affected party shall use diligent efforts to end the failure or delay and ensure the effects of such Force Majeure Event 
are minimized and shall resume performance of its obligations as soon as reasonably practicable after the removal of the cause. If the 
affected party’s failure or delay remains uncured for a period of 30 days following written notice given by it under this Section 15, the other 
party may thereafter terminate this Agreement upon 30 days’ written notice. 

16. Miscellaneous. 
16.1 Each party shall, upon the reasonable request of the other party, execute such documents and perform such acts as 

may be necessary to give full effect to the terms of this Agreement. 
16.2 The relationship between the parties is that of independent contractors. Nothing contained in this Agreement shall be 

construed as creating any agency, partnership, joint venture, or other form of joint enterprise, employment or fiduciary relationship between 
the parties, and neither party shall have authority to contract for or bind the other party in any manner whatsoever. 

16.3 Neither party shall issue or release any announcement, statement, press release, or other publicity or marketing materials 
relating to this Agreement, or otherwise use the other party’s trademarks, service marks, trade names, logos, symbols, or brand names, in 
each case, without the prior written consent of the other party. 

16.4 All notices, requests, consents, claims, demands, waivers, and other communications hereunder shall be in writing and 
shall be deemed to have been given: (a) when delivered by hand (with written confirmation of receipt); (b) when received by the addressee 
if sent by a nationally recognized overnight courier (receipt requested); (c) on the date sent by email if sent during normal business hours of 
the recipient, and on the next business day if sent after normal business hours of the recipient; or (d) on the third day after the 
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datemailed, by certified or registered mail, return receipt requested, postage prepaid. Such communications must be sent to the respective 
parties at the addresses indicated below (or at such other address for a party as shall be specified in a notice given in accordance with this 
Section 15.4. 

 
If to Company: 
Navigate360, LLC 
3900 Kinross Lakes Parkway, Second Floor 
Richfield, Ohio 44286 
Email: legal@navigate360.com 
Attention: General Counsel 

If to Customer: 
As set out on the Order Form 

 
16.5 This Agreement, together with all Addenda, Exhibits, and Order Form(s) and any other documents incorporated herein 

by reference, constitutes the sole and entire agreement of the parties to this Agreement with respect to the subject matter contained herein, 
and supersedes all prior and contemporaneous understandings and agreements, both written and oral, with respect to such subject matter. 
In the event of any conflict between the terms and provisions of this Agreement and those of any Addenda, Exhibit, or Order Form, the 
following order of precedence shall govern: (a) first, this Agreement, exclusive of its Exhibits and Addenda; (b) second, any Exhibits and 
Addenda to this Agreement; and (c) third, the applicable Order Form. No terms or conditions in Customer’s purchase order or other order 
documentation (excluding Order Forms) shall be incorporated into or form any part of this Agreement, and all such terms or conditions shall 
be null and void. 

16.6 Neither party may assign, transfer, or delegate any or all of its rights or obligations under this Agreement, including by 
operation of law, change of control, or merger, without the prior written consent of the other party, which consent shall not be unreasonably 
withheld or delayed; provided, that, either party may assign the Agreement in its entirety (including all Order Forms) to an Affiliate of such 
party or to a successor of all or substantially all of the assets of such party through merger, reorganization, consolidation, or acquisition. No 
assignment shall relieve the assigning party of any of its obligations hereunder. 

16.7 This Agreement is for the sole benefit of the parties hereto and their respective successors and permitted assigns and 
nothing herein, express or implied, is intended to or shall confer upon any other Person any legal or equitable right, benefit, or remedy of any 
nature whatsoever, under or by reason of this Agreement. 

16.8 This Agreement may be amended, modified, or supplemented only by an agreement in writing signed by each party. No 
waiver by any party of any of the provisions hereof shall be effective unless explicitly set forth in writing and signed by the party so waiving. 
Except as otherwise set forth in this Agreement, no failure to exercise, or delay in exercising, any rights, remedy, power, or privilege arising 
from this Agreement shall operate or be construed as a waiver; nor shall any single or partial exercise of any right, remedy, power, or 
privilege preclude any other or further exercise or the exercise of any other right, remedy, power, or privilege. 

16.9 If any term or provision of this Agreement is invalid or unenforceable in any jurisdiction, such invalidity or unenforceability 
shall not affect any other term or provision of this Agreement or invalidate or render unenforceable such term or provision in any other 
jurisdiction. Upon such determination that any term or other provision is invalid or unenforceable, the parties shall negotiate in good faith to 
modify this Agreement so as to effect the original intent of the parties as closely as possible in a mutually acceptable manner in order that 
the transactions contemplated hereby be consummated as originally contemplated to the greatest extent possible. 

16.10 This Agreement and all matters arising out of or relating to this Agreement, whether sounding in contract, tort, or statute, 
are governed by, and construed in accordance with, the laws of the State of Ohio, without giving effect to the conflict of laws provisions 
thereof to the extent such principles or rules would require or permit the application of the laws of any jurisdiction other than those of the 
State of Ohio. 

16.11 Each party irrevocably and unconditionally agrees that it will not commence any action or proceeding of any kind 
whatsoever against the other party in any way arising from or relating to this Agreement and all contemplated transactions, in any forum 
other than a court situated in the State of Ohio. Each party irrevocably and unconditionally submits to the exclusive jurisdiction of such courts 
and agrees only to bring any such action or proceeding in such courts. Each party agrees that a final judgment in any such action or 
proceeding is conclusive and may be enforced in other jurisdictions by suit on the judgment or in any other manner provided by law. 

 
 
 

Approved as to Form by OUSD Legal 
 

Shalini Anadkat 
 

8/26/2024 

mailto:legal@navigate360.com


 
SOFTWARE SERVICES ADDENDUM 

 
1. Integration.  This Software Services Addendum (“Addendum A”) attached to that certain Master Services Agreement between 
the parties (the “MSA”) constitutes a binding agreement between Company and Customer in accordance with the terms and conditions 
thereof.  In the event any of the provisions of this Addendum A are in conflict with any of the provisions of the MSA, the terms and 
provisions of the MSA shall control, unless this Addendum A expressly provides that its terms and provisions shall control. 
 

2. Definitions.  The defined terms for this Addendum A and its attachments are set forth at: https://tinyurl.com/N360Definitions-20210107 

 
3. Access and Use. 

3.1 Provision of Access. Company hereby grants Customer a non-exclusive, non-transferable (except in compliance 
with Section 15.6 of the MSA) right to access and use the Platform during the Subscription Term, solely for use by Authorized Service 
Recipients in accordance with the terms and conditions set forth in this Addendum.  Such use is limited to Customer's internal use.  The 
total number of Authorized Service Recipients and buildings covered (if applicable) set forth in the applicable Order Form cannot be 
decreased during the Subscription Term, and the total number of Authorized Service Recipients and buildings for which the Platform is 
used (if applicable) will not exceed the number set forth in the applicable Order Form, except as expressly agreed to in writing by the 
Parties and, if increased, subject to any appropriate adjustment of the fees payable in connection therewith.  If any amount owing by 
Customer under this or any other agreement for the Services is 30 days or more overdue, Company may, without limiting Company’s other 
rights and remedies, accelerate Customer’s unpaid fee obligations under such agreements so that all such obligations become 
immediately due and payable, and suspend Company’s use of the Platform until such amounts are paid in full. 

3.2 Access and Use Restrictions.  Customer shall not use the Platform for any purposes beyond the scope of the access 
granted in this Addendum.  Customer may not access or use the Platform if Customer is Company’s direct competitor, except with 
Company’s prior written consent.  In addition, Customer may not access or use the Platform for purposes of monitoring its availability, 
performance, or functionality, or for any other benchmarking or competitive purposes.  Customer shall not at any time, directly or indirectly, 
and shall not permit any Authorized Service Recipients to: (i) copy, frame, mirror, modify, or create derivative works of the Platform or Pre-
Existing Materials, in whole or in part, other than copying or framing on Customer’s own intranets or otherwise for Customer’s own internal 
business purposes; (ii) rent, lend, sell, license, sublicense, assign, distribute, publish, transfer, or otherwise make available the Platform or 
Pre-Existing Materials; (iii) reverse engineer, disassemble, decompile, decode, adapt, or otherwise attempt to derive or gain access to any 
software component of the Services, in whole or in part; or (iv) remove any proprietary notices from the Platform or Deliverables.  
Customer shall not disclose the results of any benchmark tests run on the Platform, without the prior written approval of Company. 

3.3 Passwords.  Customer and its Authorized Service Recipients are responsible for keeping its passwords and access 
credentials associated with the Platform confidential and assumes all responsibility for doing the same.  Neither Customer nor any 
Authorized Service Recipients shall sell or transfer them to any other person or entity.  Customer will promptly notify Company about any 
unauthorized access to its passwords or access credentials.  Company acknowledges that Company must have access to Customer’s 
systems and any and all systems and resources to perform its duties.  As such, Company must have access to Customer’s passwords.  If 
a password is lost or not available, Company will not be held liable for being unable to provide the Platform or the Services. 

3.4 Suspension.  Company may suspend or terminate Customer’s right to access or use any portion or all of the Platform, 
or its Services, immediately upon notice if: (i) Customer’s use of the Platform (a) poses a security risk to the Platform or any third party, (b) 
could adversely impact Company systems, the Platform, or the systems or data of any other Company customer or third party, (c) could 
subject Company, its Affiliates, or any third party to liability, or (d) could be fraudulent, illegal, or contrary to Company’s documentation or 
instructions; or (ii) Customer is in breach of this Addendum. If Company suspends Customer’s right to access or use any portion of the 
Platform, Customer remains responsible for all fees and charges Customer incurs during the period of suspension. 

 

4. Service Levels and Support.  The Platform shall be available according to the service levels set out at: 
https://tinyurl.com/N360ServiceLevels-20210107 

 
5. Platform Availability.  Company shall use commercially reasonable efforts to keep the Platform operating smoothly and efficiently 
and to make the Platform available 24 hours a day, 7 days a week, except for: (i) Scheduled Downtime, of which Company shall give 
notice via the Platform and which Company shall schedule to the extent practicable during the weekend hours (i.e., from 8:00 p.m. Eastern 
time Friday to 5:00 a.m. Eastern time Monday) or such other days and times so as to minimize interference with Customer’s daytime 
business activities; or (ii) any unavailability caused by circumstances beyond Company’s reasonable control, including without limitation, 
Force Majeure Events, strikes or other labor problems (other than those involving Company’s employees), or internet service provider 
failures or delays.  Customer acknowledges and agrees that, given that the Platform operates using computer equipment, computer 
software programs, telecommunications services, and the internet, Company shall not be responsible for delays or service interruptions 

https://1.next.westlaw.com/Document/Ife8fc0d04f9a11e798dc8b09b4f043e0/View/FullText.html?originationContext=knowHow&transitionType=KnowHowItem&contextData=(sc.Search)&view=hidealldraftingnotes#co_anchor_a000108
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attributable to causes beyond its reasonable control.  Company will maintain adequate backup arrangements and equipment in order to 
maintain Customer’s data stored on or through the Platform in the event of the failure of any of Company’s equipment. 
 
6. Platform Downtime.  If Customer opts out or otherwise objects in writing to Company prior to commencement of a Scheduled 
Downtime, Company shall not be liable for the failure to obtain any such updates or other maintenance or adjustments to the Platform.  
Notwithstanding any provision to the contrary, Company shall not be responsible for any delays or deficiencies to the extent that such 
delays or deficiencies are caused by Customer’s action or omissions.  In the event that such delays or deficiencies occur, Company shall 
be permitted to extend any relevant deadline as Company deems necessary to accommodate such delays or deficiencies. 
 
7. Maintenance Releases.  During the Subscription Term, Company will provide Customer with all Maintenance Releases (including 
updated Deliverables) that Company may, in its sole discretion, make generally available to its licensees at no additional charge.  All 
Maintenance Releases provided by Company to Customer are deemed part of the Platform. Customer agrees that Company has no 
obligation to continue to provide or enable any particular features or functionality.  Customer does not have any right hereunder to receive 
any New Versions of the Platform that Company may, in its sole discretion, release from time to time.  Company may license any New 
Version at Company's then-current list price and subject to a separate Order Form, provided that Customer is in compliance with the terms 
and conditions of this Addendum. 
 
8. Platform Suggestions and Improvements.  If Customer provides any suggestions to Company or its Affiliates, Company will be 
entitled to use the suggestions without restriction.  Customer hereby irrevocably assigns to Company all right, title, and interest in and to 
the suggestions and agrees to provide assistance in documenting, perfecting, and maintaining Company’s rights in the suggestions. 
 
9. Use of Data.  Customer hereby grants Company a perpetual, royalty-free license to use all data and analytics related to the 
Platform, and Customer’s use thereof, for purposes of using the data to improve the Platform and the product offerings of Company, and 
for other purposes, including, without limitation, other business applications by Company, all of which rights shall survive the expiration of 
the term or termination, and shall be without any payment from Company. 
 
10. Student and Staff Records.  Company acknowledges that it may create, receive from or on behalf of Customer or Customer 
authorized parties, or have access to records or record systems that are subject to certain federal, state, and local laws and regulations 
(such records collectively, “Records”).  The Records are the sole property of Customer.  Company shall maintain the confidentiality of the 
Records.  Company shall not be liable for any unauthorized or inappropriate disclosure of confidential student or staff information by 
Customer.  Company may disclose confidential student or staff information when required by law to do so or when authorized by Customer 
to make such a disclosure.  Customer is solely responsible for obtaining all rights, permissions, and consents from its users and other 
personnel that are necessary to grant the rights under this Addendum. 
 
11. Company’s Responsibilities.   

11.1 Company shall provide the Platform in accordance with applicable laws and government regulations. 
11.2 Company will employ reasonable safeguards to protect the security of the Platform.   

 
12. Customer’s Responsibilities.   

12.1 Customer shall pay the subscription fees set forth in the applicable Order Form, on payment terms set in the MSA.   
12.2 Customer is responsible and liable for all uses of the Platform and Deliverables resulting from access provided by 

Customer, directly or indirectly, whether such access or use is permitted by or in violation of this Addendum. Without limiting the generality 
of the foregoing, Customer is responsible for all acts and omissions of Authorized Service Recipients, and any act or omission by an 
Authorized Service Recipients that would constitute a breach of this Addendum if taken by Customer will be deemed a breach of this 
Addendum by Customer. Customer shall use reasonable efforts to make all Authorized Service Recipients aware of this Addendum A's 
provisions as applicable to such Authorized Service Recipients' use of the Platform and shall cause Authorized Service Recipients to 
comply with such provisions. 

12.3 Customer shall: (i) be solely responsible for the accuracy, quality, integrity, and legality of Customer Materials and of 
the means by which Customer acquired its Customer Materials; (ii) use commercially reasonable efforts to prevent unauthorized access to 
or use of the Platform, and notify Company promptly of any such unauthorized access or use; and (iii) use the Platform only in accordance 
with Company’s guidelines, including those set forth in the Platform Terms of Use available through the Platform, as may be amended from 
time to time, and applicable laws and government regulations.  

12.4 Customer shall not: (i) make the Platform available to anyone other than Authorized Service Recipients; (i i) use the 
Platform to store or transmit infringing, libelous, or otherwise unlawful or tortious material, or to store or transmit material in violation of 
third-party privacy rights; (iii) use the Platform to store or transmit Malicious Code; (iv) interfere with or disrupt the integrity or performance 
of the Platform; or (v) attempt to gain unauthorized access to the Platform or its related systems or networks.  

12.5 If Customer is in material breach of any obligations, in addition to any of its other rights or remedies, Company 
reserves the right to immediately suspend Customer’s use of the Platform without liability to Customer, until such breach is cured. 
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12.6 Upon expiration or earlier termination of the Agreement, Customer shall immediately discontinue use of the Platform.  
Company will promptly return to Customer or securely dispose of all Customer Materials in its possession.  Customer shall pay Company’s 
then-current standard rates for Company’s work to destroy or to format, prepare, and deliver Customer Mater ials to Customer. 
 
13. Reservation of Rights.  Customer acknowledges that, as between Customer and Company, Company owns all right, title, and 
interest, including all intellectual property rights, in and to the Platform. Subject to the limited rights expressly granted hereunder, Company 
reserves all rights, title, and interest in and to the Platform, including all related intellectual property rights. No rights are granted to 
Customer other than as expressly set forth herein. Customer acknowledges that the Platform is made available pursuant to license in 
accordance with the terms of this Addendum A and neither the Platform nor any Platform services constitute Deliverables under the MSA. 
  
14. Warranties and Warranty Disclaimer.   

14.1 Company warrants that (i) Platform will perform materially in accordance with documentation made available to 
Customer and (ii) the functionality of Platform will not be materially decreased during a Subscription Term.  

14.2 EXCEPT FOR THE WARRANTIES SET FORTH IN SECTION 14.1, THE PLATFORM IS PROVIDED "AS IS" AND 
COMPANY HEREBY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE.  COMPANY 
SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, 
AND NON-INFRINGEMENT, AND ALL WARRANTIES ARISING FROM COURSE OF DEALING, USAGE, OR TRADE PRACTICE. 

14.3 Each party represents and warrants that it will not transmit to the other party any Malicious Code. 
14.4 Customer warrants that it and its agents, and any person acting for the benefit of Customer or on its behalf or with its 

authorization, will in all respects comply with all applicable laws and regulations and refrain from violating the rights or infringing the 
interests (or attempting to do so) of any third parties in connection with the use of the Platform, including without limitation in the selection, 
gathering, creation, modification, uploading onto the Platform, maintenance, preservation, retrieval, dissemination, other utilization, and (for 
Customer, only) granting access of and to the Uploaded Content stored in Customer’s Platform area. Customer affirms that it has, and at 
all times will have, all necessary rights, licenses, consents, and permissions (without the need for any additional approval, waivers, or 
releases, or payment to another person or entity) to submit, store, develop, use, disseminate, and grant access to all of the Uploaded 
Content with regard to any restraints that otherwise might be imposed by law or contract protecting copyrights, patents, trademarks, trade 
secrets, trade names, or privacy, publicity, or confidentiality (including statutory and contractual restrictions on disclosure and 
appropriation), and/or for any other intellectual property rights or rights or interests arising in connection with proprietary information. 
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NAVIGATE360 - ORDER FORM 

Customer: SAMPLE Proposal No: 
Proposal By: 
Email: 
Opp Number: 
Proposal Expires: 

Q-163771
Jeremy Kelly
jkelly@navigate360.com
240887
9/5/2024

Initial Investment: 

Term: 

$896.35 - Net 30 

The 12 month term for subscription services begins on 8/31/2024 and ends on 8/30/2025. 
Subscription services will be billed according to the following invoice schedule: Annually 

Notes: 

SUBSCRIPTION SERVICES 

Product Description Quantity Annual Price 

Navigate360 Visitor 
Management 

Navigate360’s school Visitor Management System & Volunteer 
Management (sold separately) offer an easy check-in process 
for both the front office staff and visitors while maintaining a 
welcoming environment and increasing security. 

1 Building(s) $375.00 

ONE-TIME SERVICES AND FEES 

Product Description Quantity Price 

Logitech C925e Pro Stream 
Webcam 1080P 

Logitech C925e Webcam 1080P used with Navigate360 
Visitor Management system. Built in technology allows web 
camera to operate as a 2D scanner. Camera reads the 
necessary data from the ID (ID Image is not captured) and 
inputs into your Visitor's Profile. Process happens in internal 
system and never leaves premises. 

1 QTY $125.00 

Dymo LabelWriter 550 Turbo 
Label Printer 

The Dymo LabelWriter 550 Turbo badge printer is used to print 
Visitor badges OR Tardy Slips for students checking in late. - 
Print precise quantities of labels without difficulty, eliminating 
the waste and hassle of sheet labels. -Eliminate the need 
for costly ink or toner with direct thermal print technology. - 
Dimensions: Width, height, depth: 4 ?"" x 5 ¾"" x 7 ¼" 

1 QTY $249.00 

Dymo 550 Series Badges - 
White - 5 Pack 

Dymo labels for printing badges in the Navigate360 Visitor 
Management system. The labels are 2-5/16" x 4.00" and come 
in rolls of 300 labels. Sold in packs of 5 rolls. 

1 QTY $99.95 

Visitor Management Hardware 
Shipping 

Shipping fee for Navigate360 Visitor Management hardware 
purchases. 

1 QTY $47.40 

mailto:jkelly@navigate360.com
EDGAR Rakestraw
Highlight
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Subscription Amount: $375.00* 

One-Time Services & Fees Total: $521.35 

Initial Investment Total: $896.35 
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Terms and Conditions 

 
Please see the Master Services Agreement and Addenda thereto for the terms and conditions that govern this Order Form. Customer 
agrees that Customer’s purchases hereunder are neither contingent on the delivery of any future functionality or features of the 
Services nor dependent on any oral or written public comments made by Company regarding future functionality or features. 

 By signing below, Customer agrees to the Master Service Agreement Terms and following addenda: 
 

Master Service Agreement: SAMPLE  High School MSA 

 
Software Services Addendum A 

 
IN WITNESS WHEREOF, the parties have caused their respective duly authorized representatives to execute this Agreement in 
consideration of the promises and mutual covenants contained herein. 

 
NAVIGATE360 SIGNATORY CUSTOMER BILLING INFORMATION 

 
Name: A/P Contact Name: 

 

Date: A/P Phone: 
 

Signature: A/P Email: 
 

A/P Address: 
 

City: 
 

CUSTOMER SIGNATORY State (2 Letter 
Abbreviation): 

 

Name: Zip Code: 
 

Title: Federal Tax ID: 
 

Date: Purchase Order 
 

Signature: Attached PO #: 
 

 PO in process to be sent separately: 

Sales Tax Exempt No. 
 

 
Sales Tax Exemption Certificate must be attached. 

 
Upload Document: 

 

https://navigate360.my.salesforce.com/sfc/p/%23i0000000K6yq/a/6S000000Y05u/HTf15OsHLvBWZDcboEEE_4UVVLNZQoHQrkFjVBB5w1w
https://navigate360.my.salesforce.com/sfc/p/%23i0000000K6yq/a/0H000000PXyN/W7KEbxgeU8SnW4ug4_iTsiZnHIDymux3uhzMfkfG_jQ


STANDARD STUDENT DATA PRIVACY AGREEMENT 

CA-NDPA Standard�
Version 1.1�
(11.17.22)

 and  



This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective Date”) 
and is entered into by and between: 

, located at 
(the “Local Education Agency” or “LEA”) and 

, located at 
(the “Provider”). 
WHEREAS, the Provider is providing educational or digital services to LEA. 
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information 
and other regulated data exchanged between them as required by applicable laws and regulations, such as the 
Family Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); 
the Children’s Online Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable 
state privacy laws and regulations 
and 
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective 
obligations and duties in order to comply with applicable laws and regulations. 
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions.  Check if Required

 If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby

incorporated by reference into this DPA in their entirety.

If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as
General Offer of Privacy Terms

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.
In the event there is conflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” (the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representatives below.


X



The designated representative for the LEA for this DPA is:

Name: _________________________________________Title: _________________________ 

Address: _____________________________________________________________________ 

Phone: ____________________________Email: _____________________________________ 

The designated representative for the Provider for this DPA is:

Name: __________________________________________Title: _________________________ 

Address: ______________________________________________________________________ 

Phone: ____________________________Email: ______________________________________ 

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date. 

LEA: 

By: _________________________________________________ Date: ____________________ 

Printed Name: ________________________________ Title/Position: ______________________ 

PROVIDER: 

By: _________________________________________________ Date: ____________________ 

Printed Name: ________________________________ Title/Position: ______________________ 



STANDARD CLAUSES 
Version 3.0 

ARTICLE I: PURPOSE AND SCOPE 

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to protect Student
Data including compliance with all applicable federal, state, and local privacy laws, rules, and regulations,
all as may be amended from time to time. In performing these services, the Provider shall be considered
a School Official with a legitimate educational interest, and performing services otherwise provided by
the LEA. Provider shall be under the direct control and supervision of the LEA, with respect to its use of
Student Data

2. Student Data to Be Provided. In order to perform the Services described above, LEA shall provide
Student Data as identified in the Schedule of Data, attached hereto as Exhibit “B”.

3. DPA Definitions. The definition of terms used in this DPA is found in Exhibit “C”. In the event of a conflict,
definitions used in this DPA shall prevail over terms used in any other writing, including, but not limited
to the Service Agreement, Terms of Service, Privacy Policies etc.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the Service
Agreement is and will continue to be the property of and under the control of the LEA. The Provider
further acknowledges and agrees that all copies of such Student Data transmitted to the Provider,
including any modifications or additions or any portion thereof from any source, are subject to the
provisions of this DPA in the same manner as the original Student Data. The Parties agree that as between
them, all rights, including all intellectual property rights in and to Student Data contemplated per the
Service Agreement, shall remain the exclusive property of the LEA. For the purposes of FERPA, the
Provider shall be considered a School Official, under the control and direction of the LEA as it pertains to
the use of Student Data, notwithstanding the above.

2. Parent Access. To the extent required by law the LEA shall establish reasonable procedures by which a
parent, legal guardian, or eligible student may review Education Records and/or Student Data correct
erroneous information, and procedures for the transfer of student-generated content to a personal
account, consistent with the functionality of services. Provider shall respond in a reasonably timely
manner (and no later than forty five (45) days from the date of the request or pursuant to the time frame
required under state law for an LEA to respond to a parent or student, whichever is sooner) to the LEA’s
request for Student Data in a student’s records held by the Provider to view or correct as necessary. In
the event that a parent of a student or other individual contacts the Provider to review any of the Student
Data accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who
will follow the necessary and proper procedures regarding the requested information.

3. Separate Account. If Student-Generated Content is stored or maintained by the Provider, Provider shall,
at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student-
Generated Content to a separate account created by the student.



4. Law Enforcement Requests. Should law enforcement or other government entities (“Requesting
Party(ies)”) contact Provider with a request for Student Data held by the Provider pursuant to the Services,
the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting Party, unless
lawfully directed by the Requesting Party not to inform the LEA of the request.

5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing functions

for the Provider in order for the Provider to provide the Services pursuant to the Service Agreement,
whereby the Subprocessors agree to protect Student Data in a manner no less stringent than the terms
of this DPA.

ARTICLE III: DUTIES OF LEA 

1. Provide Data in Compliance with Applicable Laws. LEA shall provide Student Data for the purposes of
obtaining the Services in compliance with all applicable federal, state, and local privacy laws, rules, and
regulations, all as may be amended from time to time.

2. Annual Notification of Rights. If the LEA has a policy of disclosing Education Rrecords and/or Student
Data under FERPA (34 CFR § 99.31(a)(1)), LEA shall include a specification of criteria for determining who
constitutes a school official and what constitutes a legitimate educational interest in its annual
notification of rights.

3. Reasonable Precautions. LEA shall take reasonable precautions to secure usernames, passwords, and
any other means of gaining access to the services and hosted Student Data.

4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known unauthorized access.

LEA will assist Provider in any efforts by Provider to investigate and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws, rules, and
regulations pertaining to Student Data privacy and security, all as may be amended from time to time.

2. Authorized Use. The Student Data shared pursuant to the Service Agreement, including persistent unique
identifiers, shall be used for no purpose other than the Services outlined in Exhibit A or stated in the
Service Agreement and/or otherwise authorized under the statutes referred to herein this DPA.

3. Provider Employee Obligation. Provider shall require all of Provider’s employees and agents who have
access to Student Data to comply with all applicable provisions of this DPA with respect to the Student
Data shared under the Service Agreement. Provider agrees to require and maintain an appropriate
confidentiality agreement from each employee or agent with access to Student Data pursuant to the
Service Agreement.

4. No Disclosure.  Provider acknowledges and agrees that it shall not make any re-disclosure of any Student
Data or any portion thereof, including without limitation, user content or other non-public information
and/or personally identifiable information contained in the Student Data other than as directed or



permitted by the LEA or this DPA. This prohibition against disclosure shall not apply to aggregate 
summaries of De-Identified information, Student Data disclosed pursuant to a lawfully issued subpoena 
or other legal process, or to subprocessors performing services on behalf of the Provider pursuant to this 

DPA. Provider will not Sell Student Data to any third party. 

5. De-Identified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-Identified
Data may be used by the Provider for those purposes allowed under FERPA and the following purposes:
(1) assisting the LEA or other governmental agencies in conducting research and other studies; and (2)
research and development of the Provider's educational sites, services, or applications, and to
demonstrate the effectiveness of the Services; and (3)  for adaptive learning purpose and for customized
student learning. Provider's use of De-Identified Data shall survive termination of this DPA or any request
by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de-
identified Student Data to any party unless (a) that party agrees in writing not to attempt re-identification,
and (b) prior written notice has been given to the LEA who has provided prior written consent for such
transfer.  Prior to publishing any document that names the LEA explicitly or indirectly, the Provider shall
obtain the LEA’s written approval of the manner in which de-identified data is presented.

6. Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism
for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the
date of said request and according to a schedule and procedure as the Parties may reasonably agree.
Upon termination of this DPA, if no written request from the LEA is received, Provider shall dispose of all
Student Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data
shall not extend to Student Data that had been De-Identified or placed in a separate student account
pursuant to section II 3. The LEA may employ a “Directive for Disposition of Data” form, a copy of which
is attached hereto as Exhibit “D”. If the LEA and Provider employ Exhibit “D,” no further written request
or notice is required on the part of either party prior to the disposition of Student Data described in Exhibit
“D.

7. Advertising Limitations. Provider is prohibited from using, disclosing, or selling Student Data to (a) inform,
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family member/guardian
or group, for any purpose other than providing the Service to LEA. This section does not prohibit Provider
from using Student Data (i) for adaptive learning or customized student learning (including generating
personalized learning recommendations); or (ii) to make product recommendations to teachers or LEA
employees; or (iii) to notify account holders about new education product updates, features, or services
or from otherwise using Student Data as permitted in this DPA and its accompanying exhibits

ARTICLE V: DATA PROVISIONS 

1. Data Storage. Where required by applicable law, Student Data shall be stored within the United States.
Upon request of the LEA, Provider will provide a list of the locations where Student Data is stored.

2. Audits. No more than once a year, or following unauthorized access, upon receipt of a written request
from the LEA with at least ten (10) business days’ notice and upon the execution of an appropriate
confidentiality agreement, the Provider will allow the LEA to audit the security and privacy measures that
are in place to ensure protection of Student Data or any portion thereof as it pertains to the delivery of
services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal



agency with oversight authority or jurisdiction in connection with any audit or investigation of the Provider 
and/or delivery of Services to students and/or LEA, and shall provide reasonable access to the Provider’s 
facilities, staff, agents and LEA’s Student Data and all records pertaining to the Provider, LEA and delivery 
of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA. 

3. Data Security. The Provider agrees to utilize administrative, physical, and technical safeguards designed
to protect Student Data from unauthorized access, disclosure, acquisition, destruction, use, or
modification. The Provider shall adhere to any applicable law relating to data security. The provider shall
implement an adequate Cybersecurity Framework based on one of the nationally recognized standards
set forth set forth in Exhibit “F”. Exclusions, variations, or exemptions to the identified Cybersecurity
Framework must be detailed in an attachment to Exhibit “H”.  Additionally, Provider may choose to
further detail its security programs and measures that augment or are in addition to the Cybersecurity
Framework in Exhibit “F”. Provider shall provide, in the Standard Schedule to the DPA, contact
information of an employee who LEA may contact if there are any data security concerns or questions.

4. Data Breach. In the event of an unauthorized release, disclosure or acquisition of Student Data that
compromises the security, confidentiality or integrity of the Student Data maintained by the Provider the
Provider shall provide notification to LEA within seventy-two (72) hours of confirmation of the incident,
unless notification within this time limit would disrupt investigation of the incident by law enforcement.
In such an event, notification shall be made within a reasonable time after the incident. Provider shall
follow the following process:

(1) The security breach notification described above shall include, at a minimum, the following
information to the extent known by the Provider and as it becomes available:

i. The name and contact information of the reporting LEA subject to this section.
ii. A list of the types of personal information that were or are reasonably believed to have

been the subject of a breach.
iii. If the information is possible to determine at the time the notice is provided, then either

(1) the date of the breach, (2) the estimated date of the breach, or (3) the date range
within which the breach occurred. The notification shall also include the date of the
notice.

iv. Whether the notification was delayed as a result of a law enforcement investigation, if
that information is possible to determine at the time the notice is provided; and

v. A general description of the breach incident, if that information is possible to determine
at the time the notice is provided.

(2) Provider agrees to adhere to all federal and state requirements with respect to a data breach
related to the Student Data, including, when appropriate or required, the required responsibilities
and procedures for notification and mitigation of any such data breach.

(3) Provider further acknowledges and agrees to have a written incident response plan that reflects
best practices and is consistent with industry standards and federal and state law for responding
to a data breach, breach of security, privacy incident or unauthorized acquisition or use of Student
Data or any portion thereof, including personally identifiable information and agrees to provide
LEA, upon request, with a summary of said written incident response plan.



(4) LEA shall provide notice and facts surrounding the breach to the affected students, parents or
guardians.

(5) In the event of a breach originating from LEA’s use of the Service, Provider shall cooperate with
LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS 

Provider may, by signing the attached form of “General Offer of Privacy Terms” (General Offer, attached hereto 
as Exhibit “E”), be bound by the terms of Exhibit “E” to any other LEA who signs the acceptance on said Exhibit. 
The form is limited by the terms and conditions described therein.  

ARTICLE VII: MISCELLANEOUS 

1. Termination. In the event that either Party seeks to terminate this DPA, they may do so by mutual written

consent so long as the Service Agreement has lapsed or has been terminated. Either party may terminate
this DPA and any service agreement or contract if the other party breaches any terms of this DPA.

2. Effect of Termination Survival. If the Service Agreement is terminated, the Provider shall destroy all of

LEA’s Student Data pursuant to Article IV, section 6.

3. Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply with the
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this

DPA. In the event there is conflict between the terms of the DPA and the Service Agreement, Terms of
Service, Privacy Policies, or with any other bid/RFP, license agreement, or writing, the terms of this DPA
shall apply and take precedence.  In the event of a conflict between Exhibit H, the SDPC Standard Clauses,

and/or the Supplemental State Terms, Exhibit H will control, followed by the Supplemental State Terms.

Except as described in this paragraph herein, all other provisions of the Service Agreement shall remain

in effect.

4. Entire Agreement. This DPA and the Service Agreement constitute the entire agreement of the Parties
relating to the subject matter hereof and supersedes all prior communications, representations, or

agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the

observance of any provision of this DPA may be waived (either generally or in any particular instance and
either retroactively or prospectively) only with the signed written consent of both Parties. Neither failure
nor delay on the part of any Party in exercising any right, power, or privilege hereunder shall operate as a

waiver of such right, nor shall any single or partial exercise of any such right, power, or privilege preclude
any further exercise thereof or the exercise of any other right, power, or privilege.



5. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to
such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating
the remaining provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall
not invalidate or render unenforceable such provision in any other jurisdiction. Notwithstanding the

foregoing, if such provision could be more narrowly drawn so as not to be prohibited or unenforceable in
such jurisdiction while, at the same time, maintaining the intent of the Parties, it shall, as to such
jurisdiction, be so narrowly drawn without invalidating the remaining provisions of this DPA or affecting
the validity or enforceability of such provision in any other jurisdiction.

6. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN

ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE

STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

7. Successors Bound: This DPA is and shall be binding upon the respective successors in interest to Provider

in the event of a merger, acquisition, consolidation or other business reorganization or sale of all or

substantially all of the assets of such business In the event that the Provider  sells, merges, or otherwise
disposes of its business to a successor during the term of this DPA, the Provider shall provide written

notice  to the LEA no later than sixty (60) days after the closing date of sale, merger, or disposal. Such
notice shall include a written, signed assurance that the successor will assume the obligations of the DPA
and any obligations with respect to Student Data within the Service Agreement. The LEA has the authority

to terminate the DPA if it disapproves of the successor to whom the Provider is selling, merging, or

otherwise disposing of its business.

8. Authority.  Each party represents that it is authorized to bind to the terms of this DPA, including
confidentiality and destruction of Student Data and any portion thereof contained therein, all related or
associated institutions, individuals, employees or contractors who may have access to the Student Data
and/or any portion thereof.

9. Waiver. No delay or omission by either party to exercise any right hereunder shall be construed as a

waiver of any such right and both parties reserve the right to exercise any such right from time to time,
as often as may be deemed expedient.



EXHIBIT “A” 
DESCRIPTION OF SERVICES 

Pursuant to Oakland Unified School District BP 3312, Provider's standard Terms and 
Conditions, attached to this item and available at https://navigate360.com/policies/p3-tou/, 
constitute the separate Service Agreement between Subscribing LEA and Provider.



EXHIBIT “B”   
SCHEDULE OF DATA 

Category of Data Elements 
Check if Used 

by Your System 

Application Technology 
Meta Data 

IP Addresses of users, Use of cookies, etc. 

Other application technology meta data-Please specify: 

Application Use Statistics Meta data on user interaction with application 

Assessment Standardized test scores 

Observation data 

Other assessment data-Please specify: 

Attendance Student school (daily) attendance data 

Student class attendance data 

Communications Online communications captured (emails, blog entries) 

Conduct Conduct or behavioral data 

Demographics Date of Birth 

Place of Birth 

Gender 

Ethnicity or race 

Language information (native, or primary language spoken by 
student) 

Other demographic information-Please specify: 

Enrollment Student school enrollment 

Student grade level 

Homeroom 

Guidance counselor 

Specific curriculum programs 

Year of graduation 

Other enrollment information-Please specify: 

Parent/Guardian Contact 
Information 

Address 

Email 

Phone 



Category of Data Elements 
Check if Used 

by Your System 

Parent/Guardian ID Parent ID number (created to link parents to students) 

Parent/Guardian Name First and/or Last 

Schedule Student scheduled courses 

Teacher names 

Special Indicator English language learner information 

Low income status 

Medical alerts/ health data 

Student disability information 

Specialized education services (IEP or 504) 

Living situations (homeless/foster care) 

Other indicator information-Please specify: 

Student Contact 
Information 

Address 

Email 

Phone 

Student Identifiers Local (School district) ID number 

State ID number 

Provider/App assigned student ID number 

Student app username 

Student app passwords 

Student Name First and/or Last 

Student In App 
Performance 

Program/application performance (typing program-student 
types 60 wpm, reading program-student reads below grade 
level) 

Student Program 
Membership 

Academic or extracurricular activities a student may belong to 
or participate in 

Student Survey 
Responses 

Student responses to surveys or questionnaires 

Student work Student generated content; writing, pictures, etc. 

Other student work data -Please specify: 

Transcript Student course grades 

Student course data 

Student course grades/ performance scores 



Category of Data Elements 
Check if Used 

by Your System 

Other transcript data - Please specify: 

Transportation Student bus assignment 

Student pick up and/or drop off location 

Student bus card ID number 

Other transportation data – Please specify: 

Other Please list each additional data element used, stored, or 
collected by your application: 

None No Student Data collected at this time. Provider will 
immediately notify LEA if this designation is no longer 
applicable. 
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EXHIBIT “C” 
DEFINITIONS 

De-Identified Data and De-Identification: Records and information are considered to be de-identified when all 
personally identifiable information has been removed or obscured, such that the remaining information does not 
reasonably identify a specific individual, including, but not limited to, any information that, alone or in 
combination is linkable to a specific student and provided that the educational agency, or other party, has made 
a reasonable determination that a student’s identity is not personally identifiable, taking into account reasonable 
available information. 

Educational Records: Educational Records are records, files, documents, and other materials directly related to a 
student and maintained by the school or local education agency, or by a person acting for such school or local 
education agency, including but not limited to, records encompassing all the material kept in the student’s 
cumulative folder, such as general identifying data, records of attendance and of academic work completed, 
records of achievement, and results of evaluative tests, health data, disciplinary status, test protocols and 
individualized education programs.  

Metadata: means information that provides meaning and context to other data being collected; including, but not 
limited to: date and time records and purpose of creation Metadata that have been stripped of all direct and 
indirect identifiers are not considered Personally Identifiable Information. 

Operator: means the operator of an internet website, online service, online application, or mobile application with 
actual knowledge that the site, service, or application is used for K–12 school purposes. Any entity that operates 
an internet website, online service, online application, or mobile application that has entered into a signed, written 
agreement with an LEA to provide a service to that LEA shall be considered an “operator” for the purposes of this 
section.  

Originating LEA: An LEA who originally executes the DPA in its entirety with the Provider. 

Provider: For purposes of the DPA, the term “Provider” means provider of digital educational software or services, 
including cloud-based services, for the digital storage, management, and retrieval of Student Data. Within the DPA 
the term “Provider” includes the term “Third Party” and the term “Operator” as used in applicable state statutes. 

Student Generated Content: The term “student-generated content” means materials or content created by a 
student in the services including, but not limited to, essays, research reports, portfolios, creative writing, music or 
other audio files, photographs, videos, and account information that enables ongoing ownership of student 
content.  

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.31(b), a School Official is a contractor 
that: (1) Performs an institutional service or function for which the agency or institution would otherwise use 
employees; (2) Is under the direct control of the agency or institution with respect to the use and maintenance of 
Student Data including Education Records; and (3) Is subject to 34 CFR § 99.33(a) governing the use and re-
disclosure of personally identifiable information from Education Records.  

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use. 

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its users, 
students, or students’ parents/guardians, that is descriptive of the student including, but not limited to, 
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information in the student’s educational record or email, first and last name, birthdate, home or other physical 
address, telephone number, email address, or other information allowing physical or online contact, discipline 
records, videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal 
records, medical records, health records, social security numbers, biometric information, disabilities, 
socioeconomic information, individual purchasing behavior or preferences, food purchases, political affiliations, 
religious information, text messages, documents, student identifiers, search activity, photos, voice recordings, 
geolocation information, parents’ names, or any other information or identification number that would provide 
information about a specific student. Student Data includes Meta Data. Student Data further includes “personally 
identifiable information (PII),” as defined in 34 C.F.R. § 99.3 and as defined under any applicable state law. Student 
Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal, state, and 
local laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be collected or processed by 
the Provider pursuant to the Services. Student Data shall not constitute that information that has been 
anonymized or de-identified, or anonymous usage data regarding a student’s use of Provider’s services.  

Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the 
“Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics, 
storage, or other service to operate and/or improve its service, and who has access to Student Data.  

Subscribing LEA: An LEA that was not party to the original Service Agreement and who accepts the Provider’s 
General Offer of Privacy Terms. 

Targeted Advertising: means presenting an advertisement to a student where the selection of the advertisement 
is based on Student Data or inferred over time from the usage of the operator's Internet web site, online service 
or mobile application by such student or the retention of such student's online activities or requests over time for 
the purpose of targeting subsequent advertisements. "Targeted advertising" does not include any advertising to 
a student on an Internet web site based on the content of the web page or in response to a student's response or 
request for information or feedback. 

Third Party: The term “Third Party” means a provider of digital educational software or services, including cloud-
based services, for the digital storage, management, and retrieval of Education Records and/or Student Data, as 
that term is used in some state statutes. However, for the purpose of this DPA, the term “Third Party” when used 
to indicate the provider of digital educational software or services is replaced by the term “Provider.” 
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EXHIBIT “D” 
DIRECTIVE FOR DISPOSITION OF DATA 

       Provider to dispose of data obtained by Provider 
pursuant to the terms of the Service Agreement between LEA and Provider. The terms of the Disposition are 
set forth below: 
1. Extent of Disposition

_____ Disposition is partial. The categories of data to be disposed of are set forth below or are found in
an attachment to this Directive:

[Insert categories of data here]
_____ Disposition is Complete. Disposition extends to all categories of data.

2. Nature of Disposition
_____ Disposition shall be by destruction or deletion of data. 
_____ Disposition shall be by a transfer of data. The data shall be transferred to the following site as 
follows: 

[Insert or attach special instructions] 

3. Schedule of Disposition
Data shall be disposed of by the following date:

_____ As soon as commercially practicable.  
_____ By 

4. Signature

________________________________________ __________________ 
Authorized Representative of LEA Date 

5. Verification of Disposition of Data

_________________________________________ ______________ 
Authorized Representative of Company  Date 
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Name:   ________________________________________________________________________  

Title:  ________________________________________________________________________  

Address : ________________________________________________________________________  

Telephone Number: ________________________________________________________________________  

Email:  ________________________________________________________________________ 

EXHIBIT “E” 
GENERAL OFFER OF PRIVACY TERMS 

1. Offer of Terms
Provider offers the same privacy protections found in this DPA between it and

(“Originating LEA”) which is dated    , to any other LEA (“Subscribing LEA”) who accepts this 
General Offer of Privacy Terms (“General Offer”) through its signature below. This General Offer shall 
extend only to privacy protections, and Provider’s signature shall not necessarily bind Provider to other 
terms, such as price, term, or schedule of services, or to any other provision not addressed in this DPA. The 
Provider and the Subscribing LEA may also agree to change the data provided by Subscribing LEA to the Provider 
to suit the unique needs of the Subscribing LEA. The Provider may withdraw the General Offer in the event of: 
(1) a material change in the applicable privacy statues; (2) a material change in the services and products
listed in the originating Service Agreement; or three (3) years after the date of Provider’s signature to this
Form. Subscribing LEAs should send the signed Exhibit “E” to Provider at the following email address:

_________________________________________.
WZKs/��Z͗_________________________________________________________

BY: _________________________________________________________Date: ____08/29/2024______________

Printed Name: ___________________________________Title/Position: ________________________________ 

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts the

General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same

terms of this DPA for the term of the DPA between the

and the Provider. **PRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE 
TO PROVIDER PURSUANT TO ARTICLE VII, SECTION 5. **

>��͗_________________________________________________________

BY: 

_______________________________________________________Date:______________________________ 

Printed Name: ___________________________________ Title/Position: ________________________________ 

SCHOOL DISTRICT NAME: ______________________________________________________________________ 

DESIGNATED REPRESENTATIVE OF LEA:  
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EXHIBIT “F” 
DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 
2/24/2020 

The Education Security and Privacy Exchange (“Edspex”) works in partnership with the Student Data Privacy 
Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can 
protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles* (“Cybersecurity 
Frameworks”) that may be utilized by Provider .  

Cybersecurity Frameworks 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

National Institute of Standards and 
Technology 

NIST Cybersecurity Framework Version 1.1 

National Institute of Standards and 
Technology 

NIST SP 800-53, Cybersecurity Framework for 
Improving Critical Infrastructure Cybersecurity 
(CSF), Special Publication 800-171 

International Standards Organization Information technology — Security techniques 
— Information security management systems 
(ISO 27000 series) 

Secure Controls Framework Council, LLC Security Controls Framework (SCF) 

Center for Internet Security CIS Critical Security Controls (CSC, CIS Top 20) 

Office of the Under Secretary of Defense for 
Acquisition and Sustainment (OUSD(A&S)) 

Cybersecurity Maturity Model Certification 
(CMMC, ~FAR/DFAR) 

Please visit http://www.edspex.org for further details about the noted frameworks. 
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here



EXHIBIT “G” 

Supplemental SDPC State Terms for California 

Version 1.0 

This Amendment for SDPC State Terms for California (“Amendment”) is entered into on the 
date of full execution (the “Effective Date”) and is incorporated into and made a part of the 
Student Data Privacy Agreement (“DPA”) by and between: 

, located at 
(the “Local Education Agency” or “LEA”) and 

, located at 
(the “Provider”). 
All capitalized terms not otherwise defined herein shall have the meaning set forth in the DPA. 

WHEREAS, the Provider is providing educational or digital services to LEA, which 
services include: (a) cloud-based services for the digital storage, management, and retrieval of 
pupil records; and/or (b) digital educational software that authorizes Provider to access, store, and 
use pupil records; and 

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable 
student information and other regulated data exchanged between them as required by applicable 
laws and regulations, such as the Family Educational Rights and Privacy Act (“FERPA”) at 20 
U.S.C. § 1232g (34 C.F.R. Part 99); the Protection of Pupil Rights Amendment (“PPRA”) at 20 
U.S.C. §1232h; and the Children’s Online Privacy Protection Act (“COPPA”) at 15 U.S.C.  § 
6501-6506 (16 C.F.R. Part 312), accordingly, the Provider and LEA have executed the DPA, 
which establishes their respective obligations and duties in order to comply with such applicable 
laws; and 

WHEREAS, the Provider will provide the services to LEA within the State of California 
and the Parties recognizes the need to protect personally identifiable student information and other 
regulated data exchanged between them as required by applicable California laws and regulations, 
such as the Student Online Personal Information Protection Act (“SOPIPA”) at California Bus. & 
Prof. Code § 22584; California Assembly Bill 1584 (“AB 1584”) at California Education Code 
section 49073.1; and other applicable state privacy laws and regulations; and 

WHEREAS, the Provider and LEA desire to enter into this Amendment for the purpose of 
clarifying their respective obligations and duties in order to comply with applicable California state 
laws and regulations.  

NOW, THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

1. Term.  The term of this Amendment shall expire on the same date as the DPA, unless 
otherwise terminated by the Parties.

�. Modification to Article IV, Section 7 of the DPA.  Article IV, Section 7 of the DPA 
(Advertising Limitations) is amended by deleting the stricken text as follows:



Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, 
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family 
member/guardian or group, for any purpose other than providing the Service to LEA.  This 
section does not prohibit Provider from using Student Data (i) for adaptive learning or 
customized student learning (including generating personalized learning 
recommendations); or (ii) to make product recommendations to teachers or LEA 
employees; or (iii) to notify account holders about new education product updates, features, 
or services or from otherwise using Student Data as permitted in this DPA and its 
accompanying exhibits. 

[SIGNATURES BELOW] 

IN WITNESS WHEREOF, LEA and Provider execute this Amendment as of the Effective Date. 

LEA:BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB

By:__________________________________________ Date:__________________________ 

Printed Name: _________________________________ Title/Position: _____________________ 

Provider:BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB

By:__________________________________________ Date:__________________________ 

Printed Name:__________________________________ Title/Position:_____________________ 

Approved as to form by OUSD Legal 

    Shalini Anadkat 
               8/26/24

_________________________________
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	7. Maintenance Releases.  During the Subscription Term, Company will provide Customer with all Maintenance Releases (including updated Deliverables) that Company may, in its sole discretion, make generally available to its licensees at no additional c...
	8. Platform Suggestions and Improvements.  If Customer provides any suggestions to Company or its Affiliates, Company will be entitled to use the suggestions without restriction.  Customer hereby irrevocably assigns to Company all right, title, and in...
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