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Board Cover Memorandum 
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From Kyla Johnson-Trammell, Superintendent  
Preston Thomas, Chief Systems and Services Officer 
Susan Beltz, Chief Technology Officer 

Meeting Date August 25, 2021 

Subject Ratification by the Board of Education of Master Subscription Licenses and Services 
Agreement and Ratification of Student Data Privacy Agreement between Oakland 
Unified School District and Illuminate, Inc.  
Contractor: Illuminate, Inc. 
Services For: July 1, 2021 - June 30, 2022 

Ask of the Board Ratification by the Board of Education of Master Subscription Licenses and Services 
Agreement and Ratification of Student Data Privacy Agreement between Oakland 
Unified School District and Illuminate, Inc., Irvine, CA, for the latter to provide 
hosting, maintenance, upgrades and associated support for the Illuminate DnA 
Student Assessment Data Management System, for the period July 1, 2021 to June 
30, 2022 for an amount not to exceed $96,186.20. 

Background The Oakland Unified School District has successfully used Illuminate as its 
assessment data management system since 2015-16 and is using this firm going 
forward for the same services as previously provided. Illuminate is a web-based 
and longitudinal system that enhances the District’s ability to analyze trends, use 
data to shape curriculum and instruction, and create assessments that provide 
immediate feedback on student progress. The system was deployed District-wide 
in 2015-16 as a replacement for the District’s Edusoft system, which lacked many 
of the online assessment and reporting features needed by OUSD. 

To avoid redundant data entry and the errors associated with this approach, a one-
way data exchange has been implemented between the District Student 
Information System (SIS), namely Aeries, and Illuminate. Student and teacher 
demographic data and master schedule information is entered into Aeries and 
transferred to Illuminate on a nightly basis, which enables teachers to access their 
rosters in Illuminate. 

Discussion The DnA Soware Services Agreement includes hosting, maintenance and associated 
support for the Illuminate system, including the one-way data exchange between 
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Aeries and Illuminate. As noted above, the software has been successfully used by 
Oakland Unified since the 2015-16 school year. The current agreement renews the 
same services as provided under the original Agreement for the period July 1, 2021 
through June 30, 2022, with the exception that the cost is reduced due to 
discontinuing the pre-built assessments. As a result, it is in the best interest of 
OUSD to enter into this Agreement.  

In order to provide these services, Illuminate, Inc. requires access to certain District 
student data. Accordingly, the District and Illuminate, Inc. executed the enclosed 
data sharing agreement on July 6, 2021, and now ask the Board to ratify this 
agreement. This data sharing agreement is a modified form of the standard 
California Student Data Privacy Agreement (CSDPA), adopted by the California 
Student Privacy Alliance to meet the requirements of the Family Educational Rights 
and Privacy Act (FERPA) and Assembly Bill 1584 (which allows school districts to 
share data with software providers so long as the contracts include certain 
specified provisions). The standard terms of the CSDPA and the modified version 
set forth herein ensure that the vendor will take all precautions to safeguard our 
students’ data. The term of the data privacy agreement is the same as the term of 
the underlying services contract. The data privacy agreement is a piggy-backable 
agreement. This means that a software vendor may enter the data privacy 
agreement with one school district and thereafter, by signing Exhibit E (which 
consists of a “general offer of terms”) allow any other school district to countersign 
Exhibit E and be entitled to the same protections set forth in the underlying CSDPA. 

Here, Illuminate, Inc. has signed the data privacy agreement with Oakland Unified 
School District, and it further signed Exhibit E, which, again, allows any other school 
district to likewise sign Exhibit E and share the same data with Illuminate, Inc. under 
the same terms. 

Competitively Bid No. Professional Services Agreement of less than $96,700. 

Fiscal Impact $96,186.20 from 2021-22 Funding Resource 010-0000-0-0000-7700-5846-
999-9860-9994-9999-99999: General Purpose (GP), Data Processing,
License Agreements, Districtwide

Attachment(s) ● Quote Q-120530
● Master Subscription Licenses & Services Agreement (includes price quote)
● Student Data Privacy Agreement with Exhibit E

















Preston Thomas
Chief Systems and Services Officer
July 12, 2021
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Approved as to form by OUSD Staff Attorney Joanna Powell on 6/30/21.
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Susan Beltz                                                              Chief Technology Officer
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Pursuant to BP 3312, the agreement between Provider and Oakland Unified submitted as Legistar File 
ID 21-1546 and any subsequent renewals, constitute the separate Service Agreement between 
Subscribing LEA and Provider.
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EXHIBIT “G”  

Supplemental SDPC State Terms for California 

Version 1.0 

This Amendment for SDPC State Terms for California (“Amendment”) is entered into on 
the date of full execution (the “Effective Date”) and is incorporated into and made a part of 
the Student Data Privacy Agreement (“DPA”) by and between: 

, located at 
(the “Local Education Agency” or “LEA”) and 

, located at 
(the “Provider”).  

All capitalized terms not otherwise defined herein shall have the meaning set forth in the DPA. 

WHEREAS, the Provider is providing educational or digital services to LEA, which 
services include: (a) cloud-based services for the digital storage, management, and retrieval of 
pupil records; and/or (b) digital educational software that authorizes Provider to access, store, 
and use pupil records; and  

WHEREAS, the Provider and LEA recognize the need to protect personally 
identifiable student information and other regulated data exchanged between them as required 
by applicable laws and regulations, such as the Family Educational Rights and Privacy Act 
(“FERPA”) at 20 U.S.C. § 1232g (34 C.F.R. Part 99); the Protection of Pupil Rights 
Amendment (“PPRA”) at 20 U.S.C. §1232h; and the Children’s Online Privacy Protection 
Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 C.F.R. Part 312), accordingly, the Provider and 
LEA have executed the DPA, which establishes their respective obligations and duties in order 
to comply with such applicable laws; and  

WHEREAS, the Provider will provide the services to LEA within the State of California 
and the Parties recognizes the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable California laws and 
regulations, such as the Student Online Personal Information Protection Act (“SOPIPA”) at 
California Bus. & Prof. Code § 22584; California Assembly Bill 1584 (“AB 1584”) at California 
Education Code section 49073.1; and other applicable state privacy laws and regulations; and  

WHEREAS, the Provider and LEA desire to enter into this Amendment for the purpose of 
clarifying their respective obligations and duties in order to comply with applicable California state 
laws and regulations.  

NOW, THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

1. Term. The term of this Amendment shall expire on the same date as the DPA,
unless otherwise terminated by the Parties.

2. Modification to Article IV, Section 7 of the DPA. Article IV, Section 7 of the DPA
(Advertising Limitations) is amended by deleting the stricken text as follows:
Provider is prohibited from using, disclosing, or selling Student Data to (a) inform,
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family
member/guardian or group, for any purpose other than providing the Service to LEA. This
section does not prohibit Provider from using Student Data (i) for adaptive learning or
customized student learning (including generating personalized learning
recommendations); or (ii) to make product recommendations to teachers or LEA
employees; or (iii) to notify account holders about new education product updates,

Illuminate Education, Inc. 6531 Irvine Center Drive, Suite 100, Irvine, CA 92618
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features, or services or from otherwise using Student Data as permitted in this DPA and its 
accompanying exhibits. 

3. Modification to Section 4 of the DPA. Section 4 of the DPA is hereby deleted in its entirety
and replaced with the following language: This DPA shall stay in effect for as long as
Provider has access to the LEA's Student Data.

4. Modification to Article I, Section 1 of the DPA. Article I, Section 1 of the DPA (Purpose
of the DPA) is amended by deleting the stricken text as follows: The purpose of this DPA
is to describe the duties and responsibilities to protect Student Data including compliance
with all applicable federal and state, and local privacy laws, rules, and regulations, all as
may be amended from time to time.

5. Modification to Article IV, Section 1 of the DPA. Article IV, Section 1 of the DPA
(Privacy Compliance) is hereby deleted in its entirety and replaced with the following
language: The Provider shall comply with all applicable federal and state laws, rules, and
regulations pertaining to Student Data privacy and security, all as may be amended from
time to time.

6. Modification to Article IV, Section 5 of the DPA. (De-identified Data) – The second to
final sentences is hereby deleted and replaced with the following language: “Except for
Subprocessors, Provider agrees not to transfer de identified Student Data to any party unless
(a) that party agrees in writing not to attempt re-identification. Prior to publishing any
document that names the LEA explicitly or indirectly, the Provider shall obtain the LEA’s
written approval of the manner in which de-identified data is presented.”

7. Modification to Article IV, Section 6 of the DPA. (Disposition of Data) – Second sentence
is hereby deleted and replaced with the following language: “Upon termination of this DPA,
Provider shall dispose of all Student Data.”

8. Modification to Article V, Section 2 of the DPA. Article V, Section 2 of the DPA (Audits)
is hereby deleted in its entirety and replaced with the following language: No more than
once a year, or following unauthorized access, upon receipt of a written request from the
LEA with at least ten (10) business days’ notice and upon the execution of an appropriate
confidentiality agreement, the Provider will provide reasonable access to relevant, non-
sensitive portions of records pertaining to the security and privacy measures that are in place
to ensure protection of student data or any portion thereof as it pertains to the delivery of
Services to the LEA.

9. Modification to Article VII, Section 1 of the DPA. Article VII, Section 1 – The last
sentence is amended such that it is replaced with the following: Either party may terminate
this DPA and any service agreement or contract if the other party commits a material breach
of any terms of this DPA, and if practicable, does not cure such breach within thirty (30)
days.

10. Modification to Article VII, Section 7 of the DPA. Article VII, Section 7 of the DPA
(Successors Bound) is hereby amended with the deletion of the final sentence.

11. Modification to Exhibit “C” Definitions, “Student Data” of the DPA. (Termination) is
hereby amended with the deletion of the second from final sentence and replacement with
the following: Student Data shall constitute Education Records for the purposes of this
DPA, and for the purposes of federal and state laws and regulations.
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[SIGNATURES BELOW] 

IN WITNESS WHEREOF, LEA and Provider execute this Amendment as of the Effective Date.  

LEA: _________________________________________ 

By: __________________________________________ Date: _________________________  

Printed Name: _________________________________ Title/Position: _____________________  

 

Provider: _______________________________________ 

By: _________________________________________ Date: _________________________  

Printed Name: _________________________________ Title/Position: ____________________  

Approved as to form by OUSD Staff Attorney Joanna Powell on 6/30/21.
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Illuminate Education, Inc.

COOScott Virkler

Oakland Unified School District

Susan Beltz                                                                       Chief Technology Officer

7/6/2021


