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Approval of the contract to purchase two Palo Alto Security Appliances and for a
continuance of support for the term of 7/23/18 to 7/22/2023 in the amount of
$392,989.65 between Oakland Unified School District and Fortnet Security, Inc. and 1BM
Global Financing.

The Technology Services Department strives to provide a standardized, equitable, and
supportable instructional environment to all staff and students. As a part of that goal we
work to also meet the district’s requirements to provide continued support of the
bandwidth for online testing, Children’s Internet Protection Act (CIPA) Compliance and
the California State Standards for teaching and learning activities.

in 2017-18 Technology Services has been seeking to find solutions to reduce the overall
cost of providing these services to the district. Costs have been rapidly rising and we
are about to encounter a rise from $79,723.74 to $109,000 for 2018-19 to renew
services for our old firewalls. One option that we can take advantage of is to enter into
a lease agreement for the purchase of new firewalls. We can purchase the ficense and
maintenance at the time of this contract for a significant discount over annual renewals.

We determined that we could purchase new firewalls under a lease agreement and
maintain our services for $85,278.50 per year. With this purchase we will be keeping
our annual payments equal for 5 years which shelters the district from more cost
increases during the course of the lease. We believe that making this purchase under a
lease agreement is the right thing to do and will save the district over $125,000 over the
next five years (using 2017-18 and 2018-19 costs).



Discussion

Recommendation

Fiscal Impact

Attachments

www.ousd.org

The district wishes to purchase two Palo Alto NextGen Firewalls, one for each data
center, including annual maintenance and licensing for firewall services, premium
support, threat prevention and internet filtering. These services are required to protect
the internal digital assets of the district and to comply with CIPA requirements.
Licensing is necessary to the operation of the equipment.

The quote includes the purchase of two Palo Alto Networks PA-5250 Firewalls, five years
of maintenance and licensing to provide redundancy between our district datacenters,
enable OUSD to continue to maintain an easy-to-administer secure 10 Gb connections
to the Internet that enable support for CAASPP and Illuminate assessments and the
activities that accompany teaching and learning now and into the future. The additional
benefit of purchasing these firewalls is their ability to allow the district to increase
internet bandwidth as instructional requirements change. Our current firewalls are not
able to achieve higher speeds which would force us to upgrade the hardware at a less
opportune time to meet these challenges.

Approval of the contract to purchase two Palo Alto Security Appliances and for a
continuance of support for the term of 7/23/18 to 7/22/2023 in the amount of
$392,989.65 between Oakland Unified School District and Fortnet Security, Inc. and IBM
Glohal Financing.

Funding Resource: Measure J Bond Fund and Licensing-9999994701

e Justification Form

e FortNET Security PAN Quote 2018-2022

e Board Iltem 17-1903 Purchase Order - Fortnet Security Inc.
e |BM Global Financing



" . OAKLAND UNIFIED
% SCHO?L DISTRICT
CONTRACT JUSTIFICATION FORM
This Form Shall Be Submitted to the Board Office
With Every Consent Agenda Contract.

Legislative File ID No. 18-1534

Department: Technology Services

Vendor Name: Pao Alto Security, Inc,

Contract Term: Start Date: 7/23/18 End Date: 7/22/2023

Annual Cost: $392.989.65

Approved by: Susan Beltz
Is Vendor a local Oakland business? Yes D No

Why was this Vendor selected?

This vendor was selected by the State of Calfiornia and is contractor with NASPO and has provided excellent service to the district
under our prior contracts with them.

Summarize the services this Vendor will be providing.

Vendor will provide two Palo Allo firewalls including five years of support, and annual licensing for threat prevention and URL filtering
for CIPA compliance.

Was this contract competitively bid? Yes D No

If No, answer the following:

1) How did you determine the price is competitive?

Vendor has provided pricing below the NASPO contract price.

Legal 1/12/16 il



2) Please check the competitive bid exception relied upon:
D_ Educational Materials

D Special Services contracts for financial, economic, accounting, legal or
administrative services

D CUPCCAA exception (Uniform Public Construction Cost Accounting Act)

J:l_ Professional Service Agreements of less than $87,800 (increases a small
amount on January 1 of each year)

I:I_ Construction related Professional Services such as Architects, DSA Inspectors,
Environmental Consultants and Construction Managers (require a “fair, competitive
selection process)

l:l_ Energy conservation and alternative energy supply (e.g., solar, energy
conservation, co-generation and alternate energy supply sources)

D Emergency contracts [requires Board resolution declaring an emergency]

]:I_ Technology contracts

electronic data-processing systems, supporting software and/or services
(including copiers/printers) over the $87,800 bid limit, must be competitively
advertised, but any one of the three lowest responsible bidders may be
selected

D contracts for computers, software, telecommunications equipment,
microwave equipment, and other related electronic equipment and apparatus,
including E-Rate solicitations, may be procured through an RFP process
instead of a competitive, lowest price bid process

H Western States Contracting Alliance Contracts (WSCA)

California Multiple Award Schedule Contracts (CMAS) [contracts are often
used for the purchase of information technology and software]

Piggyback” Contracts with other governmental entities
D Perishable Food

D_ Sole Source

J:I_ Change Order for Material and Supplies if the cost agreed upon in writing does
not exceed ten percent of the original contract price

D Other, please provide specific exception

Legal 1/12/16 2



FORTNET

ECURITY

PRICE QUOTATION

Louis Bisbiglia
Sales Manager
Lovis@fsi.tech

Office: 916-670-1072 Fax: 408-519-6552
7411 Carnoustie Court, Gilroy CA 95020

CONTACT INFORMATION: SHIP TO: BILL TO:
Company: Qakland School District Name: Name: Same as ship to
Primary Contact: Colleen Calvano Company: Company:
Address: 1000 Broadway Address:

Phone: (510) 838-1525

E-mail: colleen.calvano@ousd.org

Technical Contact:

Oakiand, CA 94607

Phone: Special Notes: Special Notes:
E-mail:
PAYMENT
SUBMITTED BY Office Quote Date Exp Date Shipping TERMS
Louls Bisbiglia Carmichael, CA 05/24/18 06/30/18 Net-30
# EXTENDED
ITEM| DESCRIPTION Part # MSRP| UNITS PRICE
1 |Palo Alto Networks PA-5250 with redundant AC power supplies PAN-PA-5250-AC $200,000.00 2 $114,634.00
2 |Threat prevention subscription for device in an HA pair year 5. PA-5250 PAN-PA-5250-TP-5YR-HA2 $123.200.00 2 $78,791.00
3 |PANDB URL filtering subscription for device in an HA pair year 5, PA-5250 PAN-PA-5250-URL4-5YR-HA2 $123,200.00 2 $78,791.00
4 |Premium support year 5, PA-5250 PAN-SVC-PREM-5250-5YR $128,000.00 2 $109,930.00
Professional Services for Installation Quoted Separately
$574.400.00 $382,146.00
NOTES:

SUBTOTAL $382,146.00
cmas 3-18-70-3039B Tax TBD
CMAS Term Dates: May 29, 2018 through June 26, 2022 SHIPPING $240.00

TOTAL $382,386.00

Thanks,

Louis Bisbiglia
FORTNET Security
Office 916-670-1072
Fax 408-519-6552




6/12/2018

®uUSD

FW: CMAS Application

Louis Bisbiglia <louis@fsi.lech>

Reply-To: Louls@fsi.tech

To: Collsen Calvano <colleen.calvano@ousd.org>
Ce: Kevin Marin <kmarin@patoaltonetworks.com>

Hi Colleen,

Attached are all the dacs. The 9rice list Is blg, so | have listed the line item number thal malch our quote

Line item 2171
PAN-PA-5250-AC

Total price for two appllance 188413.10

Line item 2182
PAN-PA-5250-TP-5YR

Tolal price Tor two licenses 150730.48

Line ilem 2216
PAN-PA-5250-URL4-5YR

Total price for two licenses 150730.48

Line ltem 4521
PAN-SVC-PREM-5250-5YR

Total price for two licenses $124582.36

We are lower on all items.

Best Regards,

Louis Bisbiglia
S

Office: 916-670-1072
Email: Louis@FESL Tech - Web: www.FSI. Tech

Palo Allo Networks PA-5250 wilh redundant AC power suppliss

Threat prevention subscription 6-year prepaid, PA-5250

PANDB URL fillering subscription 5-year prepaid, PA-5250

Premlum support 5 year prepald, PA-5250

OUSD Mail - FW: CMAS Application

Colleen Calvano <colleen.calvano@ousd.org>

Tue, Jun 12,2018 a

Each $94,.

Each $75,

Each $75,:

Each $62,:

(Please note we have abbreviated our name from Fortnet Security Inc / FortNetSec.Com to FSI/ FSI.Tech and have changed our emaijl address)

Did you know millions of virus signatures are released every year, but less than 5

that try and use these exploit technlques. Talk to us to show you how Ad Endpolnt protectl

From: Brij Patel {mailto: Brij@fsi.tech]
Sent: Tuesday, June 12, 2018 1:18 AM
To: 'Louis Bisbiglia’

Subject: FW: CMAS Application
Importance: High ¢

are developed every year? If you block the exploit techniques you block the infinite
protects your endpolnt vs traditlonal antl-virus solutions,

https://mail google.com/mail/u/0%ik=13d693af28 &view=pt&scarch=all&permmsgid=msg-f%3A1603077925912341299&simpl=msg-f%3A1603077925912341299 173



Procurement Division
707 Third Street, 2™ Floor, MS #2-202
West Sacramento, CA 95605-2811

State of California

MULTIPLE AWARD SCHEDULE
FSI — Fortnet Security Inc.

(Formerly Fortnet Security, Inc)

CMAS NUMBER: 3-18-70-3039B
CMAS TERM DATES: 5/29/2018 through 6/26/2022
Information Technology Goods &

CMAS CATEGORY:

APPLICABLE
TERMS & CONDITIONS:

Services

March 15, 2018

State Agencies: See Purchasing
MAXIMUM ORDER LIMIT: Authority Dollar Threshold provision
Local Government Agencies: Unlimited
FOR USE BY: State & Local Government Agencies
BASE GSA SCHEDULE NO.: | GS-35F-0511T

BASE SCHEDULE HOLDER: | EC America, Inc.

This CMAS provides for the purchase and warranty of hardware,
software, and hardware maintenance. (See page 2 for the specific
brand and restrictions applicable to this CMAS.)

NOTICE: Products and/or services on this CMAS may be available on a Mandatory Statewide Contracts. If this is the case,
the use of this CMAS is restricted unless the State agency has an approved exemption as explained in the Statewide

Contract User Instructions. Information regarding Statewide Contracts can be obtained at the website:
www.documents.dgs.ca.gov/pd/contracts/contractindexlisting.pdf. This requirement is not applicable to local government
entities.

ANY REFERENCE TO A SPECIFIC MANUFACTURER'S OR PUBLISHER'S WARRANTY OR TERMS AND CONDITIONS
AS SHOWN IN THE BASE EC AMERICA , INC. GSA SCHEDULE ARE NOT APPLICABLE TO THIS CMAS.

The services provided under this CMAS are only in support of the products covered by this CMAS.
The most current Ordering Instructions and Special Provisions, CMAS Terms and Conditions, and products and/or services
are included herein. All purchase orders issued by State agencies under this CMAS shall incorporate these Ordering

Instructions and Special Provisions and CMAS Terms and Conditions dated March 15, 2018.

Agency non-compliance with the requirements of this CMAS may result in the loss of delegated authority to use the CMAS
program.

CMAS contractor non-compliance with the requirements of this CMAS may result in termination of the CMAS.

Original Signature On File Effective Date: 5/29/2018
BRYAN DUGGER, Program Analyst, California Multiple Award Schedules Unit




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
FSI - FORTNET SECURITY INC.
CMAS NO. 3-18-70-3039B

CMAS PRODUCT & SERVICE CODES

The CMAS Product & Service Codes listed below are
for marketing purposes only. Review this CMAS and
the base contract identified below for the products
and/or services available on this CMAS.

Brand-Palo Alto Networks
Firewall-Network Security
Security-IT Network

AVAILABLE PRODUCTS AND/OR SERVICES

Only products from the manufacturer(s) listed below are
available within the scope of this CMAS:

Palo Alto Networks

The ordering agency must verify all products and/or
services are currently available on the base GSA
schedule at the GSA eLibrary. Access the GSA
eLibrary at www.gsaelibrary.gsa.gov.

EXCLUDED PRODUCTS AND/OR SERVICES

Hardware repair, software maintenance, continuous
diagnostics and mitigation tools, training courses,
Information Technology (IT) consulting services, and
electronic commerce and subscriptions services are not
available under this CMAS.

CMAS BASE CONTRACT

This CMAS is based on some or all of the products
and/or services and prices from GSA Schedule No.
GS-35F-0511T (EC AMERICA, INC.) with a GSA term
of  6/27/2007 through  6/26/2022 including
modification 3296.

Replace “EC America, Inc.” with “FSI — Fortnet
Security Inc.” where “EC America, Inc.” is
referenced in the federal GSA multiple award
Contract Terms and Conditions.

ISSUE PURCHASE ORDER TO

Agency purchase orders must be either mailed, faxed,
or emailed to the following:

FSI - Fortnet Security Inc.
7411 Carnoustie Court
Gilroy, CA 95020

Attn: Brij Patel

Fax: (408) 519-6552
E-mail:  brij@fsi.tech

Ordering Instructions and Special Provisions

Agencies with questions regarding products and/or
services may contact the CMAS contractor as follows:

Contact: Brij Patel
Phone: (408) 907-4157 ext. 101
E-mail: brij@fsi.tech

CALIFORNIA SELLER’S PERMIT

FSI — Fortnet Security Inc.'s California Seller's Permit
No. is 100211738. Prior to placing an order with this
company, agencies must verify that this permit is still
valid at the following website: cdtfa.ca.gov/.

CMAS PRICES

The maximum prices allowed for the products and/or
services available in this CMAS are those set forth in
the base contract identified on page 2 of this CMAS.,

The ordering agency is encouraged to seek prices lower
than those on this CMAS. When responding to an
agency's Request for Offer (RFO), the CMAS contractor
can offer lower prices to be competitive.

WARRANTY

For warranties, see the federal GSA schedule and the
CMAS Terms and Conditions, General Provisions,
CMAS Warranty.

DELIVERY

30 days after receipt of order, or as negotiated between
agency and CMAS contractor and included in the
purchase order, or as otherwise stipulated in the
contract.

SHIPPING INSTRUCTIONS

F.O.B. (Free On Board) Destination. Seller pays the
freight charges.

PURCHASING AUTHORITY DOLLAR THRESHOLD

Unless otherwise determined by in individual ordering
agency purchasing authority, order limits for the
purchase of goods and/or services is:

information Technology Goods and Services:
$500,000

No CMAS order may be executed by a State agency
that exceeds that agency's purchasing authority
threshold. State agencies with approved purchasing
authority, along with their dollar thresholds can be
obtained at:
www.dgs.ca.gov/pd/Programs/Delegated.aspx.




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
FSI- FORTNET SECURITY INC.
CMAS NO. 3-18-70-3039B

HOW TO USE CMAS

Agencies must adhere to the detailed requirements in
the State Contracting Manual (SCM) when using CMAS.
The requirements for the following bullets are in the
SCM, Volume 2, Chapter 6 (for non-IT), the SCM,
Volume 3, Chapter 6 (for IT), and the SCM, Volume
FI$Cal, Chapter 5 (FI$Cal):

e Develop a Request for Offer, which includes a
Scope of Work (SOW), and Bidder Declaration
form. For information on the Bidder Declaration
requirements, see the SCM, Volume 2, Section
3.5.7 and Volume 3, Section 3.4.7.

e Search for potential CMAS contractors at

www.dgs.ca.gov/pd/Programs/Leveraged/CMAS.aspx

, select “Find a CMAS Contractor.”

e Solicit offers from a minimum of 3 CMAS
contractors including one small business and/or
DVBE, if available, who are authorized to sell the
products and/or services needed.

¢ |If soliciting offers from a certified DVBE, include
the Disabled Veteran Business Enterprise
Declarations form (Std. 843) in the Request for
Offer. This declaration must be completed and
returned by the DVBE prime contractor and/or any
DVBE subcontractors. (See the SCM Volumes 2,
3, and FI1$Cal, Chapter 3).

e This is not a bid transaction, so the small business
preference, DVBE incentives, protest language,
intents to award, evaluation criteria, advertising,
etc., are not applicable.

e |If less than 3 offers are received, State agencies
must document their file with the reasons why the
other suppliers solicited did not respond with an
offer.

o Assess the offers received using best value
methodology, with cost as one of the criteria.

e Issue a Purchase Order to the selected CMAS
contractor.

e For CMAS transactions under $10,000 only one
offer is required if the State agency can establish
and document that the price is fair and
reasonable. The fair and reasonable method can
only be used for non-customizable purchases.

Local governments set their own order limits, and are
not bound by the order limits on the cover page of this
CMAS,

SPLITTING ORDERS

Splitting orders to avoid any monetary limitations is
prohibited.

Do not circumvent normal procurement methods by
splitting purchases into a series of delegated purchase
orders, per Public Contract Code (PCC) § 10329.

Splitting a project into small projects to avoid either

fiscal or procedural controls is prohibited, per State
Administrative Manual (SAM) § 4819.34.

Ordering Instructions and Special Provisions

MINIMUM ORDER LIMITATION

There is no minimum dollar value limitation on orders
placed under this CMAS.

ORDERING PROCEDURES

1. Purchase Orders

All Ordering Agency purchase order documents
executed under this CMAS must contain the
applicable CMAS number as show on page 1.

1. State Departments:

Std. 65 Purchase Documents - State
departments not transacting in FI$Cal must
use the Purchasing Authority Purchase Order
(Std. 65) for purchase execution. An electronic
version of the Std. 65 is available at the DGS-
PD website at www.dgs.ca.gov/pd/Forms.aspx
(select Standard STD Forms).

FI$Cal Purchase Documents - State
departments transacting in FI$Cal will follow
the FI$Cal procurement and contracting
procedures.

2. Local Governmental Departments:

Local governmental agencies may use their
own purchase document for purchase
execution.

The agency is required to complete and distribute
the purchase order. For services, the agency shall
modify the information contained on the order to
include the service period (start and end date), and
the monthly cost (or other intermittent cost), and
any other information pertinent to the services
being provided. The cost for each line item should
be included in the order, not just system totals.

The contractor must immediately reject purchase
orders that are not accurate. Discrepancies are to
be negotiated and incorporated into the purchase
order prior to the products and services being
delivered.

2. Service and Delivery after CMAS Expiration

The purchase order must be issued before the
CMAS expires. However, delivery of the products
or completion of the services may be after the
CMAS expires (unless otherwise specifically stated
in the contract), but must be as provided for in the
contract and as specified in the purchase order.



CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
FSI - FORTNET SECURITY INC.
CMAS NO. 3-18-70-3039B

3. Multiple CMAS Agreements on a Single
Purchase Order

Agencies wishing to include multiple CMAS(s) on a
single FI$Cal purchase order must adhere to the
following guidelines:

« Al CMAS must be for the same CMAS
contractor.

+ The purchase order must go to one contractor
location.

s Write the word “"CMAS” in the space usually
reserved for the contract number. On Std. 65's, this
is at the top of the form. The word “CMAS” signifies
that the purchase order contains items from
multiple CMAS agreements. The purchasing
agency may only use one bill code.

» For each individual CMAS (as differentiated by
alpha suffix), the agency must identify and group
together the CMAS number with the line items and
subtotal per CMAS number (do not include fax in
the subtotal), and sequentially identify each
individual CMAS as Sub #1, Sub #2, Sub #3, efc.
This facilitates accurate billing of administrative
fees by the Procurement Division.

« The total of all items on the purchase order must
not exceed the purchase order limit identified in the
CMAS.

« Do not combine items from both non-IT and
Information Technology CMAS(s). A non-IT CMAS
begin with the number “4" and an Information
Technology CMAS begins with the number “3.”
The purchase order limits are different for these two
types of CMAS agreements.

4. Amendments to Agency's Purchase Orders

Agency purchase orders cannot be amended if the
CMAS has expired.

The SCM, Volumes 2 & 3, Chapter 6.A5.0 and
SCM, Volume F|$Cal, Chapter 5.A4.0 provides the
following direction regarding amendments to all
types of CMAS purchase orders:

Original orders, which include options for
changes (e.g., quantity or time), that were
evaluated and considered in the selection for
award during the RFO process, may be
amended consistent with the terms of the original
order, provided that the original order allowed for
amendments.  If the original order did not
evaluate options, then amendments are not
allowed unless an NCB is approved for those
amendments.

Ordering Instructions and Special Provisions

Amendments unique to non-IT services are covered
in the SCM, Volume 2, Chapter 6.82.9 and SCM,
Volume FI$Cal, Chapter 5.A4.1 as follows:

If the original contract permitted amendments,
but did not specify the changes (e.g., quantity or
time), it may be amended, per Public Contract
Code (PCC) § 10335 (d)(1). This only applies to
the first amendment. The time shall not exceed
one year, or add not more than 30% of the
original order value and may not exceed
$250,000. If the original contract did not have
language permitting amendments, the NCB
process must be followed.

Also, see the SCM, Volumes 2 & 3, Chapter 8,
Topic 6, for more information on amending
purchase orders.

CMAS CONTRACTOR OWNERSHIP INFORMATION

FSI — Fortnet Security Inc. is a large certified small
business enterprise. Their Office of Small Business and
DVBE Services (OSDS) certification #1715680 expires
on 7/31/2019.

If this certification has expired, the current expiration
date for this company's certification should be verified
at: caleprocure.ca.gov/pages/index.aspx or by
contacting the Office of Small Business and DVBE
Services at (916) 3754940. Note that some companies
have been assigned a new certification number, so use
the company name and/or certification number when
checking status on-line.

SMALL BUSINESS MUST BE CONSIDERED

Prior to placing orders under the CMAS program, State
agencies shall whenever practicable first consider offers
from small businesses that have established CMAS
[Government Code (GC) § 14846(b)]l. NOTE: The
Department of General Services auditors will request
substantiation of compliance with this requirement when
agency files are reviewed.

The following website lists CMAS smali business and
Disabled Veteran Partners:
www.dgs.ca.gov/pd/Programs/Leveraged/CMAS.aspx
then select “Find a CMAS Contractor”.

In response to our commitment to increase participation
by small businesses, the Department of General
Services waives the administrative fee (a fee
currently charged to customer agencies to support
the CMAS program) for orders to certified small
business enterprises.

See the current fees in the DGS Price Book at:
www.dgs.ca.gov/ofs/Pricebook.aspx.




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
FSI - FORTNET SECURITY INC.
CMAS NO. 3-18-70-3039B

SMALL BUSINESS/DVBE - TRACKING

State agencies are able to claim subcontracting dollars
towards their small business or DVBE goals whenever
the CMAS contractor subcontracts a commercially
useful function to a certified small business or DVBE.
The CMAS contractor will provide the ordering agency
with the name of the small business or DVBE used and
the dollar amount the ordering agency can apply
towards its small business or DVBE goal.

SMALL BUSINESS/DVBE - SUBCONTRACTING

1. The amount an ordering agency can claim towards
achieving its small business or DVBE goals is the
dollar amount of the subcontract award made by
the CMAS contractor to each small business or
DVBE.

2. The CMAS contractor will provide an ordering
agency with the following information at the time the
order is quoted:

a. The CMAS contractor will state that, as the
prime contractor, it shall be responsible for the
overall execution of the fulfillment of the order.

b. The CMAS contractor will indicate to the
ordering agency how the order meets the small
business or DVBE goal, as follows:

s List the name of each company that is certified
by the Office of Small Business and DVBE
Services that it intends to subcontract a
commercially useful function to; and

o Include the small business or DVBE certification
number of each company listed, and attach a
copy of each certification; and

¢ Indicate the dollar amount of each subcontract
with a small business or DVBE that may be
claimed by the ordering agency towards the
small business or DVBE goal; and

e Indicate what commercially useful function the
small business or DVBE subcontractor will be
providing towards fulfillment of the order.

3. The ordering agency's purchase order must be
addressed to the prime Contractor, and the
purchase order must reference the information
provided by the prime Contractor as outlined above.

NEW EQUIPMENT REQUIRED

The State will procure new equipment. All equipment
must be new (or warranted as newly manufactured) and
the latest model in current production. Used, shopworn,
demonstrator, prototype, or discontinued models are not
acceptable.

Ordering Instructions and Special Provisions

Where Federal Energy Management Program (FEMP)
standards are available, all State agencies shall
purchase only those products that meet the
recommended standards. All products displaying the
Energy Star label meet the FEMP standards.

SPECIAL MANUFACTURED GOODS

Any CMAS for goods to be manufactured by the CMAS
contractor specifically for the State and not suitable for
sale to others may require progress payments.

TRADE-IN EQUIPMENT

Trade-ins at open market price may be considered. The
product description and trade-in allowance must be
identified on the purchase order.

Agencies are required to adhere to State Administrative
Manual (SAM) § 3520 through 3520.6, Disposal of
Personal Property and Surplus Personal Property, as
applicable, when trade-ins are considered. A Property
Survey Report, Std. 152, must be submitted for approval
prior to dispositon of any State-owned personal
property, including general office furniture regardless of
the acquisition value, or if the property was recorded or
capitalized for accounting purposes.

ELECTRONIC WASTE RECYCLING

State agencies are required to recycle state owned
surplus electronic equipment that has no useful life
remaining (E-Waste), to the maximum extent possible.
State agencies shall dispose of E-Waste using the
services of the California Prison Industry Authority
(CALPIA), unless the agency meets the pickup quantity
and location exemption criteria detailed in State
Administrative Manual (SAM) § 3520.10. Electronic
equipment that is usable and still retains value is not
considered E-Waste and must be reutilized through the
DGS, Office of Fleet and Asset Management (OFAM)
Surplus Personal Property Warehouse. State agencies
shall determine which equipment meets the definition of
E-Waste or reusable Electronic Equipment, per the
definitions provided in the State Administrative Manual
Management Memo MM 17-06. OFAM will validate that
equipment meets the appropriate definition when
reviewing the submitted Property Survey Report (STD.
152).

Please see State Administrative Manual (SAM) §
3520.10 for more information on this policy.

Information for submitting a STD 152 can be found on
the DGS OFAM surplus property website:
www.dgs.ca.gov/iofam/Programs/StSurplus/Reutilization/

CSPS.aspx

Information on the CALPIA E-Waste Program can be
found at:
www.calpia.ca.gov/products-services/e-waste-recycling-
computer-refurbishing




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
FSI - FORTNET SECURITY INC.
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The E-Waste Exemption Request Form EWR-F029 can
be found at:

www.calpia.ca.gov/calpia/. ts/File/ewaste/E-
Waste%20Exemption EWR-F029.pdf

The electronic waste recycling fee must be shown as a
line item on the agency purchase order before the
CMAS contractor can include it on their invoice.

PRODUCTIVE USE REQUIREMENTS

The customer in-use requirement applies to all
procurements of information technology equipment and
software, per the SCM, Volume 3, Chapter 2, Section
2.B6.2 and SCM, Volume FI$Cal, Chapter 2, Section
2.E3.2.

Each equipment or software component must be in
current operation for a paying customer and the paying
customer must be external to the confractor's
organization (not owned by the contractor and not
owning the contractor).

To substantiate compliance with the Productive Use
Requirements, the CMAS contractor must provide upon
request the name and address of a customer installation
and the name and telephone number of a contact
person.

The elapsed time such equipment or software must
have been in operation is based upon the importance of
the equipment or software for system operation and its
cost. The following designates product categories and
the required period of time for equipment or software
operation prior to approval of the replacement item on
CMAS.

Category 1 - Critical Software: Critical software is
software that is required to control the overall operation
of a computer system or peripheral equipment.
Included in this category are operating systems, data
base management systems, language interpreters,
assemblers and compilers, communications software,
and other essential system software.

Cost Installation M
— —_— Submission
More than 6 months
$100,000 8 months
$10,000 up to 3 months
$100,000 4 months
Less than 1 month 1 month
$10,000

Ordering Instructions and Special Provisions

Category 2 - All Information Technology Equipment
and Non-Critical Software: Information technology
equipment is defined in State Administrative Manual
(SAM) § 4819.2.

. Final Bid
Cost Installation Submission
More than 6 months 4 months
$100,000
$10,000 up to 3 months
$100,000 4 months
Less than 1 month
$10,000 1 month

OPEN MARKET/INCIDENTAL, NON-SCHEDULE
ITEMS

The only time that open market/incidental, non-schedule
items may be included in a CMAS order is when they
fall under the parameters of the Not Specifically Priced
(NSP) ltems provision. If the NSP provision is not
included in the CMAS, or the products and/or services
required do not qualify under the parameters of the NSP
provision, the products and/or services must be
procured separate from CMAS.

NOT SPECIFICALLY PRICED (NSP) ITEMS

CMAS contractors must be authorized providers of the
hardware, software and/or services they offer under the
Not Specifically Priced (NSP) ltems provision.

Agency and CMAS contractor use of the NSP provision
is subject to the following requirements:

1. Purchase orders containing only NSP items are
prohibited.

2. A purchase order containing NSP items may be
issued only if it results in the lowest overall
alternative to the State.

3. NSP items shall be clearly identified in the order.
Any product or service already specifically priced
and included in the base contract may not be
identified as an NSP item.

4. NSP Installation Services: The CMAS contractor is
fully responsible for all installation services
performed under the CMAS. Product installations
must be performed by manufacturer authorized
personnel and meet manufacturer documented
specifications. The prime contractor, as well as any
subcontractors, must hold any certifications and/or
licenses required for the project. The total dollar
value of all installation services included in the
purchase order cannot exceed the dollar value of
the products included in the purchase order, nor
can they exceed the NSP Maximum Order
Limitation.
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5. Maximum Order Limitation: For orders $250,000,
or less, the total dollar value of all NSP items
included in a purchase order shall not exceed
$5,000. For orders exceeding $250,000, and at the
option of the contractor, the total dollar value of all
NSP items in a purchase order shall not exceed 5%
of the total cost of the order, or $25,000 whichever
is lower.

6. An NSP item included in an order issued against a
CMAS is subject to all of the terms and conditions
set forth in the contract.

7. Trade-ins, upgrades, involving the swapping of
boards, are permissible, where the contract makes
specific provisions for this action. In those
instances where it is permitted, the purchase order
must include the replacement item and a notation
that the purchase involves the swapping of a board.

The following NSP items ARE SPECIFICALLY
EXCLUDED from any order issued under this CMAS:

1. ltems not intended for use in directly supporting the
priced items included in the same order. An NSP
item must be subordinate to the specifically priced
item that it is supporting. For example, a cable,
which is not otherwise specifically priced in the
base contract, is subordinate to a specifically priced
printer or facsimile machine, and is eligible to be an
NSP item subject to that cable meeting the
remaining NSP requirements. However, a printer
or facsimile machine, which is not otherwise
specifically priced in the base contract, is not
subordinate to a specifically priced cable, and is not
eligible to be an NSP item.

2. Supply type items, except for the minimum amount
necessary to provide initial support to the priced
items included in the same order.

3. Items that do not meet the Productive Use
Requirements for information technology products,
per the SCM, Volume 3, Chapter 2, Section 2.86.2
and SCM, Volume FI$Cal, Chapter 2, Section
2.E3.2.

4. Any other item or class of items specifically
excluded from the scope of this CMAS.

5. Public Works components NOT incidental to the
total purchase order amount.

6. Products or services the CMAS contractor is NOT
factory authorized or otherwise certified or trained
to provide.

7. Follow-on consultant services that were previously

recommended or suggested by the same CMAS
contractor.

Ordering Instructions and Special Provisions

The CMAS contractor is required to reject purchase
orders containing NSP items that do not conform to the
above requirements. The CMAS contractor will
promptly notify the agency issuing the non-conforming
order of its non-acceptance and the reasons for its non-
acceptance.

STATE AND LOCAL GOVERNMENTS CAN USE
CMAS

State and local government agency use of CMAS is
optional. A local government is any city, county, city
and county, district, or other local governmental body or
corporation, including UC, CSU, K-12 schools and
community colleges empowered to expend public funds.
While the State makes this CMAS available, each local
government agency should make its own determination
whether the CMAS program is consistent with their
procurement policies and regulations.

UPDATES AND/OR CHANGES

A CMAS amendment is not required for updates and/or
changes once the update and/or change becomes
effective for the federal GSA schedule, except as
follows:

¢ A CMAS amendment is required when the CMAS is
based on specific products and/or services from
another contractor's multiple award contract and
the contractor wants to add a new manufacturer's
products and/or services.

e A CMAS amendment is required for new federal
contract terms and conditions that constitute a
material difference from existing contract terms and
conditions. A material change has a potentially
significant effect on the delivery, quantity or quality
of items provided, the amount paid to the contractor
or on the cost to the State.

A CMAS amendment is required to update and/or
change terms and conditions and/or products and
services based on a non-federal GSA multiple award
contract.

SELF-DELETING FEDERAL GSA TERMS AND
CONDITIONS

Instructions, or terms and conditions that appear in the
Special Items or other provisions of the federal GSA and
apply to the purchase, license, or rental (as applicable)
of products or services by the U.S. Government in the
United States, and/or to any overseas location shall be
self-deleting.  (Example: "Examinations of Records"
provision).
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Federal regulations and standards, such as Federal
Acquisition Regulation (FAR), Federal Information
Resources Management Regulation (FIRMR), Federal
Information Processing Standards (FIPS), General
Services Administration Regulation (GSAR), or Federal
Installment Payment Agreement (FIPA) shall be self-
deleting.  Federal blanket orders and small order
procedures are not applicable.

ORDER OF PRECEDENCE

The CMAS Terms and Conditions takes precedence if
there is a conflict between the terms and conditions of
the contractor's federal GSA, (or other multiple award
contract), packaging, invoices, catalogs, brochures,
technical data sheets or other documents (see CMAS
Terms and Conditions, CONFLICT OF TERMS).

APPLICABLE CODES, POLICIES AND GUIDELINES

All California codes, policies, and guidelines are
applicable. THE USE OF CMAS DOES NOT REDUCE
OR RELIEVE STATE AGENCIES OF THEIR
RESPONSIBILITY TO MEET STATEWIDE
REQUIREMENTS REGARDING CONTRACTING OR
THE PROCUREMENT OF GOODS OR SERVICES.
Most procurement and contract codes, policies, and
guidelines are incorporated into CMAS agreements.
Nonetheless, there is no guarantee that every possible
requirement that pertains to all the different and unique
State processes has been included.

PAYMENTS AND INVOICES

1. Payment Terms
Payment terms for this CMAS are net 45 days.

Payment will be made in accordance with the
provisions of the California Prompt Payment Act,
Government Code (GC) § 927 et. seq. Unless
expressly exempted by statute, the Act requires
State agencies to pay properly submitted,
undisputed invoices not more than 45 days after (i)
the date of acceptance of goods or performance of
services; or (ii) receipt of an undisputed invoice,
whichever is later.

2. Payee Data Record (Std. 204)

State Agencies not transacting in FI$Cal, must
obtain a copy of the Payee Data Record (Std. 204)
in order to process payments. State Ordering
Agencies forward a copy of the Std. 204 to their
accounting office(s). Without the Std. 204, payment
may be unnecessarily delayed. State Agencies
should contact the CMAS contractor for copies of
the Payee Data Record.

Ordering Instructions and Special Provisions

3.

DGS Administrative and Incentive Fees

Orders from State Agencies:

The Department of General Services (DGS) will bill
each State agency directly an administrative fee for
use of CMAS. The administrative fee should NOT
be included in the order total, nor remitted before
an invoice is received from DGS. This
administrative fee is waived for CMAS purchase
orders issued to California certified small
businesses.

See the current administrative fees in the DGS
Price Book at: www.dgs.ca.gov/ofs/Pricebook.aspx.

Orders from Local Government Agencies:

CMAS contractors, who are not California certified
small businesses, are required to remit to the DGS
an incentive fee equal to 1% of the total of all local
government agency orders (excluding sales tax and
freight) placed against their CMAS. This incentive
fee is in lieu of local government agencies being
billed the above referenced DGS administrative fee.

This incentive fee is waived for CMAS purchase
orders issued to California certified small
businesses.

The check covering this fee shall be made payable
to the Department of General Services, CMAS Unit,
and mailed to the CMAS Unit along with the
applicable Quarterly Report. See the provision in
this CMAS entitled “Contractor Quarterly Report
Process” for information on when and where to
send these checks and reports.

Contractor Invoices

Unless otherwise stipulated, the CMAS contractor
must send their invoices to the agency address set
forth in the purchase order. Invoices shall be
submitted in triplicate and shall include the
following:

CMAS number

Agency purchase order number
Agency Bill Code

Line item number

Unit price

Extended line item price
Invoice total

State sales tax and/or use tax shall be itemized
separately and added to each invoice as applicable.

The company name on the CMAS, purchase order
and invoice must match or the State Controller's
Office will not approve payment.
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5. Advance Payments

Advance payment is allowed for services only
under limited, narrowly defined circumstances, e.g.,
between specific departments and certain types of
non-profit organizations, or when paying another
government agency (Government Code (GC) §
11256 — 11263 and 11019).

It is NOT acceptable to pay in advance, except
software maintenance and license fees, which are
considered a subscription and may be paid in
advance if a provision addressing payment in
advance is included in the purchase order.

Software warranty upgrades and extensions may
also be paid for in advance, one time.

6. Credit Card

FSI — Fortnet Security Inc. does not accept the
State of California credit card (CAL-Card).

7. Lease/Purchase Analysis

State agencies must complete a Lease/Purchase
Analysis (LPA) to determine best value when
contemplating a lease/rental, and retain a copy for
future audit purposes (State Administrative Manual
(SAM) § 3710).

For short-term rental equipment, the
lease/purchase analysis must be approved by the
Department of General Services, Office of legal
Services.

The lease/purchase analysis for all other purchases
must be approved by the Department of General
Services, GS $Mart State Financial Marketplace.
Buyers may contact the GS $Mart™ Administrator,
Patrick Mullen by phone at (916) 375-4617 or via e-
mail at patrick.mullen@dgs.ca.gov for further
information,

8. Leasing

The State reserves the right to select the form of
payment for all procurements, be it either an
outright purchase with payment rendered directly by
the State, or a financing/lease-purchase or
operating lease via the State Financial Marketplace
(GS $Mart and/or Lease $Mart). If payment is via
the financial marketplace, the Supplier will invoice
the State and the State will approve the invoice and
the selected Lender/Lessor for all product listed on
the State’s procurement document will pay the
supplier on behalf of the State.

Buyers may contact the GS $Mart™ Administrator,
Patrick Mullen by phone at (916) 375-4617 or via e-
mail at patrick.mullen@dgs.ca.gov for further
information.

Ordering Instructions and Special Provisions

9. Maintenance Tax

The Board of Equalization has ruled that in
accordance with Section 1546 of the Sales and Use
Tax Regulations of the Business Taxes Law Guide,
whenever optional maintenance contracts include
consumable supplies, such supplies are subject to
sales tax.

Generally, the State has two options:

1. For agreements that provide for only
maintenance services (i.e., the furnishing of
labor and parts necessary to maintain
equipment), the charges for the provision of
maintenance services are not taxable.

2, For agreements that provide for both
maintenance services and consumable
supply items (i.e., toner, developer, and
staples, for example), the provision of the
consumable supplies is considered a taxable
sale of tangible personal property. Therefore,
State agencies awarding optional
maintenance contracts are responsible for
paying the applicable sales tax on the
consumable supplies used during the
performance period of the maintenance
contract.

The Contractor will be required to itemize the
consumables being taxed for State
accounting purposes.

CONTRACTOR QUARTERLY REPORT PROCESS

CMAS contractors are required to submit a detailed
CMAS Business Activity Report on a quarterly basis to
the CMAS Unit. See Attachment B for a copy of this
form and instructions.

This report shall be mailed to:

Department of General Services
Procurement Division — CMAS Unit
Attention: Quarterly Report Processing
PO Box 989052, MS #2-202

West Sacramento, CA 95798-9052

Reports that include checks for incentive fees must be
mailed and shall not be e-mailed. All other reports may
be e-mailed to the attention of Quarterly Report
Processing as follows:

CMAS Unit E-Mail: cmas@dgs.ca.gov

For the full instructions on completing and submitting
CMAS Quarterly Business Activity Reports, and a soft
copy of a blank quarterly report form, go to
www.dgs.ca.gov/pd/Programs/Leveraged/CMAS.aspx,
and then select “For Suppliers/Contractors”.
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Important things to remember regarding CMAS
Quarterly Business Activity Reports (referred to as
“reports” below):

e A report is required for each CMAS, each quarter,
even when no new purchase orders are received
in the quarter.

e A separate report is required for each CMAS.

e Each purchase order must be reported only
once in the quarter identified by the purchase
order date, regardless of when the services
were performed, the products were delivered,
the invoice was sent, or the payment was
received.

e Purchase orders from State and local government
agencies must be separated on the report, as
shown in the instructions.

e CMAS contractors must report the sales activity
for all resellers listed on their CMAS.,

* Any report that does not follow the required format
or excludes required information will be deemed
incomplete and returned to the CMAS contractor
for corrections.

e Taxes and freight must not be included in the
report.

o CMAS contractors who are not California certified
small businesses must attach to their quarterly
report a check covering the required incentive fee
for all CMAS sales to local government agencies
(see more information below).

» New CMAS agreements, renewals, extensions,
and maodifications will be approved only if the
CMAS contractor has submitted all required
quarterly reports and incentive fees.

CMAS Quarterly Business Activity Reports are due in
the CMAS Unit within two weeks after the end of each
quarter as shown below:

Quarter 1 Jan 1 to Mar 31 Due Apr 15
Quarter 2 Apr 1 to Jun 30 Due Jul 15
Quarter 3 Jul 1 to Sep 30 Due Oct 15
Quarter 4 Oct 1 to Dec 31 Due Jan 15

CONTRACTOR QUARTERLY INCENTIVE FEES

CMAS contractors who are not California certified small
businesses must remit to DGS an incentive fee equal to
1% of the total of all local government agency orders
(excluding sales tax and freight) placed against their
CMAS agreement(s). This incentive fee is in lieu of
local government agencies being billed the above
referenced DGS administrative fee.

CMAS contractors cannot charge local government
agencies an additional 1% charge on a separate line
item to cover the incentive fee. The CMAS contractor
must include the 1% incentive fee in the price of the
products or services offered, and the line item prices
must not exceed the applicable base contract prices.

Ordering Instructions and Special Provisions
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A local government agency is any city, county, district,
or other local governmental body, inciuding the
California State University (CSU) and University of
California (UC) systems, K-12 public schools and
community colleges empowered to expend public funds.

This incentive fee is waived for CMAS purchase orders
issued to California certified small businesses.

The check covering this fee shall be made payable to
the Department of General Services, CMAS Unit, and
mailed to the CMAS Unit along with the applicable
Quarterly Report. See the provision in this CMAS
entitted “Contractor Quarterly Report Process” for
information on when and where to send these checks
and reports.

OBTAINING COPY OF ORIGINAL CMAS AND
SUPPLEMENTS

A copy of a CMAS and supplements, if any, can be
obtained at caleprocure.ca.gov. A complete CMAS
consists of the following:

e CMAS cover pages (which includes the signature
page, ordering instructions and special provisions,
and any attachments or exhibits as prepared by
the CMAS Unit)

CMAS Terms and Conditions.

Federal GSA (or Non-GSA) terms and conditions
Product/service listing and prices

Supplements, if applicable.

It is important for the agency to confirm that the required
products, services, and prices are included in the CMAS
and are at or below base contract rates. To streamline
substantiation that the needed items are in the base
contract, the agencies should ask the CMAS contractor
to identify the specific pages from the base contract that
include the required products, services, and prices.
Agencies should save these pages for their file
documentation.

CONTRACTORS ACTING AS FISCAL AGENTS ARE
PROHIBITED

When a subcontractor ultimately provides all of the
products or performs all of the services that a CMAS
contractor has agreed to provide, and the prime
contractor only handles the invoicing of expenditures,
then the prime contractor's role becomes that of a fiscal
agent because it is merely administrative in nature, and
does not provide a Commercially Useful Function
(CUF). It is unacceptable to use fiscal agents in this
manner because the agency is paying unnecessary
administrative costs.
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AGENCY RESPONSIBILITY

Each agency is responsible for its own contracting
program and purchasing decisions, including use of the
CMAS program and associated outcomes.

This responsibility includes, but is not necessarily limited
to, ensuring the necessity of the services, securing
appropriate funding, complying with laws and policies,
preparing the purchase order in a manner that
safeguards the State’s interests, obtaining required
approvals, and documenting compliance  with
Government Code (GC) § 19130.b (3) for outsourcing
services.

It is the responsibility of each agency to consult as
applicable with their legal staff and contracting offices
for advice depending upon the scope or complexity of
the purchase order.

If you do not have legal services available to you within
your agency, the DGS Office of Legal Services is
available to provide services on a contractual basis.

CONFLICT OF INTEREST

Agencies must evaluate the proposed purchase order to
determine if there are any potential conflict of interest
issues. See the CMAS Terms and Conditions, Conflict
of Interest, for more information.

FEDERAL DEBARMENT

When federal funds are being expended, the agency is
required to obtain (retain in file) a signed "Federal
Debarment” certification from the CMAS contractor
before the purchase order is issued.

This certification is required by the regulations
implementing Executive Order 12549, Debarment and
Suspension, 29 CFR Part 98, Section 98.510,
Participants; responsibilities. The regulations were
published as Part VIl of the May 26, 1988 Federal
Register (pages 19160-19211).

LIQUIDATED DAMAGES FOR LATE DELIVERY

The value of the liquidated damages cannot be a
penalty, must be mutually agreed upon by agency and
contractor and included in the purchase order to be
applicable.

ACCEPTANCE TESTING CRITERIA

If the agency wants to include acceptance testing for all
newly installed technology systems, and individual
equipment, and machines which are added or field
modified (modification of a machine from one model to
another) after a successful performance period, the test
criteria must be included in the purchase order to be
applicable.

Ordering Instructions and Special Provisions
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AMERICANS WITH DISABILITY ACT (ADA)

Section 504 of the Rehabilitation Act of 1973 as
amended; Title VI and VI of the Civil Rights Act of 1964
as amended; Americans with Disabilities Act, 42 USC
12101; California Code of Regulations, Title 2, Title 22;
California Government Code, Sections 11135, et seq.;
and other federal and State laws, and Executive Orders
prohibit discrimination. All  programs, activities,
employment opportunities, and services must be made
available to all persons, including persons with
disabilities. See Atftachment A for Procurement
Division's ADA Compliance Policy of Nondiscrimination
on the Basis of Disability.

Individual government agencies are responsible for self-
compliance with ADA regulations.

Contractor sponsored events must provide reasonable
accommodations for persons with disabilities.

DGS PROCUREMENT DIVISION CONTACT AND
PHONE NUMBER

Department of General Services
Procurement Division, CMAS Unit
707 Third Street, 2™ Floor, MS 2-202
West Sacramento, CA 95605-2811

Phone # (916) 375-4365
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ATTACHMENT A
ADA NOTICE

Procurement Division (State Department of General Services)
AMERICANS WITH DISABILITIES ACT (ADA) COMPLIANCE
POLICY OF NONDISCRIMINATION ON THE BASIS OF DISABILITY

To meet and carry out compliance with the nondiscrimination requirements of
the Americans With Disabilities Act (ADA), it is the policy of the Procurement
Division (within the State Department of General Services) to make every
effort to ensure that its programs, activities, and services are available to all
persons, including persons with disabilities.

For persons with a disability needing a reasonable accommodation to
participate in the Procurement process, or for persons having questions
regarding reasonable accommodations for the Procurement process, please
contact the Procurement Division at (916) 375-4400 (main office); the
Procurement Division TTY/TDD (telephone device for the deaf) or California
Relay Service numbers which are listed below. You may also contact directly
the Procurement Division contact person who is handling this procurement.

IMPORTANT: TO ENSURE THAT WE CAN MEET YOUR NEED, IT IS
BEST THAT WE RECEIVE YOUR REQUEST AT LEAST 10 WORKING

DAYS BEFORE THE SCHEDULED EVENT (i.e., MEETING,
CONFERENCE, WORKSHOP, etc.) OR DEADLINE DUE-DATE FOR
PROCUREMENT DOCUMENTS.

The Procurement Division TTY telephone numbers are:

Sacramento Office: (916) 376-1891
Fullerton Office: (714) 773-2093

The California Relay Service Telephone Numbers are:
Voice 1-800-735-2922
TTY: 1-800-735-2929

Ordering Instructions and Special Provisions 12



ATTACHMENT B
CMAS QUARTERLY BUSINESS ACTIVITY REPORT

Company Name:
CMAS Number:
For Questions Regarding This Report Contact:

Name:

Phone Number:

E-mail:
Reporting Calendar Year: Revision 0O
Reporting Quarter: Q1 (Jan-Mar) O
Q2 (Apr-Jun) O
Q3 (Jul-Sep) O

Q4 (Oct-Dec) O
Check Here if No New Orders for This Quarter O

STATE AGENCY PURCHASES
Purchase Order | Purchase Order | Total Dollars Per
State Agency Name Number Date Purchase Order Agency Contact | Agency Address | Phone Number

Total State Agency Dollars Reported for Quarter: $

LOCAL GOVERNMENT AGENCY PURCHASES

Purchase Order | Purchase Order | Total Dollars Per
Local Government Agency Name Number Date Purchase Order Agency Contact | Agency Address | Phone Number

Updated 12/2017 13



ATTACHMENT B
CMAS QUARTERLY BUSINESS ACTIVITY REPORT

Total Local Government Agency Dollars for Quarter: $ 1% Remitted to DGS (does not apply to CA certified S/Bs): $

Total of State and Local Government Agency Dollars Reported for this Quarter: $

Updated 12/2017 14




ATTACHMENT B
CMAS QUARTERLY BUSINESS ACTIVITY REPORT

© ° N>

11.

Notes:

Instructions for completing the CMAS Quarterly Business Activity Report

Complete the top of the form with the appropriate information for your company.
Agency Name - Identify the State agency or Local Government agency that issued the order.

Purchase Order Number - |dentify the purchase order number (and amendment number if
applicable) on the order form. This is not your invoice number. This is the number the State agency
or Local Government agency assigns to the order.

Purchase Order Date - Identify the date the purchase order was issued, as shown on the order.
This is not the date you received, accepted, or invoiced the order.

Total Dollars Per PO - Identify the total dollars of the order excluding tax and freight. Tax must NOT
be included in the quarterly report, even if the agency includes tax on the purchase order. The total
dollars per order should indicate the entire purchase order amount (less tax and freight) regardless of
when you invoice order, perform services, deliver product, or receive payment.

Agency Contact - Identify the ordering agency’s contact person on the purchase order.
Agency Address - Identify the ordering agency's address on the purchase order.
Phone Number - Identify the phone number for the ordering agency’s contact person.

Total State Sales & Total Local Sales - Separately identify the total State dollars and/or Local
Government agency dollars (pre-tax) for all orders placed in quarter.

. 1% Remitted to DGS - Identify 1% of the total Local Government agency dollars reported for the

quarter. This is the amount to be remitted to DGS by contractors who are not California certified
small businesses.

Grand Total - Identify the total of all State and Local Government agency dollars reported for the
quarter.

A report is required for each CMAS, each quarter, even if there are no new orders for the quarter.
Quarterly reports are due two weeks after the end of the quarter.

Ordering Instructions and Special Provisions 15
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CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
GENERAL PROVISIONS - INFORMATION TECHNOLOGY

1. DEFINITIONS: Unless otherwise specified in the Statement of
Work the following terms shall be given the meaning shown,
unless context requires otherwise.

a)

b}

c)

d)

"Acceptance Tests" means those tests performed during
the Performance Period which are intended to determine
compliance of Equipment and Software with the
specifications and all other Attachments incorporated
herein by reference and to determine the reliability of the
Equipment.

“Application Program" means a computer program
which is intended to be executed for the purpose of
performing useful work for the user of the information
being processed. Application programs are developed or
otherwise acquired by the user of the Hardware/Software
system, but they may be supplied by the Contractor.
"Attachment" means a mechanical, electrical, or electronic
interconnection to the Contractor-supplied Machine or
System of Equipment, manufactured by other than the
original Equipment manufacturer, that is not connected by
the Contractor.

“Business entity” means any individual, business,
partnership, joint venture, corporation, S-corporation,
limited liability company, sole proprietorship, joint stock
company, consortium, or other private legal entity
recognized by statute.

“Buyer” means the State’s authorized contracting official.
“Commercial Hardware” means Hardware developed or
regularly used that: (i) has been sold, leased, or licensed
to the general public; (i} has been offered for sale, lease,
or license to the general public; (jii) has not been offered,
sold, leased, or licensed to the public but will be available
for commercial sale, lease, or license in time to satisfy the
delivery requirements of this Contract; or (iv) satisfies
criterion expressed in (i), (i), or (iii) above and would
require only minor modifications to meet the requirements
of this Contract.

“Commercial Software” means Software developed or
regularly used that: (i) has been sold, leased, or licensed
to the general public; (ii) has been offered for sale, lease,
or license to the general public; (iii} has not been offered,
sold, leased, or licensed to the public but will be available
for commercial sale, lease, or license in time to satisfy the
delivery requirements of this Contract; or (iv) satisfies a
criterion expressed in (i), (i), or (iii} above and would
require only minor modifications to meet the requirements
of this Contract.

“Contract” means this Contract or agreement (including
any purchase order), by whatever name known or in
whatever format used.

“Custom Software” means Software that does not meet
the definition of Commercial Software.

“Contractor’ means the Business Entity with whom the
State enters into this Contract. Contractor shall be
synonymous with “supplier”, “vendor” or other similar term.
"Data Processing Subsystem" means a complement of
Contractor-furnished individual Machines, including the
necessary controlling elements (or the functional
equivalent), Operating Software and Software, if any,
which are acquired to operate as an integrated group, and

m)

n)

0)

p)

n

u)

v)

which are interconnected entirely by Contractor-supplied
power and/or signal cables; e.g., direct access controller
and drives, a cluster of terminals with their controller, etc.
"Data Processing System (System}" means the total
complement of Contractor-furnished Machines, including
one or more central processors {or instruction processors),
Operating Software which are acquired to operate as an
integrated group.

“Deliverables” means Goods, Software, Information
Technology, telecommunications technology, Hardware,
and other items (e.g. reports) to be delivered pursuant to
this Contract, including any such items furnished incident
to the provision of services.

"Designated CPU(s)" means for each product, if
applicable, the central processing unit of the computers or
the server unit, including any associated peripheral units.
If no specific “Designated CPU(s)" are specified on the
Contract, the term shall mean any and all CPUs located at
the site specified therein.

"Documentation” means manuals and other printed
materials necessary or useful to the State in its use or
maintenance of the Equipment or Software provided
hereunder. Manuals and other printed materials
customized for the State hereunder constitute Work
Product if such materials are required by the Statement of
Work.,

“Equipment” is an all-inclusive term which refers either to
individual Machines or to a complete Data Processing
System or subsystem, including its Hardware and
Operating Software (if any).

"Equipment Failure” is a malfunction in the Equipment,
excluding all external factors, which prevents the
accomplishment of the Equipment's intended function(s).
If microcode or Operating Software residing in the
Equipment is necessary for the proper operation of the
Equipment, a failure of such microcode or Operating
Software which prevents the accomplishment of the
Equipment's intended functions shall be deemed to be an
Equipment Failure.

"Facility Readiness Date" means the date specified in
the Statement of Work by which the State must have the
site prepared and available for Equipment delivery and
installation.

“Goods" means all types of tangible personal property,
including but not limited to materials, supplies, and
Equipment (including computer and telecommunications
Equipment).

"Hardware" usually refers to computer Equipment and is
contrasted with Software. See also Equipment,
"Installation Date" means the date specified in the
Statement of Work by which the Contractor must have the
ordered Equipment ready (certified) for use by the State.
"Information Technology" includes, but is not limited to,
all electronic technology systems and services, automated
information handling, System design and analysis,
conversion of data, computer programming, information
storage and retrieval, telecommunications which include
voice, video, and data communications, requisite System
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X)

y)

z)

aa)

bb)

cc)

dd)

ee)

ff)

g9)

controls, simulation, electronic commerce, and all related
interactions between people and Machines.

"Machine" means an individual unit of a Data Processing
System or subsystem, separately identified by a type
and/or model number, comprised of but not limited to
mechanical, electro-mechanical, and electronic parts,
microcode, and special features installed thereon and
including any necessary Software, e.g., central processing
unit, memory module, tape unit, card reader, etc.
"Machine Alteration” means any change to a
Contractor-supplied Machine which is not made by the
Contractor, and which results in the Machine deviating
from its physical, mechanical, electrical, or electronic
(including microcode) design, whether or not additional
devices or parts are employed in making such change.
"Maintenance Diagnostic Routines” means the
diagnostic programs customarily used by the Contractor to
test Equipment for proper functioning and reliability.
“Manufacturing Materials” means parts, tools, dies, jigs,
fixtures, plans, drawings, and information produced or
acquired, or rights acquired, specifically to fulfill obligations
set forth herein.

"Mean Time Between Failure (MTBF)" means the
average expected or observed time between consecutive
failures in a System or component.

"Mean Time to Repair (MTTR)" means the average
expected or observed time required to repair a System or
component and return it to normal operation.

"Operating Software" means those routines, whether or
not identified as Program Products, that reside in the
Equipment and are required for the Equipment to perform
its intended function(s}, and which interface the operator,
other Contractor-supplied programs, and user programs to
the Equipment.

"Operational Use Time" means for performance
measurement purposes, that time during which Equipment
is in actual operation by the State. For maintenance
Operational Use Time purposes, that time during which
Equipment is in actual operation and is not synonymous
with power on time.

"Period of Maintenance Coverage" means the period of
time, as selected by the State, during which maintenance
services are provided by the Contractor for a fixed monthly
charge, as opposed to an hourly charge for services
rendered. The Period of Maintenance Coverage consists
of the Principal Period of Maintenance and any additional
hours of coverage per day, and/or increased coverage for
weekends and holidays.

"Preventive Maintenance” means that maintenance,
performed on a scheduled basis by the Contractor, which
is designed to keep the Equipment in proper operating
condition.

"Principal Period of Maintenance” means any nine
consecutive hours per day (usually between the hours of
7:00 a.m. and 6:00 p.m.) as selected by the State,
including an official meal period not to exceed one hour,
Monday through Friday, excluding holidays observed at the
installation.

hh) "Programming Aids" means Contractor-supplied
programs and routines executable on the Contractor's
Equipment which assists a programmer in the
development of applications including language
processors, sorts, communications modules, data base
management systems, and utility routines, (tape-to-disk
routines, disk-to-print routines, etc.).

iy "Program Product" means programs, routines,
subroutines, and related items which are proprietary to the
Contractor and which are licensed to the State for its use,
usually on the basis of separately stated charges and
appropriate contractual provisions.

i) "Remedial Maintenance"” means that maintenance
performed by the Contractor which results from Equipment
(including Operating Software) failure, and which is
performed as required, i.e., on an unscheduled basis.

kk) "Software" means an all-inclusive term which refers to
any computer programs, routines, or subroutines supplied
by the Contractor, including Operating Software,
Programming Aids, Application Programs, and Program
Products.

Il) "Software Failure” means a malfunction in the
Contractor-supplied  Software, other than Operating
Software, which prevents the accomplishment of work,
even though the Equipment (including its Operating
Software) may still be capable of operating properly. For
Operating Software failure, see definition of Equipment
Failure.

mm) "State” means the government of the State of California,
its employees and authorized representatives, including
without limitation any department, agency, or other unit of
the government of the State of California.

nn) _"System™ means the complete collection of Hardware,
Software and services as described in this Contract,
integrated and functioning together, and performing in
accordance with this Contract.

00) “"U.S. Intellectual Property Rights” means intellectual
property rights enforceable in the United States of
America, including without limitation rights in trade secrets,
copyrights, and U.S. patents.

CONTRACT FORMATION: If this Contract results from a Letter
of Offer, then Contractor's offer is deemed a firm offer and this
Contract document is the State's acceptance of that offer.

COMPLETE INTEGRATION: This Contract, including any
documents incorporated herein by express reference, is
intended to be a complete integration and there are no prior or
contemporaneous different or additional agreements pertaining
to the subject matter of the Contract.

SEVERABILITY: The Contractor and the State agree that if
any provision of this Contract is found to be illegal or
unenforceable, such term or provision shall be deemed stricken
and the remainder of the Contract shall remain in full force and
effect. Either party having knowledge of such term or provision
shall promptly inform the other of the presumed nan-applicability
of such provision.
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INDEPENDENT CONTRACTOR: Contractor and the agents
and employees of Contractor, in the performance of this
Contract, shall act in an independent capacity and not as
officers or employees or agents of the State.

APPLICABLE LAW: This Contract shall be governed by and
shall be interpreted in accordance with the laws of the State of
California; venue of any action brought with regard to this
Contract shall be in Sacramento County, Sacramento,
California. The United Nations Convention on Contracts for the
International Sale of Goods shall not apply to this Contract.

COMPLIANCE WITH STATUTES AND REGULATIONS:

a) The State and the Contractor warrants and certifies that in
the performance of this Contract, it will comply with all
applicable statutes, rules, regulations and orders of the
United States and the State of California. The Contractor
agrees to indemnify the State against any loss, cost,
damage or liability by reason of the Contractor's violation
of this provision.

b) The State will notify Contractor of any such claim in writing
and tender the defense thereof within a reasonable time;
and

c) The Contractor will have sole control of the defense of any
action on such claim and all negotiations for its settlement
or compromise; provided that (i) when substantial
principles of government or public law are involved, when
litigation might create precedent affecting future State
operations or liability, or when involvement of the State is
otherwise mandated by law, the State may participate in
such action at its own expense with respect to attorneys’
fees and costs (but not liability); (i) where a settlement
would impose liability on the State, affect principles of
California government or public law, or impact the authority
of the State, the Department of General Services will have
the right to approve or disapprove any settlement or
compromise, which approval will not unreasonably be
withheld or delayed; and (iii) the State will reasonably
cooperate in the defense and in any related settiement
negotiations.

d) If this Contract is in excess of $554,000, it is subject to the
requirements of the World Trade Organization (WTO)
Government Procurement Agreement (GPA).

e) To the extent that this Contract falls within the scope of
Government Code Section 11135, Contractor hereby
agrees to respond to and resolve any complaint brought to
its attention, regarding accessibility of its products or
services.

CONTRACTOR’S POWER AND AUTHORITY: The Contractor
warrants that it has full power and authority to grant the rights
herein granted and will hold the State harmless from and
against any loss, cost, liability, and expense (including
reasonable attorney fees) arising out of any breach of this
warranty. Further, Contractor avers that it will not enter into any
arrangement with any third party which might abridge any rights
of the State under this Contract.

a) The State will notify Contractor of any such claim in writing
and tender the defense thereof within a reasonable time;
and

b) The Contractor will have sole control of the defense of any
action on such claim and all negotiations for its settlement
or compromise; provided that (i) when substantial
principles of government or public law are involved, when
litigation might create precedent affecting future State
operations or liability, or when involvement of the State is
otherwise mandated by law, the State may participate in
such action at its own expense with respect to attorneys’
fees and costs (but not liability); (ii) where a settlement
would impose liability on the State, affect principles of
California government or public law, or impact the authority
of the State, the Department of General Services will have
the right to approve or disapprove any settlement or
compromise, which approval will not unreasonably be
withheld or delayed; and (jii) the State will reasonably
cooperate in the defense and in any related settlement
negotiations.

9. CMAS -- ASSIGNMENT:

10.

1",

a) This Contract shall not be assignable by the Contractor in
whole or in part without the written consent of the State.
The State's consent shall not be unreasonably withheld or
delayed. For the purpose of this paragraph, State will not
unreasonably prohibit Contractor from freely assigning its
right to payment, provided that Contractor remains
responsible for its obligations hereunder.

b) Should the State desire financing of the assets provided
hereunder through GS$Mart, the State's financial
marketplace, the Contractor agrees to assign to a
State-designated lender its right to receive payment from
the State for the assets in exchange for payment by the
lender of the cash purchase price for the assets. Upon
notice to do so from the State-designated lender at any
time prior to payment by the State for the assets, the
Contractor will execute and deliver to the State-designated
lender an assignment agreement and any additional
documents necessary for the State selected financing
plan. The State-designated lender will pay the Contractor
according to the terms of the Contractor's invoice upon
acceptance of the assets by the State.

WAIVER OF RIGHTS: Any action or inaction by the State or
the failure of the State on any occasion, to enforce any right or
provision of the Contract, shall not be construed to be a waiver
by the State of its rights hereunder and shall not prevent the
State from enforcing such provision or right on any future
occasion. The rights and remedies of the State herein are
cumulative and are in addition to any other rights or remedies
that the State may have at law or in equity.

CMAS -- ORDER OF PRECEDENCE: In the event of any

inconsistency between the articles, attachments, specifications

or provisions which constitute this Contract, the following order

of precedence shall apply:

a) These General Provisions — Information Technology (In the
instances provided herein where the paragraph begins:
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12.

13.

“Unless otherwise specified in the Statement of Work”
provisions specified in the Statement of Work replacing
these paragraphs shall take precedence over the
paragraph referenced in these General Provisions),

b) Contract form, i.e., Purchase Order STD 85, Standard
Agreement STD 213, etc., and any amendments thereto;

c) Other Special Provisions;

d) Federal GSA (or other multiple award) terms and
conditions;

e) Statement of work, including any
incorporated by reference herein; and

f)  All other attachments incorporated in the Contract by
reference.

specifications

PACKING AND SHIPMENT:

a) All Goods are to be packed in suitable containers for
protection in shipment and storage, and in accordance with
applicable specifications. Each container of a multiple
container shipment shall be identified to:

i} show the number of the container and the lotal
number of containers in the shipment; and

iy the number of the container in which the packing
sheet has been enclosed.

b) All shipments by Contractor or its subcontractors must
include packing sheets identifying: the State’s Contract
number; item number; quantity and unit of measure; part
number and description of the Goods shipped; and
appropriate evidence of inspection, if required. Goods for
different Contracts shall be listed on separate packing
sheets.

c) Shipments must be made as specified in this Contract, as
it may be amended, or otherwise directed in writing by the
State’s Transportation Management Unit within the
Department of General Services, Procurement Division.

TRANSPORTATION COSTS AND OTHER FEES OR
EXPENSES: No charge for delivery, drayage, express, parcel
post, packing, cartage, insurance, license fees, permits, cost of
bonds, or for any other purpose will be paid by the State unless
expressly included and itemized in the Contract,

a) The Contractor must strictly follow Contract requirements
regarding Free on Board (F.O.B.), freight terms and routing
instructions. The State may permit use of an alternate
carrier at no additional cost to the State with advance
written authorization of the Buyer.

b) If “prepay and add” is selected, supporting freight bills are
required when over $50, unless an exact freight charge is
approved by the Transportation Management Unit within
the Department of General Services Procurement Division
and a waiver is granted.

¢) On "F.O.B. Shipping Point" transactions, should any
shipments under the Contract be received by the State in a
damaged condition and any related freight loss and
damage claims filed against the carrier or carriers be
wholly or partially declined by the carrier or carriers with
the inference that damage was the result of the act of the
shipper such as inadequate packaging or loading or some
inherent defect in the Equipment and/or material,
Contractor, on request of the State, shall at Contractor's

14,

15.

16.

own expense assist the State in establishing carrier liability
by supplying evidence that the Equipment and/or material
was properly constructed, manufactured, packaged, and
secured to withstand normal transportation conditions.

DELIVERY: The Contractor shall strictly adhere to the delivery
and completion schedules specified in this Contract. Time, if
stated as a number of days, shall mean calendar days unless
otherwise specified. The quantities specified herein are the only
quantities required, If the Contractor delivers in excess of the
quantities specified herein, the State shall not be required to
make any payment for the excess Deliverables, and may return
them to Contractor at Contractor's expense or utilize any other
rights available to the State at law or in equity.

SUBSTITUTIONS: Substitution of Deliverables may not be
tendered without advance written consent of the Buyer.
Contractor shall not use any specification in lieu of those
contained in the Contract without written consent of the Buyer.

INSPECTION, ACCEPTANCE AND REJECTION: Unless

otherwise specified in the Statement of Work:

a) When acquiring Commercial Hardware or Commercial
Software, the State shall rely on Contractor's existing
quality assurance system as a substitute for State
inspection and testing. For all other acquisitions,
Contractor and its subcontractors will provide and maintain
a quality assurance system acceptable to the State
covering Deliverables and services under this Contract and
will tender to the State only those Deliverables that have
been inspected and found to conform to this Contract's
requirements. The Contractor will keep records evidencing
inspections and their result, and will make these records
available to the State during Contract performance and for
three years after final payment. The Contractor shall
permit the State to review procedures, practices,
processes, and related documents to determine the
acceptability of Contractor's quality assurance System or
other similar business practices related to performance of
the Contract.

b) All Deliverables may be subject to inspection and test by
the State or its authorized representatives.

c) The Contractor and its subcontractors shall provide all
reasonable facilities for the safety and convenience of
inspectors at no additional cost to the State. The
Contractor shall furnish to inspectors all information and
data as may be reasonably required to perform their
inspection.

d) Subject to subsection 16 (a) above, all Deliverables may
be subject to final inspection, test and acceptance by the
State at destination, notwithstanding any payment or
inspection at source.

e) The State shall give written notice of rejection of
Deliverables delivered or services performed hereunder
within a reasonable time after receipt of such Deliverables
or performance of such services. Such notice of rejection
will state the respects in which the Deliverables do not
substantially conform to their specifications. If the State
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does not provide such notice of rejection within fifteen (15)
days of delivery for purchases of Commercial Hardware or
Commercial Software or thirty (30) days of delivery for all
other purchases, such Deliverables and services will be
deemed to have been accepted. Acceptance by the State
will be final and irreversible, except as it relates to latent
defects, fraud, and gross mistakes amounting to fraud.
Acceptance shall not be construed to waive any warranty
rights that the State might have at law or by express
reservation in this Contract with respect to any
nonconformity.

17. SAMPLES:

18.

a)

b)

Samples of items may be required by the State for
inspection and specification testing and must be furnished
free of expense to the State. The samples furnished must
be identical in all respects to the products offered and/or
specified in the Contract.

Samples, if not destroyed by tests, may, upon request
made at the time the sample is furnished, be returned at
Contractor's expense.

CMAS -- WARRANTY: The following warranty language is in
addition to the warranty language provided in the federal GSA
Multiple Award Schedule or other base Contract used to
establish this CMAS Contract. When there is a conflict between
the language, the following warranty language overrides.

a)

a)

Unless otherwise specified in the Statement of Work, the
warranties in this subsection a) begin upon delivery of the
goods or services in question and end one (1) year
thereafter. The Contractor warrants that (i) Deliverables
and services furnished hereunder will substantially
conform to the requirements of this Contract (including
without limitation all descriptions, specifications, and
drawings identified in the Statement of Work), and (i) the
Deliverables will be~free from material defects in materials
and workmanship. Where the parties have agreed to
design specifications (such as a Detailed Design
Document) and incorporated the same or equivalent in the
Statement of Work directly or by reference, the Contractor
will warrant that its Deliverables provide all material
functionality required thereby. In addition to the other
warranties set forth herein, where the Contract calls for
delivery of Commercial Software, the Contractor warrants
that such Software will perform in accordance with its
license and accompanying Documentation. The State's
approval of designs or specifications furnished by
Contractor shall not relieve the Contractor of its obligations
under this warranty.

The Contractor warrants that Deliverables furnished
hereunder (i) will be free, at the time of delivery, of harmful
code (i.e. computer viruses, worms, trap doors, time
bombs, disabling code, or any similar malicious
mechanism designed to interfere with the intended
operation of, or cause damage to, computers, data, or
Software); and (i) will not infringe or viclate any U.S.
Intellectual Property Right. Without limiting the generality
of the foregoing, if the State believes that harmful code
may be present in any Commercial Software delivered

19.

b)

c)

e)

f)

hereunder, the Contractor will, upon the State's request,

provide a new or clean install of the Software.

Unless otherwise specified in the Statement of Work:

(i) The Contractor does not warrant that any Software
provided hereunder is error-free or that it will run
without immaterial interruption.

(i) The Contractor does not warrant and will have no
responsibility for a claim to the extent that it arises
directly from (A) a modification made by the State,
unless such modification is approved or directed by
the Contractor, (B) use of Software in combination
with or on products other than as specified by
Contractor, or (C) misuse by the State.

(ili) Where the Contractor resells Commercial Hardware
or Commercial Software it purchased from a third
party, Contractor, to the extent it is legally able to do
so, will pass through an such third party warranties to
the State and will reasonably cooperate in enforcing
them. Such warranty pass-through will not relieve the
Contractor from Contractor's warranty obligations set
forth above.

All warranties, including special warranties specified

elsewhere herein, shall inure to the State, its successaors,

assigns, customer agencies, and governmental users of
the Deliverables or services.

Except as may be specifically provided in the Statement of

Work or elsewhere in this Contract, for any breach of the

warranties provided in this Section, the State's exclusive

remedy and Contractor's sole obligation will be limited to:

iy re-performance, repair, or replacement of the
nonconforming  Deliverable  (including  without
limitation an infringing Deliverable) or service; or

iy should the State in its sole discretion consent, refund
of all amounts paid by the State for the
nonconforming Deliverable or service and payment to
the State of any additional amounts necessary to
equal the State's Cost to Cover. “Cost to Cover”
means the cost, properly mitigated, of procuring
Deliverables or services of equivalent capability,
function, and performance. The payment obligation in
subsection e)(ii) above will not exceed the limits on
Contractor’s liability set forth in the Section entitled
“Limitation of Liability.”

EXCEPT FOR THE EXPRESS WARRANTIES SPECIFIED

IN THIS SECTION, CONTRACTOR MAKES NO

WARRANTIES EITHER EXPRESS OR IMPLIED,

INCLUDING WITHOUT LIMITATION ANY IMPLIED

WARRANTIES OF MERCHANTABILITY OR FITNESS

FOR A PARTICULAR PURPOSE.

SAFETY AND ACCIDENT PREVENTION: In performing work
under this Contract on State premises, the Contractor shall
conform to any specific safety requirements contained in the
Contract or as required by law or regulation. The Contractor
shall take any additional precautions as the State may
reasonably require for safety and accident prevention purposes.
Any violation of such rules and requirements, unless promptly
corrected, shall be grounds for termination of this Contract in
accordance with the default provisions hereof.
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20. INSURANCE: The Contractor shall maintain all commercial
general liability insurance, workers’ compensation insurance
and any other insurance required under the Contract. The
Contractor shall furnish insurance certificate(s) evidencing
required insurance coverage acceptable to the State, including
endorsements showing the State as an “additional insured” if
required under Contract. Any required endorsements requested
by the State must be separately provided; merely referring to
such coverage on the certificates(s) is insufficient for this
purpose. When performing work on state owned or controlled
property, Contractor shall provide a waiver of subrogation in
favor of the State for its workers' compensation policy.

21. TERMINATION FOR NON-APPROPRIATION OF FUNDS:

2)

b)

c)

If the term of this Contract extends into fiscal years
subsequent to that in which it is approved, such
continuation of the Contract is contingent on the
appropriation of funds for such purpose by the Legislature.
If funds to effect such continued payment are not
appropriated, the Contractor agrees to take back any
affected Deliverables furnished under this Contract,
terminate any services supplied to the State under this
Contract, and relieve the State of any further obligation
therefor.

The State agrees that if it appears likely that subsection a)
above will be invoked, the State and Contractor shall agree
to take all reasonable steps to prioritize work and
Deliverables and minimize the incurrence of costs prior to
the expiration of funding for this Contract.

THE STATE AGREES THAT IF PARAGRAPH a) ABOVE
IS INVOKED, COMMERCIAL HARDWARE AND
SOFTWARE THAT HAS NOT BEEN PAID FOR, SHALL
BE RETURNED TO THE CONTRACTOR IN
SUBSTANTIALLY THE SAME CONDITION IN WHICH
DELIVERED TO THE STATE, SUBJECT TO NORMAL
WEAR AND TEAR. THE STATE FURTHER AGREES TO
PAY FOR PACKING, CRATING, TRANSPORTATION TO
CONTRACTOR'S NEAREST FACILITY AND FOR
REIMBURSEMENT TO THE CONTRACTOR FOR
EXPENSES INCURRED FOR THEIR ASSISTANCE IN
SUCH PACKING AND CRATING.

22, TERMINATION FOR THE CONVENIENCE OF THE STATE:

a)

The State may terminate performance of work under this
Contract for its convenience in whole or, from time to time,
in part, if the Department of General Services, Deputy
Director Procurement Division, or designee, determines
that a termination is in the State’s interest. The
Department of General Services, Deputy Director,
Procurement Division, or designee, shall terminate by
delivering to the Contractor a Notice of Termination
specifying the extent of termination and the effective date
thereof.

After receipt of a Notice of Termination, and except as
directed by the State, the Contractor shall immediately
proceed with the following obligations, as applicable,
regardless of any delay in determining or adjusting any
amounts due under this clause. The Contractor shall:

d)

f

)

(iy Stop work as specified in the Notice of Termination.

(i) Place no further subcontracts for materials, services,
or facilities, except as necessary to complete the
continuing portion of the Contract,

(i) Terminate all subcontracts to the extent they relate to
the work terminated.

(iv) Settle all outstanding liabilities and termination
settlement proposals arising from the termination of
subcontracts;

After termination, the Contractor shall submit a final
termination settlement proposal to the State in the form
and with the information prescribed by the State. The
Contractor shall submit the proposal promptly, but no later
than 90 days after the effective date of termination, unless
a different time is provided in the Statement of Work or in
the Notice of Termination.
The Contractor and the State may agree upon the whole or
any part of the amount to be paid as requested under
subsection (c) above.
Unless otherwise set forth in the Statement of Work, if the
Contractor and the State fail to agree on the amount to be
paid because of the termination for convenience, the State
will pay the Contractor the following amounts; provided
that in no event will total payments exceed the amount
payable to the Contractor if the Contract had been fully
performed:

(i) The Contract price for Deliverables or services
accepted or retained by the State and not previously
paid for, adjusted for any savings on freight and other
charges; and

(i) The total of:

A) The reasonable costs incurred in the
performance of the work terminated, including
initial costs and preparatory expenses allocable
thereto, but excluding any cost attributable to
Deliverables or services paid or to be paid;

B)  The reasonable cost of settling and paying
termination  settlement proposals under
terminated subcontracts that are properly
chargeable to the terminated portion of the
Contract; and

C) Reasonable storage, transportation,
demobilization, unamortized overhead and
capital costs, and other costs reasonably
incurred by the Contractor in winding down and
terminating its work.

The Contractor will use generally accepted accounting

principles, or accounting principles otherwise agreed to in

writing by the parties, and sound business practices in
determining all costs claimed, agreed to, or determined
under this clause.

23. TERMINATION FOR DEFAULT:

The State may, subject to the clause titled “Force Majeure”
and to sub-section d) below, by written notice of default to
the Contractor, terminate this Contract in whole or in part if
the Contractor fails to:
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b)

o)

d)

e)

i)  Deliver the Deliverables or perform the services within
the time specified in the Contract or any amendment
thereto;

i) Make progress, so that the lack of progress
endangers performance of this Contract; or

iiiy Perform any of the other provisions of this Contract.

The State’s right to terminate this Contract under

sub-section a) above, may be exercised only if the failure

constitutes a material breach of this Contract and if the

Contractor does not cure such failure within the time frame

stated in the State's cure notice, which in no event will be

less than fifteen (15) days, unless the Statement of Work
calls for a different period.

If the State terminates this Contract in whole or in part

pursuant to this Sectian, it may acquire, under terms and in

the manner the Buyer considers appropriate, Deliverables
or services similar to those terminated, and the Contractor
will be liable to the State for any excess costs for those

Deliverables and services, including without limitation

costs third party vendors charge for Manufacturing

Materials (but subject to the clause entitled "Limitation of

Liability"). However, the Contractor shall continue the work

not terminated.

If the Contract is terminated for default, the State may

require the Contractor to transfer title, or in the case of

licensed Software, license, and deliver to the State, as
directed by the Buyer, any:

(i) completed Deliverables,

(i) partially completed Deliverables, and,

(i) subject to provisions of sub-section e) below,
Manufacturing Malerials related to the terminated
portion of this Contract. Nothing in this sub-section d)
will be construed to grant the State rights to
Deliverables that it would not have received had this
Contract been fully performed. Upon direction of the
Buyer, the Contractor shall also protect and preserve
property in its possession in which the State has an
interest.

The State shall pay Contract price for completed

Deliverables delivered and accepted and items the State

requires the Contractor to transfer under section (d) above.

Unless the Statement of Work calls for different procedures

or requires no-charge delivery of materials, the Contractor

and Buyer shall attempt to agree on the amount of
payment for Manufacturing Materials and other materials
delivered and accepted by the State for the protection and
preservation of the property; provided that where the

Contractor has billed the State for any such materials, no

additional charge will apply. Failure to agree will constitute

a dispute under the Disputes clause. The State may

withhold from these amounts any sum i determines to be

necessary to protect the State against loss because of
outstanding liens or claims of former lien holders,

If, after termination, it is determined by a final decision that

the Contractor was not in default, the rights and obligations

of the parties shall be the same as if the termination had
been issued for the convenience of the State.

24,

g) Both parties, State and Contractor, upon any termination
for default, have a duty to mitigate the damages suffered
by it.

h)  The rights and remedies of the State in this clause are in
addition to any other rights and remedies provided by law
or under this Contract, and are subject to the clause titied
“Limitation of Liability."”

FORCE MAJEURE: Except for defaults of subcontractors at
any tier, the Contractor shall not be liable for any excess costs if
the failure to perform the Contract arises from causes beyond
the control and without the fault or negligence of the Contractor.
Examples of such causes include, but are not limited to:

a) Acts of God or of the public enemy, and

b) Acts of the federal or State government in either its

sovereign or contractual capacity.

If the failure to perform is caused by the default of a subcontractor at

25,

26.

any tier, and if the cause of the default is beyond the control of
both the Contractor and subcontractor, and without the fault or
negligence of either, the Contractor shall not be liable for any
excess costs for failure to perform.

RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

a) In the event any Deliverables furnished or services
provided by the Contractor in the performance of the
Contract should fail to conform to the requirements herein,
or to the sample submitted by the Contractor, the State
may reject the same, and it shall become the duty of the
Contractor to reclaim and remove the item promptly or to
correct the performance of services, without expense to
the State, and immediately replace all such rejected items
with others conforming to the Contract.

b) In addition to any other rights and remedies the State may
have, the State may require the Contractor, at Contractor’s
expense, to ship Deliverables via air freight or expedited
routing to avoid or minimize actual or potential delay if the
delay is the fault of the Contractor.

¢) In the event of the termination of the Contract, either in
whole or in part, by reason of default or breach by the
Contractor, any loss or damage sustained by the State in
procuring any items which the Contractor agreed to supply
shall be borne and paid for by the Contractor (but subject
to the clause entitled “Limitation of Liability”).

d) The State reserves the right to offset the reasonable cost
of all damages caused to the State against any
outstanding invoices or amounts owed to Contractor or to
make a claim against the Contractor therefore.

LIMITATION OF LIABILITY:

a) Except as may be otherwise approved by the Department
of General Services Deputy Director, Procurement Division
or their designee, Contractor's liability for damages to the
State for any cause whatsoever, and regardless of the
form of action, whether in Contract or in tort, shall be
limited to the Purchase Price. For purposes of this
sub-section a), “Purchase Price” will mean the aggregate
Contract price; except that, with respect to a Contract
under which multiple purchase orders will be issued (e.g.,
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27.

28.

a Master Agreement or Multiple Award Schedule Contract),
“Purchase Price” wilt mean the total price of the purchase
order for the Deliverable(s) or service(s) that gave rise to
the loss, such that Contractor will have a separate
limitation of liability for each purchase order.

b) The foregaing limitation of liability shall not apply (i) to any
liability under the General Provisions entitled “Compliance
with Statutes and Regulations”; (ii) to liability under the
General Provisions entitled “Patent, Copyright, and Trade
Secret Indemnity” or to any other liability (including without
limitation indemnification obligations) for infringement of
third party intellectual property rights; (iii} to claims arising
under provisions herein calling for indemnification for third
party claims against the State for death, bodily injury to
persons or damage to real or tangible personal property
caused by Contractor’s negligence or willful misconduct; or
(iv) to—costs or attorney's fees that the State becomes
entitled to recover as a prevailing party in-any action.

c) The State's liability for damages for any cause whatsoever,
and regardless of the form of action, whether in Contract or
in tort, shall be limited to the Purchase Price, as that term
is defined in subsection a) above. Nothing herein shall be
construed to waive or limit the State's sovereign immunity
or any other immunity from suit provided by law.

d) In no event will either the Contractor or the State be liable
for consequential, incidental, indirect, special, or punitive
damages, even if notification has been given as to the
possibility of such damages, except (i) to the extent that
Contractor's liability for such damages is specifically set
forth in the Statement of Work or (i} to the extent that
Contractor’s liability for such damages arises out of
sub-section b)(i), b)(ii), or b)(iv) above.

CONTRACTOR’S LIABILITY FOR INJURY TO PERSONS OR

DAMAGE TO PROPERTY:

a) The Contractor shall be liable for damages arising out of
injury to the person and/or damage to the property of the
State, employees of the State, persons designated by the
State for training, or any other person{s) other than agents
or employees of the Contractor, designated by the State
for any purpose, prior to, during, or subsequent to delivery,
installation, acceptance, and use of the Deliverables either
at the Contractor's site or at the State's place of business,
provided that the injury or damage was caused by the fault
or negligence of the Contractor.

b) The Contractor shall not be liable for damages arising out
of or caused by an alteration or an Attachment not made or
installed by the Contractor, or for damage to alterations or
Attachments that may result from the normal operation and
maintenance of the Deliverables provided by the
Contractor during the Contract.

INDEMNIFICATION: The Contractor agrees to indemnify,
defend and save harmless the State, its officers, agents and
employees from any and all third party claims, costs (including
without limitation reasonable attorneys’ fees), and losses due to
the injury or death of any individual, or the loss or damage to
any real or tangible personal property, resulting from the willful
misconduct or negligent acts or omissions of the Contractor or

29,

30.

31.

32,

33.

any of its affiliates, agents, subcontractors, employees,

suppliers, or laborers furnishing or supplying work, services,

materials, or supplies in connection with the performance of this

Contract. Such defense and payment will be conditional upon

the following:

a) The State will notify the Contractor of any such claim in
writing and tender the defense thereof within a reasonable
time; and

b) The Contractor will have sole control of the defense of any
action on such claim and all negotiations for its settlement
or compromise; provided that (i) when substantial
principles of government or public law are involved, when
litigation might create precedent affecting future State
operations or liability, or when involvement of the State is
otherwise mandated by law, the State may participate in
such action at its own expense with respect to attorneys’
fees and costs (but not liability); {ii) where a settlement
would impose liability on the State, affect principles of
California government or public law, or impact the authority
of the State, the Department of General Services will have
the right to approve or disapprove any settlement or
compromise, which approval will not unreasonably be
withheld or delayed; and (iii) the State will reasonably
cooperate in the defense and in any related settlement
negotiations.

INVOICES: Unless otherwise specified, invoices shall be sent
to the address set forth herein. Invoices shall be submitted in
triplicate and shall include the Contract number; release order
number (if applicable); item number; unit price, extended item
price and invoice total amount. State sales tax and/or use tax
shall be itemized separately and added to each invoice as
applicable.

REQUIRED PAYMENT DATE: Payment will be made in
accordance with the provisions of the California Prompt
Payment Act, Government Code Section 927 et. seq. Unless
expressly exempted by statute, the Act requires State agencies
to pay properly submitted, undisputed invoices not more than 45
days after (i) the date of acceptance of Deliverables or
performance of services; or (i) receipt of an undisputed invoice,
whichever is later.

TAXES: Unless otherwise required by law, the State of
California is exempt from Federal excise taxes. The State will
only pay for any State or local sales or use taxes on the
services rendered or Goods supplied to the State pursuant to
this Contract.

NEWLY MANUFACTURED GOODS: All Goods furnished
under this Contract shall be newly manufactured Goods or
certified as new and warranted as new by the manufacturer,;
used or reconditioned Goods are prohibited, unless otherwise
specified.

CONTRACT MODIFICATION: No amendment or variation of
the terms of this Contract shall be valid unless made in writing,
signed by the parties and approved as required. No oral
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34,

35.

36.

understanding or agreement not incorporated in the Contract is
binding on any of the parties.

CONFIDENTIALITY OF DATA: All financial, statistical,
personal, technical and other data and information relating to
the State's operation which are designated confidential by the
State and made available to the Contractor in order to carry out
this Contract, or which become available to the Contractor in
carrying out this Contract, shall be protected by the Contractor
from unauthorized use and disclosure through the observance
of the same or more effective procedural requirements as are
applicable to the State. The identification of all such confidential
data and information as well as the State's procedural
requiremenhts for protection of such data and information from
unauthorized use and disclosure shall be provided by the State
in writing to the Contractor. If the methods and procedures
employed by the Contractor for the protection of the
Contractor's data and information are deemed by the State to
be adequate for the protection of the State's confidential
information, such methods and procedures may be used, with
the written consent of the State, to carry out the intent of this
paragraph. The Contractor shall not be required under the
provisions of this paragraph to keep confidential any data or
information which is or becomes publicly available, is already
rightfully in the Contractor's possession without obligation of
confidentiality, is independently developed by the Contractor
outside the scope of this Contract, or is rightfully obtained from
third parties.

NEWS RELEASES: Unless otherwise exempted, news
releases, endorsements, advertising, and social media content
pertaining to this Contract shall not be made without prior
written approval of the Department of General Services.

DOCUMENTATION

a) The Contractor agrees to provide to the State, at no
charge, all Documentation as described within the
Statement of Work, and updated versions thereof, which
are necessary or useful to the State in its use of the
Equipment or Software provided hereunder. The
Contractor agrees to provide additional Documentation at
prices not in excess of charges made by the Contractor to
its other customers for similar Documentation.

b) If the Contractor is unable to perform maintenance or the
State desires to perform its own maintenance on
Equipment purchased under this Contract then upon
written notice by the State the Contractor will provide at
Contractor's then current rates and fees adequate and
reasonable assistance including relevant Documentation to
allow the State to maintain the Equipment based on
Contractor's methodology. The Contractor agrees that the
State may reproduce such Documentation for its own use
in maintaining the Equipment. If the Contractor is unable
to perform maintenance, the Contractor agrees to license
any other Contractor that the State may have hired to
maintain the Equipment to use the above noted
Documentation. The State agrees to include the
Contractor’s copyright notice on any such Documentation

37.

38.

reproduced, in accordance with copyright instructions to be
provided by the Contractor.

RIGHTS IN WORK PRODUCT:

a) All inventions, discoveries, intellectual property, technical
communications and records originated or prepared by
the Contractor pursuant to this Contract including papers,
reports, charts, computer programs, and other
Documentation or improvements thereto, and including
Contractor's administrative communications and records
relating to this Contract (collectively, the “Work Product”),
shall be Contractor's exclusive property. The provisions
of this sub-section a) may be revised in a Statement of
Work.

b) Software and other materials developed or otherwise
obtained by or for Contractor or its affiliates independently
of this Contract or applicable purchase order
("Pre-Existing Materials”) do not constitute Work Product.
If the Contractor creates derivative works of Pre-Existing
Materials, the elements of such derivative works created
pursuant to this Contract constitute Work Product, but
other elements do not. Nothing in this Section 37 will be
construed to interfere with Contractor’s or its affiliates’
ownership of Pre-Existing Materials,

a) The State will have Government Purpose Rights to the
Work Product as Deliverable or delivered to the State
hereunder. "Government Purpose Rights” are the
unlimited, irrevocable, worldwide, perpetual, royalty-free,
non-exclusive rights and licenses to use, modify,
reproduce, perform, release, display, create derivative
works from, and disclose the Work Product. “Government
Purpose Rights” also include the right to release or
disclose the Work Product outside the State for any State
government purpose and to authorize recipients to use,
modify, reproduce, perform, release, display, create
derivative works from, and disclose the Work Product for
any State government purpose. Such recipients of the
Work Product may include, without limitation, State
Contractors, California local governments, the U.S.
federal government, and the State and local governments
of other states, “"Government Purpose Rights” do not
include any rights to use, modify, reproduce, perform,
release, display, create derivative works from, or disclose
the Work Product for any commercial purpose.

b) The ideas, concepts, know-how, or techniques relating to
data processing, developed during the course of this
Contract by the Contractor or jointly by the Contractor and
the State may be used by either party without obligation
of notice or accounting.

¢) This Contract shall not preclude the Contractor from
developing materials outside this Contract that are
competitive, irrespective of their similarity to materials
which might be delivered to the State pursuant to this
Contract.

SOFTWARE LICENSE: Unless otherwise specified in the
Staternent of Work, the Contractor hereby grants to the State
and the State accepts from the Contractor, subject to the terms
and conditions of this Contract, a perpetual, irrevocable,
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39,

40.

royalty-free, non-exclusive, license to use the Software

Products in this Contract (hereinafter referred to as "Software

Products”).

a) The State may use the Software Products in the conduct of
its own business, and any division thereof

b) The license granted above authorized the State to use the
Software Products in machine-readable form on the
Computer System located at the site(s) specified in the
Statement of Work. Said Computer System and its
associated units {collectively referred to as CPU) are as
designated in the Statement of Work. If the designated
CPU is inoperative due to malfunction, the license herein
granted shall be temporarily extended to authorize the
State to use the Software Products, in machined-readable
form, on any other State CPU until the designated CPU is
returned to operation.

c) By prior written notice, the State may redesignate the CPU
in which the Software Products are to be used provided
that the redesignated CPU is substantially similar in size
and scale at no additional cost. The redesignation shall
not be limited to the original site and will be effective upon
the date specified in the notice of redesignation.

d) Acceptance of Commercial Software (including third party
Software) and Custom Software will be governed by the
terms and conditions of this Contract.

PROTECTION OF PROPRIETARY SOFTWARE AND OTHER
PROPRIETARY DATA: The State agrees that all material
appropriately marked or identified in writing as proprietary, and
furnished hereunder are provided for State's exclusive use for
the purposes of this Contract only. All such proprietary data
shall remain the property of the Contractor. The State agrees to
take all reasonable steps to insure that such proprietary data
are not disclosed to others, without prior written consent of the
Contractor, subject to the California Public Records Act. The
State will insure, prior to disposing of any media, that any
licensed materials contained thereon have been erased or
otherwise destroyed. The State agrees that it will take
appropriate action by instruction, agreement or otherwise with
its employees or other persons permitted access to licensed
software and other proprietary data to satisfy its obligations
under this Contract with respect to use, copying, modification,
protection and security of proprietary software and other
proprietary data.

RIGHT TO COPY OR MODIFY:

a) Any Software Product provided by the Contractor in
machine-readable form may be copied, in whole or in part,
in printed or machine-readable form for use by the State
with the designated CPU, to perform one-time benchmark
tests, for archival or emergency restart purposes, to
replace a worn copy, to understand the contents of such
machine-readable material, or to modify the Software
Product as provided below; provided, however, that no
more than the number of printed copies and
machine-readable copies as specified in the Statement of
Work will be in existence under this Contract at any time
without prior consent of the Contractor. Such consent shall
not be unreasonably withheld by the Contractor. The

41.

42.

43,

original, and any copies of the Software Product, in whole
or in part, which are made hereunder shall be the property
of the Contractor.

b) The State may modify any non-personal computer Software
Product, in machine-readable form, for its own use and
merge it into other program material. Any portion of the
Software Product included in any merged program material
shall be used only on the designated CPUs and shall be
subject to the terms and conditions of the Contract.

FUTURE RELEASES: Unless otherwise specifically provided

in the Contract, or the Statement of Work, if improved versions,

e.g., paiches, bug fixes, updates or releases, of any Software

Product are developed by the contractor, and are made

available to other licensees, they will be made available to the

State at no additional cost only if such are made available to

other licensees at no additional cost. If the Contractor offers

new versions or upgrades to the Software Product, they shall be
made available to the State at the State's option at a price not
greater than the Contract price plus a price increase
proportionate to the increase from the list price of the original
version to that of the new version, if any. If the Software

Product has no list price, such price increase will be

proportionate to the increase in average price from the original

to the new version, if any, as estimated by the Contractor in
good faith.

ENCRYPTION/CPU ID AUTHORIZATION CODES:

a) When Encryption/CPU Identification (ID) authorization
codes are required to operate the Software Products, the
Contractor will provide all codes to the State with delivery
of the Software.

b) In case of an inoperative CPI, the Contractor will provide a
temporary encryption/CPU ID authorization code to the
State for use on a temporarily authorized CPU until the
designated CPU is returned to operation.

c) When changes in designated CPUs occur, the State will
notify the Contractor via telephone and/or facsimile/e-mail
of such change. Upon receipt of such notice, the
Contractor will issue via telephone and/or facsimile/e-mail
to the State within 24 hours, a temporary encryption ID
authorization code for use on the newly designated CPU
until such time as permanent code is assigned.

PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY:

a) Contractor will indemnify, defend, and save harmless the
State, its officers, agents, and employees, from any and all
third party claims, costs (including without limitation
reasonable attorneys’ fees), and tosses for infringement or
violation of any U.S. Intellectual Property Right by any
product or service provided hereunder. With respect to
claims arising from computer Hardware or Software
manufactured by a third party and sold by Contractor as a
reseller, Contractor will pass through to the State such
indemnity rights as it receives from such third party (“Third
Party Obligation”) and will cooperate in enforcing them;
provided that if the third party manufacturer fails to honor
the Third Party Obligation, Contractor will provide the State
with indemnity protection equal to that called for by the
Third Party Obligation, but in no event greater than that
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called for in the first sentence of this Section. The
provisions of the preceding sentence apply only to third
party computer Hardware or Software sold as a distinct
unit and accepted by the State.

Unless a Third Party Obligation provides otherwise, the defense and

b)

payment obligations set forth in this Section will be

conditional upon the following:

i} The State will notify the Contractor of any such claim in
writing and tender the defense thereof within a
reasonable time; and

iy The Contractor will have sole control of the defense of
any action on such claim and all negotiations for its
settlement or compromise; provided that (a) when
substantial principles of government or public law are
involved, when litigation might create precedent
affecting future State operations or liability, or when
involvement of the State is otherwise mandated by law,
the State may participate in such action at its own
expense with respect to attorneys’ fees and costs (but
not liability); (b) where a settlement would impose
liability on the State, affect principles of California
government or public law, or impact the authority of the
State, the Department of General Services will have
the right to approve or disapprove any settlement or
compromise, which approval will not unreasonably be
withheld or delayed; and (c) the State will reasonably
cooperate in the defense and in any related settlement
negotiations.

Should the Deliverables, or the operation thereof, become,
or in the Contractor's opinion are likely to become, the
subject of a claim of infringement or violation of a U.S.
Intellectual Property Right, the State shall permit the
Contractor at its option and expense either to procure for
the State the right to continue using the Deliverables, or to
replace or modify the same so that they become
non-infringing. If none of these options can reasonably be
taken, or if the use of such Deliverables by the State shall
be prevented by injunction, the Contractor agrees to take
back such Deliverables and make every reasonable effort
to assist the State in procuring substitute Deliverables. If,
in the sole opinion of the State, the return of such infringing
Deliverables makes the retention of other Deliverables
acquired from the Contractor under this Contract
impractical, the State shall then have the option of
terminating such Contracts, or applicable portions thereof,
without penalty or termination charge. The Contractor
agrees to take back such Deliverables and refund any
sums the State has paid Contractor less any reasonable
amount for use or damage.

The Contractor shall have no liability to the State under

any provision of this clause with respect to any claim of

patent, copyright or trade secret infringement which is
based upon:

(i) The combination or utilization of Deliverables
furnished hereunder with Equipment, Software or
devices not made or furnished by the Contractor; or,

(i) The operation of Equipment furnished by the
Contractor under the control of any Operating

d)

Software other than, or in addition to, the current
version of Contractor-supplied Operating Software; or
(i) The modification initiated by the State, or a third party
at the State’s direction, of any Deliverable furnished
hereunder; or
(iv) The combination or utilization of Software furnished
hereunder with non-Contractor supplied Software.
The Contractor certifies that it has appropriate systems
and controls in place to ensure that State funds will not be
used in the performance of this Contract for the
acquisition, operation or maintenance of computer
Software in violation of copyright laws.

44. DISPUTES:

a)

b)

¢)

The parties shall deal in good faith and attempt to resolve
potential disputes informally. If the dispute persists, the
Contractor shall submit to the Department Director or
designee a written demand for a final decision regarding
the disposition of any dispute between the parties arising
under, related to or involving this Contract. Contractor's
written demand shall be fully supported by factual
information, and if such demand involves a cost
adjustment to the Contract, Contractor shall include with
the demand a written statement signed by an authorized
person indicating that the demand is made in good faith,
that the supporting data are accurate and complete and
that the amount requested accurately reflects the Contract
adjustment for which Contractor believes the State is
liable. The contracting Department Director or designee
shall have 30 days after receipt of Contractor's written
demand invoking this Section “Disputes” to render a
written decision. If a written decision is not rendered within
30 days after receipt of contractor's demand, it shall be
deemed a decision adverse to the Contractor's contention.
If the Contractor is not satisfied with the decision of the
Department Director or designee, the Contractor may
appeal the decision, in writing, within 15 days of its
issuance (or the expiration of the 30 day period in the
event no decision is rendered by the contracting
department), to the Department of General Services,
Deputy Director, Procurement Division, who shall have 45
days to render a final decision. If the Contractor does not
appeal the decision of the contracting Department Director
or designee, the decision shall be conclusive and binding
regarding the dispute and the Contractor shall be barred
from commencing an action in court, or with the Victims
Compensation Government Claims Board, for failure to
exhaust Contractor's administrative remedies.

Pending the final resolution of any dispute arising under,
related to or involving this Contract, Contractor agrees to
diligently proceed with the performance of this Contract,
including the delivery of Goods or providing of services in
accordance with the State's instructions regarding this
Contract.  Contractor's failure to diligently proceed in
accordance with the State's instructions regarding this
Contract shall be considered a material breach of this
Contract.

Any final decision of the State shall be expressly identified
as such, shall be in writing, and shall be signed by the
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Deputy Director, Procurement Division if an appeal was
made. If the Deputy Director, Procurement Division fails
to render a final decision within 45 days after receipt of
Contractor's demand, it shall be deemed a final decision
adverse to Contractor's contentions. The State's final
decision shall be conclusive and binding regarding the
dispute unless Contractor commences an action in a court
of competent jurisdiction to contest such decision within 90
days following the date of the final decision or one (1) year
following the accrual of the cause of action, whichever is
later.

For disputes invelving purchases made by the Department
of General Services, Procurement Division, the Contractor
shall submit to the Department Director or designee a
written demand for a final decision, which shall be fully
supported in the manner described in the subsection a
above. The Department Director or designee shall have
30 days to render a final decision. If a final decision is not
rendered within 30 days after receipt of the Contractor's
demand, it shall be deemed a final decision adverse to the
Contractor’s contention.  The final decision shall be
conclusive and binding regarding the dispute unless the
Contractor commences an action in a court of competent
jurisdiction to contest such decision within 90 days
following the date of the final decision or one (1) year
following the accrual of the cause of action, whichever is
later. The dates of decision and appeal in this section may
be modified by mutual consent, as applicable, excepting
the time to commence an action in a court of competent
jurisdiction.

45. STOP WORK:

a)

b)

The State may, at any time, by written Stop Work Order to
the Contractor, require the Contractor to stop all, or any
part, of the work called for by this Contract for a period up
to 45 days after the Stop Work Order is delivered to the
Contractor, and for any further period to which the parties
may agree. The Stop Work Order shall be specifically
identified as such and shall indicate it is issued under this
clause. Upon receipt of the Stop Work Order, the
Contractor shall immediately comply with its terms and
take all reasonable steps to minimize the incurrence of
costs allocable to the work covered by the Stop Work
Order during the period of work stoppage. Within a period
of 45 days after a Stop Work Order is delivered to the
Contractor, or within any extension of that period to which
the parties shall have agreed, the State shall either:
(i) Cancel the Stop Work Order; or
(i) Terminate the work covered by the Stop Work Order
as provided for in the termination for default or the
termination for convenience clause of this Contract.
If a Stop Work Order issued under this clause is canceled
or the period of the Stop Work Order or any extension
thereof expires, the Contractor shall resume work. The
State shall make an equitable adjustment in the delivery
schedule, the Contract price, or both, and the Contract
shall be modified, in writing, accordingly, if:
(iy The Stop Work Order results in an increase in the
time required for, or in the Contractor's cost properly

46.

47.

allocable to the performance of any part of this
Contract; and

(i) The Contractor asserts its right to an equitable
adjustment within 60 days after the end of the period
of work stoppage; provided, that if the State decides
the facts justify the action, the State may receive and
act upon a proposal submitted at any time before final
payment under this Contract.

¢) If a Stop Work Order is not canceled and the work covered

by the Stop Work Order is terminated in accordance with

the provision entitled Termination for the Convenience of

the State, the State shall allow reasonable costs resulting

from the Stop Work Order in arriving at the termination

settlement.

d) The State shall not be liable to the Contractor for loss of
profits because of a Stop Work Order issued under this
clause.

EXAMINATION AND AUDIT: Contractor agrees that the State,
or its designated representative shall have the right to review
and copy any records and supporting documentation pertaining
to performance of this Contract. The Contractor agrees to
maintain such records for possible audit for a minimum of three
(3) years after final payment, unless a longer period of records
retention is stipulated. The Contractor agrees to allow the
auditor(s) access to such records during normal business hours
and in such a manner so as to not interfere unreasonably with
normal business activities and to allow interviews of any
employees or others who might reasonably have information
related to such records. Further, Contractor agrees to include a
similar right of the State to audit records and interview staff in
any subcontract related to performance of this Contract. The
State shall provide reasonable advance written notice of such
audit(s) to the Contractor.

FOLLOW-ON CONTRACTS:

a) If the Contractor or its affiliates provides Technical
Consulting and Direction (as defined below), the
Contractor and its affiliates:

(i)  will not be awarded a subsequent Contract to supply
the service or system, or any significant component
thereof, that is used for or in connection with any
subject of such Technical Consulting and Direction;
and

(i) will not act as consultant to any person or entity that
does receive a Contract described in sub-section (i).
This prohibition will continue for one (1) year after
termination of this Contract or completion of the
Technical Consulting and Direction, whichever comes
later.

b) “Technical Consulting and Direction" means services for
which the Contractor received compensation from the
State and includes:

(iy development of or assistance in the development of
work statements, specifications, solicitations, or
feasibility studies;

(i) development or design of test requirements;

(i) evaluation of test data;

(iv) direction of or evaluation of another Contractor;

REVISED AND EFFECTIVE MARCH 15, 2018

PAGE 12 OF 29



GSPD-401IT-CMAS

CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
GENERAL PROVISIONS - INFORMATION TECHNOLOGY

48.

49,

(v) provision of formal recommendations regarding the
acquisition of Information Technology products or
services; or

(vi) provisions of formal recommendations regarding any
of the above. For purposes of this Section, “affiliates”
are employees, directors, partners, joint venture
participants, parent corporations, subsidiaries, or any
other entity controlled by, controlling, or under
common control with the Contractor. Control exists
when an entity owns or directs more than fifty percent
(50%) of the outstanding shares or securities
representing the right to vote for the election of
directors or other managing authority.

c) To the extent permissible by law, the Director of the
Department of General Services, or designee, may waive
the restrictions set forth in this Section by written notice to
the Contractor if the Director determines their application
would not be in the State's best interest. Except as
prohibited by law, the restrictions of this Section will not
apply:

(i) to follow-on advice given by vendors of commercial
off-the-shelf  products, including Softiware and
Hardware, on the operation, integration, repair, or
maintenance of such products after sale; or

(i) where the State has entered into a2 master agreement
for Software or services and the scope of work at the
time of Contract execution expressly calls for future
recommendations among the Contractor's own
products.

d) The restrictions set forth in this Section are in addition to
conflict of interest restrictions imposed on public
Contractors by California law (“Conflict Laws"). in the
event of any inconsistency, such Conflict Laws override the
provisions of this Section, even if enacted after execution
of this Contract.

PRIORITY HIRING CONSIDERATIONS: If this Contract
includes services in excess of $200,000, the Contractor shall
give priority consideration in filling vacancies in positions funded
by the Contract to qualified recipients of aid under Welfare and
Institutions Code Section 11200 in accordance with PCC
Section 10353,

COVENANT AGAINST GRATUITIES: The Contractor warrants
that no gratuities (in the form of entertainment, gifts, or
otherwise) were offered or given by the Contractor, or any agent
or representative of the Contractor, to any officer or employee of
the State with a view toward securing the Contract or securing
favorable treatment with respect to any determinations
concerning the performance of the Contract. For breach or
violation of this warranty, the State shall have the right to
terminate the Contract, either in whale or in part, and any loss
or damage sustained by the State in procuring on the open
market any items which Contractor agreed to supply shall be
borne and paid for by the Contractor. The rights and remedies
of the State provided in this clause shall not be exclusive and
are in addition to any other rights and remedies provided by law
or in equity.

50.

51.

52.

NONDISCRIMINATION CLAUSE:

a) During the performance of this Contract, the Contractor
and its subcontractors shall not unlawfully discriminate,
harass or allow harassment, against any employee or
applicant for employment because of sex, sexual
orientation, race, color, ancestry, religious creed, national
origin, disability (including HIV and AIDS), medical
condition (cancer), age, marital status, and denial of family
care leave. The Contractor and subcontractors shall insure
that the evaluation and treatment of their employees and
applicants for employment are free from such
discrimination and harassment. The Contractor and
subcontractors shall comply with the provisions of the Fair
Employment and Housing Act (Government Code, Section
12990 et seq.) and the applicable regulations promulgated
thereunder (California Code of Regulations, Title 2, Section
7285.0 et seq.). The applicable regulations of the Fair
Employment and Housing Commission implementing
Government Code Section 12990 (a-f), set forth in Chapter
5 of Division 4 of Title 2 of the California Code of
Regulations are incorporated into this Contract by
reference and made a part hereof as if set forth in full. The
Contractor and its subcontractors shall give written notice
of their obligations under this clause to labor organizations
with which they have a collective bargaining or other
agreement,

b) The Contractor shall include the nondiscrimination and
compliance pravisions of this clause in all subcontracts to
perform work under the Contract.

NATIONAL LABOR RELATIONS BOARD CERTIFICATION:
The Contractor swears under penalty of perjury that no more
than one final, unappealable finding of contempt of court by a
federal court has been issued against the Contractor within the
immediately preceding two-year period because of the
Contractor's failure to comply with an order of the National
Labor Relations Board, This provision is required by, and shall
be construed in accordance with, PCC Section 10296.

ASSIGNMENT OF ANTITRUST ACTIONS: Pursuant to
Government Code Sections 4552, 4553, and 4554, the following
provisions are incorporated herein:

a) In submitting an offer to the State, the supplier offers and
agrees that if the offer is accepted, it will assign to the
State all rights, title, and interest in and to all causes of
action it may have under Section 4 of the Clayton Act (15
U.S.C. 15) or under the Cartwright Act (Chapter 2,
commencing with Section 16700, of Part 2 of Division 7 of
the Business and Professions Code), arising from
purchases of Goods, material or other items, or services
by the supplier for sale to the State pursuant to the
solicitation. Such assignment shall be made and become
effective at the time the State tenders final payment to the
supplier.

b) If the State receives, either through judgment or
settlement, a monetary recovery for a cause of action
assigned under this chapter, the assignor shall be entitled
to receive reimbursement for actual legal costs incurred
and may, upon demand, recover from the State any portion
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53.

54,

55.

of the recovery, including treble damages, atiributable to
overcharges that were paid by the assignor but were not
paid by the State as part of the offer price, less the
expenses incurred in obtaining that portion of the recovery.
c) Upon demand in writing by the assignor, the assignee
shall, within one year from such demand, reassign the
cause of action assigned under this part if the assignor has
been or may have been injured by the violation of law for
which the cause of action arose and
(i) the assignee has not been injured thereby, or
(i) the assignee declines to file a court action for the
cause of action.

DRUG-FREE WORKPLACE CERTIFICATION: The Contractor
certifies under penalty of perjury under the laws of the State of
California that the Contractor will comply with the requirements
of the Drug-Free Workplace Act of 1990 (Government Code
Section 8350 et seq.) and will provide a drug-free workplace by
taking the following actions:

a) Publish a statement notifying employees that unlawful
manufacture, distribution, dispensation, possession, or use
of a controlled substance is prohibited and specifying
actions to be taken against employees for violations, as
required by Government Code Section 8355(a).

b) Establish a Drug-Free Awareness Program as required by
Government Code Section 8355(b) to inform employees
about all of the following:

(i) the dangers of drug abuse in the workplace;

(i} the person's or organization's policy of maintaining a
drug-free workplace;

(i) any available counseling, rehabilitation and employee
assistance programs; and,

(iv) penalties that may be imposed upon employees for
drug abuse violations.

c) Provide, as required by Government Code Section
8355(c), that every employee who works on the proposed
or resulting Contract:

(i)  will receive a copy of the company's drug-free policy
statement; and,

(i) will agree to abide by the terms of the company's
statement as a condition of employment on the
Contract.

FOUR-DIGIT DATE COMPLIANCE: Contractor warrants that it
will provide only Four-Digit Date Compliant (as defined below}
Deliverables and/or services to the State. “Four Digit Date
Compliant” Deliverables and services can accurately process,
calculate, compare, and sequence date data, including without
limitation date data arising out of or relating to leap years and
changes in centuries. This warranty and representation is
subject to the warranty terms and conditions of this Contract
and does not limit the generality of warranty obligations set
forth elsewhere herein.

SWEATFREE CODE OF CONDUCT:

a) Contractor declares under penalty of perjury that no
equipment, materials, or supplies furnished to the State
pursuant to the Contract have been produced in whole or
in part by sweatshop labor, forced labor, convict labor,

56.

57.

58.

indentured labor under penal sanction, abusive forms of
child labor or exploitation of children in sweatshop labor, or
with the benefit of sweatshop labor, forced labor, convict
labor, indentured labor under penal sanction, abusive
forms of child labor or exploitation of children in sweatshop
labor. Contractor further declares under penalty of perjury
that they adhere to the Sweatfree Code of Conduct as set
forth on the California Department of Industrial Relations
website located at www.dirca.goyv. and Public Contract
Code Section 6108.

b) Contractor agrees to cooperate fully in providing
reasonable access to its records, documents, agents or
employees, or premises if reasonably required by
authorized officials of the State, the Department of
Industrial Relations, or the Department of Justice to
determine Contractor's compliance with the requirements
under paragraph (a).

RECYCLED CONTENT REQUIREMENTS: The Contractor
shall certify in writing under penalty of perjury, the minimum, if
not exact, percentage of postconsumer material as defined in
the Public Contract Code (PCC) Section 12200-12209, in
products, materials, goods, or supplies offered or sold to the
State that fall under any of the statutory categories regardless of
whether the product meets the requirements of Section 12209.
The certification shall be provided by the contractor, even if the
product or good contains no postconsumer recycled material,
and even if the postconsumer content is unknown. With respect
to printer or duplication cartridges that comply with the
requirements of Section 12156(e), the certification required by
this subdivision shall specify that the cartridges so comply (PCC
12205 (b)(2)). A state agency contracting officer may waive the
certification requirements if the percentage of postconsumer
material in the products, materials, goods, or supplies can be
verified in a written advertisement, including, but not limited to, a
product label, a catalog, or a manufacturer or vendor Internet
web site. Contractors are to use, to the maximum extent
economically feasible in the performance of the contract work,
recycled content products (PCC 12203(d)).

CHILD SUPPORT COMPLIANCE ACT: For any Contract in
excess of $100,000, the Contractor acknowledges in
accordance with PCC Section 7110, that:

a) The Contractor recognizes the importance of child and
family support obligations and shall fully comply with all
applicable State and federal laws relating to child and
family support enforcement, including, but not limited to,
disclosure of information and compliance with earnings
assignment orders, as provided in Chapter 8 (commencing
with Section 5200) of Part 5 of Division 9 of the Family
Code; and

b) The Contractor, to the best of its knowledge is fully
complying with the earnings assignment orders of all
employees and is providing the names of all new
employees to the New Hire Registry maintained by the
California Employment Development Department.

AMERICAN WITH DISABILITIES ACT: The Contractor
assures the State that the Contractor complies with the
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59.

60.

61.

62,

63.

64,

Americans with Disabilities Act of 1990 (42 U.S.C. 12101 et
seq.).

ELECTRONIC WASTE RECYCLING ACT OF 2003: The
Contractor certifies that it complies with the applicable
requirements of the Electronic Waste Recycling Act of 2003,
Chapter 8.5, Part 3 of Division 30, commencing with Section
42460 of the Public Resources Code. The Contractor shall
maintain documentation and provide reasonable access to its
records and documents that evidence compliance.

USE TAX COLLECTION: In accordance with PCC Section
10295.1, the Contractor certifies that it complies with the
requirements of Section 7101 of the Revenue and Taxation
Code. Contractor further certifies that it willimmediately advise
the State of any change in its retailer's seller's permit or
certification of registration or applicable affiliate’s seller's permit
or certificate of registration as described in subdivision (a) of
PCC Section 10295.1.

EXPATRIATE CORPORATIONS: Contractor hereby declares
that it is not an expatriate corporation or subsidiary of an
expatriate corporation within the meaning of PCC Sections
10286 and 10286.1, and is eligible to Contract with the State.

DOMESTIC PARTNERS: For Contracts over $100,000
executed or amended after January 1, 2007, the Contractor
certifies that the Contractor is in compliance with Public
Contract Code Section 10295.3.

SMALL BUSINESS  PARTICIPATION  AND

PARTICIPATION REPORTING REQUIREMENTS:

a) If for this Contract the Contractor made a commitment to
achieve small business participation, then Contractor must
within 60 days of receiving final payment under this
Contract (or within such other time period as may be
specified elsewhere in this Contract) report to the awarding
department the actual percentage of small business
participation that was achieved. {Govt. Code § 14841.)

b) If for this Contract Contractor made a commitment to
achieve disabled veteran business enterprise (DVBE)
participation, then Contractor must within 60 days of
receiving final payment under this Contract (or within such
other time period as may be specified elsewhere in this
Contract) certify in a report to the awarding department: (1)
the total amount the prime Contractor received under the
Contract; (2) the name and address of the DVBE(s) that
participated in the performance of the Contract; (3) the
amount each DVBE received from the prime Contractor;
(4) that all payments under the Contract have been made
to the DVBE; and (5) the actual percentage of DVBE
participation that was achieved. A person or entity that
knowingly provides false information shall be subject to a
civil penalty for each violation. (Mil. & Vets. Code §
999.5(d); Govt. Code § 14841.)

DVBE

LOSS LEADER: It is unlawful for any person engaged in
business within this state to sell or use any article or product as

a “loss leader” as defined in Section 17030 of the Business and
Professions Code. (PCC 12104.5(b).).

ADDITIONAL CMAS TERMS AND CONDITIONS

65. CMAS -- CONTRACTOR'’S LICENSE REQUIREMENTS:
Contracts that include installation or the wording “Furnish and Install”

66.

d)

require at the time of Contract award that Contractors possess a
valid California State Contractor’s License. If sub-Contractors
are used, they must also possess a valid California State
Contractor's License. All businesses which construct or alter
any building, highway, road, parking facility, railroad, excavation,
or other structure in California must be licensed by the
California State License Board (CSLB) if the total cost (labor
and materials) of the project is $500.00 or more. Failure to be
licensed or to keep the license current and in good standing
shall be grounds for Contract revocation,

CMAS -- PUBLIC WORKS REQUIREMENTS

(LABOR/INSTALLATION):

a) Prior to the commencement of performance, the
Contractor must obtain and provide to the State, a
payment bond, on Standard Form 807, when the Contract
involves a public works expenditure (labor/installation
costs) in excess of $5,000. Such bond shall be in a sum
not less than one hundred percent (100%) of the Contract
price.

b) In accordance with the provisions of Section 1773 of the
California Labor Code, the Contractor shall, conform and
stipulates to the general prevailing rate of wages, including
employer benefits as defined in Section 1773.1 of the
California Labor Code, applicable to the classes of labor to
be used for public works such as at the delivery site for the
assembly and installation of the equipment or materials
under the purchase order. Pursuant to Section 1770 of the
California Labor Code, the Department of Industrial
Relations has ascertained the general prevailing rate of
wages in the county in which the work is to be done, to be
as listed in the booklet entitled General Prevailing Wage
Rates. The booklet is compiled monthly and copies of the
same are available from the Department of Industrial
Relations, Prevailing Wage Unit at (select
Statistics & Research) or (415) 703-4774. The booklet is
required to be posted at the job site.

c) The Contractor hereby certifies by signing this Contract
that:

i)  Contractor has met or will comply with the standards
of affirmative compliance with the Non-Discrimination
Clause Requirements included herein;

iy Contractor is aware of the provisions of Section 3700
of the Labor Code that require every employer to be
insured against liability for workmen's compensation
or to undertake self-insurance in accordance with the
provisions of that Code, and Contractor will comply
with such provisions before commencing the
performance of the work of the purchase order.

Laws to be Observed
i) Labor
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Pursuant to Section 1775 of the California Labor Code the Contractor b) If the Contractor's GSA Multiple Award Schedule is
shall, as a penalty to the State or Political subdivision terminated within the term of the CMAS Contract, the
on whose behalf the purchase order is made or CMAS Contract shall also be considered terminated on the
awarded, forfeit not more than fifty ($50.00) for each same date.
calendar day, or portions thereof, for each worker paid c) Prior to the expiration of this CMAS Contract, this Contract
by him or subcontractor under him, less than the may be terminated for the convenience of both parties by
prevailing wage so stipulated; and in addition, the mutual consent.

Contractor further agrees to pay to each workman the d) This provision shall not relieve the Contractor of the
difference between the actual amount paid for each obligation to perform under any purchase order or other
calendar day, or portions thereof, and the stipulated similar ordering document executed prior to the termination
prevailing wage rate for the same. This provision shall becoming effective.

not apply to properly indentured apprentices.

Pursuant to Sections 1810-1815 of the California Labor Code, 68. CMAS — CONTRACT AMOUNT: There is no guarantee of
inclusive, it is further agreed that the maximum hours a minimum purchase of Contractor's products or services by the
worker is to be employed is limited to eight hours a day State.
and forty hours a week and the Contractor shall forfeit,
as a penally to the State, twenty-five ($25) for each 69. CMAS -- Debarment Certification (Federally Funded
worker employed in the execution of the purchase Contracts): When Federal funds are being expended, the

order for each calendar day during which a workman is prospective reciplent of Federal assistance funds is required to
required or permitied to labor more than eight hours in certify to the Buyer, that neither it nor its principals are presently
any calendar day or more than forty hours in any debarred, suspended, proposed for debarment, declared
calendar week, in violation of California Labor Code ineligible, or voluntarily excluded from participation in this
Sections 1810-1815, inclusive. transaction by any Federal department or agency.
i) Worker's Compensation Insurance
The Contractor will be required to secure the payment of 70. CMAS -- PURCHASE ORDERS FUNDED IN WHOLE OR
compensation to its employees in accordance with the PART BY THE FEDERAL GOVERNMENT: Al Contracts
provisions of Labor Code Section 3700. (including individual orders), except for State construction
iii) Travel and Subsistence Payments projects, which are funded in whole or in part by the federal
Travel and subsistence payments shall be paid to each worker government may be canceled with 30 day notice, and are

needed to execute the work, as such travel and subject to the following:
subsistence payments are defined in the applicable a) It is mutually understood between the parties that this
collective bargaining agreements filed in accordance Contract (order) may have been written before

with Labor Code Section 1773.8.
ivy Apprentices
Special attention is directed to Sections 1777.5, 1777.6, and 1777.7
of the California Labor Code and Title 8, California
Administrative Code Section 200 et seq. Each that determination was made.

Contractor and/or subcontractor must, prior to b) This Contract (order) is valid and enforceable only if
commencement of the public works Contract/purchase sufficient funds are made available to the State by the
order, contact the Division of Apprenticeship United States Government for the fiscal year during which
Standards, 525 Golden Gate Avenue, San Francisco, the order was generated for the purposes of this program.
CA, or one of its branch offices to insure compliance In addition, this Contract (order) is subject to any additional
and complete understanding of the law regarding restrictions, limitations, or conditions enacted by the
apprentices and specifically the required ratio Congress or any statute enacted by the Congress that may

thereunder.  Responsibility for compliance with this affect the provisions, terms or funding of this Contract
section lies with the prime Contractor. (order) in any manner.

ascertaining  the  availability of  congressional
appropriation of funds, for the mutual benefit of both
parties, in order to avoid program and fiscal delays which
would occur if the Contract (order) were executed after

v) Payroll c) It is mutually agreed that if the Congress does not
The Contractor shall keep an accurate payroll record appropriate sufficient funds for the program, this Contract
showing the name, social security account, and work (order) shall be amended to reflect any reduction in funds.
classification specific and straight time and overtime The department has the option to void the Contract (order)
hours worked by each employee. A certified copy of under the 30-day cancellation clause or to amend the
the employee’s payroll record shall be available for Contract to reflect any reduction of funds.
inspection as specified in Section 1776 of the
California Labor Code. 71. CMAS -- CONFLICT OF INTEREST:

a) Current State Employees (Public Contract Code Section

10410):

i} No officer or employee shall engage in any
employment, activity or enterprise from which the
officer or employee receives compensation or has a

67. CMAS -- TERMINATION OF CMAS CONTRACT:
a) The State may terminate this CMAS Contract at any time
upon 30 days prior written notice.
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financial interest and which is sponsored or funded by
any State agency, unless the employment, activity or
enterprise is required as a condition of regular State
employment.

iy No officer or employee shall Contract on his or her own
behalf as an independent Contractor with any State
agency to provide Goods or services.

b) Former State Employees (Public Contract Code Section

10411):

i) For the two-year period from the date he or she left
State employment, no former State officer or employee
may enter into a Contract in which he or she engaged
in any of the negotiations, transactions, planning,
arrangements or any part of the decision-making
process relevant to the Contract while employed in any
capacity by any State agency.

iy For the twelve-month period from the date he or she
left State employment, no former State officer or
employee may enter into a Contract with any State
agency if he or she was employed by that State
agency in a policy-making position in the same general
subject area as the proposed Contract within the
twelve-month period prior to his or her leaving State
service,

72. CMAS -- SUBCONTRACTING REQUIREMENTS:

Any subcontractor that the CMAS supplier chooses to use in fulfilling
the requirements of this Contract (order), and which is expected
to receive more than ten (10) percent of value of the
Contract/purchase order, must also meet all Contractual,
administrative, and technical requirements of the Contract
(order), as applicable.

73. CMAS -- RENTAL AGREEMENTS:

The State does not agree to:
e Indemnify a Contractor;
e  Assume responsibility for matters beyond its control;
e Agree to make payments in advance;
e Accept any other provision creating a contingent liability
against the State; or
e  Agree to obtain insurance to protect the Contractor.

The State's responsibility for repairs and liability for damage or loss is
restricted to that made necessary by or resulting from the
negligent act or omission of the State or its officers, employees,
or agents.

If the Contractor maintains the equipment, the Contractor must keep
the equipment in good working order and make all necessary
repairs and adjustments without qualification. The State may
terminate for default or cease paying rent should the Contractor
fail to maintain the equipment properly.

Personal property taxes are not generally reimbursed when leasing
equipment (SAM 8736).

74. CMAS -- LEASE (Lease $Mart ™): If an agency desires to
lease through Lease $Mart ™, the Contractor agrees to sell to

75.

lessor the assets at the same price as they agree to sell to the
State.

CMAS -- PROGRESS PAYMENTS & RISK ASSESSMENT: In
accordance with PCC 12112 agencies are required to withhold
not less than 10 percent of the Contract price until final delivery
and acceptance of the Goods or services, for any Contract that
provides for progress payments in a Contract for IT Goods or
services to be manufactured or performed by a Contractor
especially for the State and not suitable for sale to others in the
ordinary course of the Contractor’s business.

Interim Risk Assessment guidelines and financial protection

76.

77.

measures are detailed in PCC 12112 for agencies to use to
determine their applicability to agency projects.

CMAS -- QUARTERLY REPORTS: Contractors are required to
submit quarterly business activity reports, as specified in this
Contract, even when there is no activity. A separate report is
required for each Contract, as differentiated by alpha suffix.

CMAS — CONTRACTOR EVALUATION: In accordance with
PCC 10367 and 10369, performance of the Contractor under
orders issued against this Contract will be evaluated. The
ordering agency shall complete a written evaluation, and if the
Contractor did not satisfactorily perform the work specified, a
copy of the evaluation will be sent to the DGS, Office of Legal
Services.
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THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS DEFINED BELOW.
THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS - INFORMATION TECHNOLOGY
AND SHOULD BE ACCOMPANIED BY, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA).
SECURITY REQUIREMENTS DESIGNATED IN THIS DOCUMENT ARE ASSUMING A NATIONAL INSTITUTE OF STANDARDS
AND TECHNOLOGY (NIST) LOW CLASSIFICATION, UNLESS OTHERWISE SET FORTH IN THE SOW. A HIGHER
CLASSIFICATION MAY REQUIRE DIFFERENT SECURITY REQUIREMENTS. STATE AGENCIES MUST FIRST:

A
B.

C.

CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5305.5;
CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR TECHNOLOGICAL
APPROACH, IN ACCORDANCE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN;

MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF EACH
ACQUISITION.

1. Definitions

a)

“Cloud Software as a Service (SaaS)” - The capability provided to the consumer is to use applications made available by
the provider running on a cloud infrastructure. The applications are accessible from various client devices through a thin
client interface such as a web browser (e.g., web-based email). The consumer does not manage or control the underlying
cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilties, with
the possible exception of limited user-specific application configuration settings.

“Cloud Platform as a Service (PaaS)" - The capability provided to the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using programming languages and tools supported by the provider.
The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating
systems, or storage, but has control over the deployed applications and possibly application hosting environment
configurations.

“Cloud Infrastructure as a Service (laaS)” - The capability provided to the consumer is to provision processing, storage,
networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software,
which can include operating systems and applications. The consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems; storage, deployed applications, and possibly limited contro! of select
networking components (e.g., host firewalls).

“Data’ - means any information, formulae, algorithms, or other content that the State, the State’s employees, agents and
end users upload, create or modify using the SaaS pursuant to this Contract. Data also includes user identification
information and metadata which may contain Data or from which the State's Data may be ascertainable.

“Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an unauthorized
party or that is in violation of Contract terms and/or applicable state or federal law.

“Encryption” - Conversion of plaintext to ciphertext through the use of a Federal Information Processing Standards (FIPS)
validated cryptographic algorithm. [FIPS 140-2]

“Recovery Point Objective (RPO)" - means the point in time to which Data can be recovered and/or systems restored
when service is restored after an interruption. The Recovery Point Objective is expressed as a length of time between the
interruption and the most proximate backup of Data immediately preceding the interruption. The RPO is detailed in the
SLA.,

“Recovery Time Objective (RTO)" - means the period of time within which information technology services, systems,
applications and functions must be recovered following an unplanned interruption. The RTO is detailed in the SLA.
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Terms

2. SaaS AVAILABILITY: Unless otherwise stated in the Statement of Work,

a) The Saa$ shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon maintenance
downtime).

b) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), the State shall be
entitled to recover damages, apply credits or use other contractual remedies as set forth in the Statement of Work.

c) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), for three (3) or
more months in a rolling twelve-month period, the State may terminate the contract for material breach in accordance with
the Termination for Default provision in the General Provisions — Information Technology.

d) Contractor shall provide advance written notice to the State in the manner set forth in the Statement of Work of any major
upgrades or changes that will affect the SaaS availability.

3. DATA AVAILABILITY: Unless otherwise stated in the Statement of Work,

a) The Data shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon maintenance
downtime).

b) If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), the State shall be
entitled to recover damages, apply credits or use other contractual remedies as set forth in the Statement of Work if the
State is unable to access the Data as a result of:

1) Acts or omission of Contractor;

2) Acts or omissions of third parties working on behalf of Contractor;

3) Network compromise, network intrusion, hacks, introduction of viruses, disabling devices, malware and other
forms of attack that can disrupt access to Contractor's server, to the extent such attack would have been
prevented by Contractor taking reasonable industry standard precautions;

4) Power outages or other telecommunications or Internet failures, to the extent such outages were within
Contractor's direct or express control.

c) If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), for three (3) or
more months in a rolling twelve-month period, the State may terminate the contract for material breach in accordance with
the Termination for Default provision in the General Provisions — Information Technology.

4, Saa$ and DATA SECURITY:
a) In addition to the Compliance with Statutes and Regulations provision set forth in the General Provisions — Information
Technology, Contractor shall certify to the State:
1) The sufficiency of its security standards, tools, technologies and procedures in providing SaaS under this
Contract;
2) Compliance with the following:
i. The California Information Practices Act {Civil Code Sections 1798 et seq.);
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i. Current NIST special publications 800-171 Protecting Controlled Unclassified information in Nonfederal
Information Systems and Organizations. Third party audit results and Contractor’s plan to correct any negative
findings shall be made available to the State upon request

iii. Undergo an annual Statement on Standards for Attestation Engagements (SSAE) No. 16 Service Organization
Control (SOC) 2 Type |l audit. Third party audit results and Contractor’s plan to correct any negative findings
and implementation progress reports shall be made available to the State upon request; and

iv. Privacy provisions of the Federal Privacy Act of 1974;

3) Compliance with industry standards and guidelines applicable to the Saa$S services being provided. Relevant
security provisions may include, but are not limited to: Health Insurance Portability and Accountability Act of 1996,
IRS 1075, Health Information Technology for Economic and Clinical (HITECH) Act, Criminal Justice Information
Services (CJIS) Security Policy, Social Security Administration (SSA) Electronic Information Exchange Security
Requirements, and the Payment Card Industry (PCl) Data Security Standard (DSS) as well as their associated
Cloud Computing Guidelines.

b} Contractor shall implement and maintain all appropriate administrative, physical, technical and procedural safeguards in
accordance with section a) above at all times during the term of this Contract to secure such Data from Data Breach,
protect the Data and the Saa$S from hacks, introduction of viruses, disabling devices, malware and other forms of malicious
or inadvertent acts that can disrupt the State’s access to its Data.

c) Contractor shall allow the State reasonable access to SaaS security logs, latency statistics, and other related SaaS
security data that affect this Contract and the State's Data, at no cost to the State.

d) Contractor assumes responsibility for the security and confidentiality of the Data underits control.

e) No Data shall be copied, modified, destroyed or deleted by Contractor other than for normal operation or maintenance of
Saa$ during the Contract period without prior written notice to and written approval by the State.

f) Remote access to Data from outside the continental United States, including remote access to Data by authorized SaaS
support staff in identified support centers, is prohibited unless approved in advance in writing by:

1) the Agency Information Security Officer, with written notice to the State Chief Information Security Officer, or

2) in the absence of an Agency Information Security Officer, the State Chief Information Security Officer.

5. ENCRYPTION:  Confidential, sensitive or personal information shall be encrypted in accordance with California State
Administrative Manual 5350.1 and California Statewide Information Management Manual 5305-A.

6. DATA LOCATION: Unless otherwise stated in the Statement of Work and approved in advance in writing by:
1) the Agency Information Security Officer, with written notice to the State Chief Information Security Officer, or
2) in the absence of an Agency Information Security Officer, the State Chief Information Security Officer, the physical
location of Contractor's data center where the Data is stored shall be within the continental United States.

7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual property rights, in and to Data
shall remain the exclusive property of the State, and Contractor has a limited, non-exclusive license to access and use the Data as
provided to Contractor solely for performing its obligations under the Contract. Nothing herein shall be construed to confer any
license or right to the Data, including user tracking and exception Data within the system, by implication, estoppel or otherwise,
under copyright or other intellectual property rights, to any third party. Unauthorized use of Data by Contractor or third parties is
prohibited. For the purposes of this requirement, the phrase “unauthorized use” means the data mining or processing of data,
stored or transmitted by the service, for unrelated commercial purposes, advertising or advertising-related purposes, or for any other
purpose other than security or service delivery analysis that is not explicitly authorized.
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8. TRANSITION PERIOD:

f)

Unless otherwise stated in the SOW, for ninety (90) days prior to the expiration date of this Contract, or upon notice of
termination of this Contract, Contractor shall assist the State in extracting and/or transitioning ali Data in the format
determined by the State (“Transition Period”).

The Transition Period may be modified in the SOW or as agreed upon in writing by the parties in a contract amendment.
During the Transition Period, SaaS and Data access shall continue to be made available to the State without alteration.
Contractor agrees to compensate the State for damages or losses the State incurs as a result of Contractor's failure to
comply with this section in accordance with the Limitation of Liability provision set forth in the General Provisions -
Information Technology.

Unless otherwise stated in the SOW, the Contractor shall permanently destroy or render inaccessible any portion of the
Data in Contractor's and/or subcontractor's possession or control following the expiration of all obligations in this section.
Within thirty (30) days, Contractor shall issue a written statement to the State confirming the destruction or inaccessibility of
the State’s Data.

The State at its option, may purchase additional fransition services as agreed upon in the SOW.

9. DATA BREACH:; Unless otherwise stated in the Statement of Work,

a)

Upon discovery or reasonable belief of any Data Breach, Contractor shall notify the State by the fastest means available
and also in writing, with additional notification provided to the Chief Information Security Officer or designee of the
contracting agency. Contractor shall provide such notification within forty-eight (48) hours after Contractor reasonably
believes there has been such a Data Breach. Contractor's notification shall identify:

1) The nature of the Data Breach;

2) The Data accessed, used or disclosed;

3) The person(s) who accessed, used, disclosed and/or received Data (if known);

4) What Contractor has done or will do to quarantine and mitigate the Data Breach; and

5) What corrective action Contractor has taken or will take to prevent future Data Breaches.
Contractor will provide daily updates, or more frequently if required by the State, regarding findings and actions performed
by Contractor until the Data Breach has been effectively resolved to the State’s satisfaction.
Contractor shall quarantine the Data Breach, ensure secure access to Data, and repair Saa$S as needed in accordance
with the SLA. Failure to do so may result in the State exercising its options for assessing damages or other remedies
under this Contract.
Notwithstanding anything to the contrary in the General Provisions - Information Technology, in performing services under
this Contract, and to the extent authorized by the State in the Statement of Work, Contractor may be permitted by the State
to use systems, or may be granted access to the State systems, which store, transmit or process State owned, licensed or
maintained computerized Data consisting of personal information, as defined by Civil Code Section 1798.29 (g). If the
Contractor causes or knowingly experiences a breach of the security of such Data, Contractor shall immediately report any
breach of security of such system to the State following discovery or notification of the breach in the security of such Data.
The State’s Chief Information Security Officer, or designee, shall determine whether notification to the individuals whose
Data has been lost or breached is appropriate. If personal information of any resident of California was, or is reasonably
believed to have been acquired by an unauthorized person as a result of a security breach of such system and Data that is
not due to the fault of the State or any person or entity under the control of the State, Contractor shall bear any and all
costs associated with the State’s notification obligations and other obligations set forth in Civil Code Section 1798.29 (d) as
well as the cost of credit monitoring, subject to the dollar limitation, if any, agreed to by the State and Contractor in the
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applicable Statement of Work. These costs may include, but are not limited to staff time, material costs, postage, media
announcements, and other identifiable costs associated with the breach of the security of such personal information.
Contractor shall conduct an investigation of the Data Breach and shall share the report of the investigation with the State.
The State and/or its authorized agents shall have the right to lead (if required by law) or participate in the investigation.
Contractor shall cooperate fully with the State, its agents and law enforcement.

10. DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of Work,

a)

In the event of disaster or catastrophic failure that results in significant Data loss or extended loss of access to Data,
Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided to
the Chief Information Security Officer or designee of the contracting agency. Contractor shall provide such notification
within twenty-four (24) hours after Contractor reasonably believes there has been such a disaster or catastrophic failure. In
the notification, Contactor shall inform the State of!:

1) The scale and quantity of the Data loss;

2) What Contractor has done or will do to recover the Data and mitigate any deleterious effect of the Data loss; and

3) What corrective action Contractor has taken or will take to prevent future Data loss.

4)  If Contractor fails to respond immediately and remedy the failure, the State may exercise its options for assessing

damages or other remedies under this Contract.

Contractor shall restore continuity of Saa$, restore Data in accordance with the RPO and RTO as set forth in the SLA,
restore accessibility of Data, and repair Saa$S as needed to meet the performance requirements stated in the SLA. Failure
to do so may result in the State exercising its options for assessing damages or other remedies under this Contract.
Contractor shall conduct an investigation of the disaster or catastrophic failure and shall share the report of the
investigation with the State. The State and/or its authorized agents shall have the right to lead (if required by law) or
participate in the investigation. Contractor shall cooperate fully with the State, its agents and law enforcement.

11. EXAMINATION AND AUDIT: In addition to the Examination and Audit provision set forth in the General Provisions -
Information Technology, unless otherwise stated in the Statement of Work:

a)

¢)

Upon advance written request, Contractor agrees that the State or its designated representative shall have access to
Contractor's Saa$, operational documentation, records and databases, including online inspections, that relate to the SaaS
purchased by the State.
The online inspection shall allow the State, its authorized agents, or a mutually acceptable third party to test that controls
are in place and working as intended. Tests may include, but not be limited to, the following:

1) Operating system/network vulnerability scans,

2) Web application vulnerability scans,

3) Database application vulnerability scans, and

4) Any other scans to be performed by the State or representatives on behalf of the State.
After any significant Data loss or Data Breach or as a result of any disaster or catastrophic failure, Contractor will at its
expense have an independent, industry-recognized, State-approved third party perform an information security audit. The
audit results shall be shared with the State within seven (7) days of Contractor’s receipt of such results. Upon Contractor
receiving the results of the audit, Contractor will provide the State with written evidence of planned remediation within thirty
(30) days and promptly modify its security measures in order to meet its obligations under this Contract.

12. DISCOVERY: Contractor shall promptly notify the State upon receipt of any requests which in any way might reasonably
require access to the Data of the State or the State's use of the SaaS. Contractor shall notify the State by the fastest means
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available and also in writing, with additional notification provided to the Chief Information Security Officer or designee of the
contracting agency, unless prohibited by law from providing such nofification. Contractor shall provide such notification within
forty-eight (48) hours after Contractor receives the request. Contractor shall not respond to subpoenas, service of process, Public
Records Act requests, and other legal requests directed at Contractor regarding this Contract without first notifying the State unless
prohibited by law from providing such notification. Contractor agrees to provide its intended responses to the State with adequate
time for the State to review, revise and, if necessary, seek a protective order in a court of competent jurisdiction. Contractor shall
not respond to legal requests directed at the State unless authorized in writing to do so by the State.
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THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR INFRASTRUCTURE AS A SERVICE (laaS) AND PLATFORM AS A SERVICE
(PaaS), AS DEFINED BELOW. THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS — INFORMATION
TECHNOLOGY AND ACCOMPANIED BY, AT MINIMUM, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA).
STATE AGENCIES MUST FIRST:

A.
B.

C.

CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5305.5;

CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR TECHNOLOGICAL
APPROACH, IN ACCORDANCE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN;

MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF EACH ACQUISITION.

1. DEFINITIONS:

a.

“Authorized Persons” means the Service Provider’'s employees, Contractors, subcontractors or other agents who need to access the
State's Data to enable the Service Provider to perform the services required.

“Data Breach” means the unauthorized access that results in the use, disclosure, destruction, madification, loss or theft of the State’s
unencrypted Personal Data or Non-Public Data.

“Individually ldentifiable Health Information” means Information that is a subset of health information, including demographic
information collected from an individual, and (1) is created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or condition of an individual; the provision of
health care to an individual; or the past, present or future payment for the provision of health care to an individual, and (a) that
identifies the individual; or (b) with respect to which there is a reasonable basis to believe the information can be used to identify the
individual.

“Infrastructure-as-a-Service” (laaS) means the capability provided to the consumer is to provision processing, storage, networks and
other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating
systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating
systems, storage, deployed application; and possibly limited control of select networking components (e.g., host firewalls).

“Non-Public Data” means data submitted to the Service Provider's laaS or PaaS Service, other than Personal Data, that is not subject
to distribution to the public as public information. It is deemed to be sensitive and confidential by the State because it contains
information that is exempt by statute, regulation or policy from access by the general public as public information.

“Personal Data” means data submitted to the Service Provider's laaS or Paa$S Service that includes information relating to a person
that identifies the person by name and has any of the following personally identifiable information (PIl): government-issued
identification numbers (e.g., Social Security, driver's license, passport); financial account information, including account number, credit
or debit card numbers; or protected health information (PHI) relating to a person.

“Platform-as-a-Service" (PaaS) means the capability provided to the consumer to deploy onto the cloud infrastructure consumer-
created or -acquired applications created using programming languages and tools supported by the provider. This capability does not
necessarily preclude the use of compatible programming languages, libraries, services and tools from other sources. The consumer
does not manage or control the underlying cloud infrastructure, including network, servers, operating systems or storage, but has
control over the deployed applications and possibly application hosting environment configurations.

“Protected Health Information” (PHI) means Individually Identifiable Health Information transmitted by electronic media, maintained in
electronic media, or transmitted or maintained in any other form or medium. PHI excludes education records covered by the Family
Educational Rights and Privacy Act (FERPA) as amended, 20 U.S.C. 1232g, records described at 20 U.S.C. 1232g(a)(4)(B)iv) and
employment records held by a covered entity in its role as employer.

“Security Incident’ means the potentially unauthorized access to Personal Data or Non-Public Data the Service Provider believes
could reasonably result in the use, disclosure or theft of the State’s unencrypted Personal Data or Non-Public Data within the
possession or control of the Service Provider. A Security Incident may or may not turn into a Data Breach.

"Service Level Agreement” (SLA) means a written agreement between both the State and the Service Provider that is subject to the
terms and conditions in this document that unless otherwise agreed to includes (1) the technical service level performance promises,
(i.e. metrics for performance and intervals for measure), (2) description of service quality, (3) identification of roles and responsibilities,
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(4) security responsibilities and notice requirements, how disputes are discovered and addressed, and (6) any remedies for performance failures.

k. “Service Provider” means the Contractor, subcontractors, agents, resellers, third parties and affiliates who are providing the services
agreed to under the Contract.

. “State Data" means all data created or in any way originating with the State, and all data that is the output of computer processing of or
other electronic manipulation of any data that was created by or in any way originated with the State, whether such data or output is
stored on the State's hardware, the Service Provider's hardware or exists in any system owned, maintained or otherwise controlled by
the State or by the Service Provider.

m. “State Identified Contact’ means the person or persons designated in writing by the State to receive Security Incident or Data Breach
notification.

n. “Statement of Work” (SOW) means a written statement in a Contract that describes the State's service needs and expectations.
2. DATA OWNERSHIP:

The State will own all right, titie and interest in State Data that is related to the services provided by this Contract. The Service Provider shall not
access State user accounts or State Data, except (1) in the course of data center operations, (2) in response to service or technical
issues, (3) as required by the express terms of this Contract, (4) at the State's written request or (5) as required by law.

3. DATA PROTECTION:

Protection of personal privacy and data shall be an integral part of the business activities of the Service Provider to ensure there is no inappropriate
or unauthorized use of State information at any time. To this end, the Service Provider shall safeguard the confidentiality, integrity and
availability of State information within its control and comply with the following conditions:

a, In addition to the Compliance with Statues and Regulations provisions set forth in the General Provisions — Information Technology,
the Service Provider shall comply as required with:

i. The California Information Practices Act (Civil Code Sections 1798 et seq).
ii. NIST Special Publication 800-53 Revision 4 or its successor.
iii. Privacy provisions of the Federal Privacy Act of 1974.

b. All State Data obtained by the Service Provider within its control in the performance of this Contract shall become and remain the
property of the State.

c. Unless otherwise set forth in the SOW and/or SLA, Personal Data and Non-Public Data shall be encrypted at rest, in use, and in
transit with controlled access. The SOW and/or SLA will specify which party is responsible for encryption and access control of the
State Data for the service model under Contract. If the SOW and/or SLA and the Contract are silent, then the State is responsible for
encryption and access control.

d. Unless otherwise set forth in the SOW and/or SLA, it is the State's responsibility to identify data it deems as Non-Public Data to the
Service Provider. The level of protection and encryption for all Non-Public Data shall be identified and made a part of this Contract.

e. At no time shall any Personal Data and Non-Public Data or processes — which either belong to or are intended for the use of State or
its officers, agents or employees — be copied, disclosed or retained by the Service Provider or any party related to the Service
Provider for subsequent use in any transaction without the express written consent of the State except as permitted in Section 2
above.

f.  (For PaaS Only) Encryption of Data at Rest: The Service Provider shall ensure hard drive encryption consistent with validated
cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic Modules for all Personal Data and
Non-Public Data, unless the Service Provider presents a justifiable position approved by the State that Personal Data and Non-Public
Data must be stored on a Service Provider portable device in order to accomplish work as defined in the SOW and/or SLA.

4. DATA LOCATION:

The Service Provider shall provide its services to the State and its end users solely from data centers in the continental United States. Storage of
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State Data at rest shall be located solely in data centers in the continental United States. The Service Provider shall not allow its
personnel or contractors to store State Data on portable devices, including personal computers, except for devices that are used and
kept only at its U.S. data centers. The Service Provider shall permit its personnel and contractors to access State Data remotely only
as required to provide technical user support or other customer support. The Service Provider may provide technical user support or
other customer support on a 24/7 basis using a Follow the Sun model, unless otherwise prohibited in this Contract.

5. SECURITY INCIDENT OR DATA BREACH NOTIFICATION:

The Service Provider shall inform the State of any Security Incident or Data Breach related to State Data within the possession or control of the
Service Provider and related to the service provided under this Contract.

a. Security Incident Reporting Requirements: Unless otherwise set forth in the SOW and/or SLA, the Service Provider shall promptly
report a Security Incident related to its service under the Contract to the appropriate State Identified Contact as defined in the SOW
and/or SLA.

b. Breach Reporting Requirements: If the Service Provider has actual knowledge of a confirmed Data Breach that affects the security of
any State Data that is subject to applicable Data Breach notification law, the Service Provider shall (1) promptly notify the appropriate
State Identified Contact within 24 hours or sooner, unless otherwise required by applicable law, and (2) take commercially reasonable
measures to address the Data Breach in a timely manner.

c. (For Paa$S Only) Incident Response: The Service Provider may need to communicate with outside parties regarding a Security
Incident, which may include contacting law enforcement, fielding media inquiries and seeking external expertise as mutually agreed
upon, defined by law or contained in the contract. Discussing Security Incidents with the State should be handled on an urgent as-
needed basis, as part of Service Provider communication and mitigation processes as mutually agreed, defined by law or contained in
the Contract.

6. DATA BREACH RESPONSIBILITIES:

This section only applies when a Data Breach occurs with respect to Personal Data and/or Non-Public Data within the possession or control of a
Service Provider and related to service provided under this Contract.

a. The Service Provider, unless otherwise set forth in in the SOW and/or SLA, shall promptly notify the appropriate State Identified
Contact within 24 hours or sooner by telephone, unless shorter time is required by applicable law, if it confirms that there is or
reasonably believes that there has been a Data Breach. The Service Provider shall (1) cooperate with the State as reasonably
requested by the State to investigate and resolve the Data Breach; (2) promptly implement necessary remedial measures, if
necessary; and (3) document responsive actions taken related to the Data Breach, including any post-incident review of events and
actions taken to make changes in business practices in providing the services, if necessary.

b. Service Provider will provide daily updates, or more frequently if required by the State, regarding findings and actions performed by
Service Provider to the State Identified Contact until the Data Breach has been effectively resolved to the State's satisfaction.

c. Service Provider shall quarantine the Data Breach, ensure secure access to Data, and repair laaS and/or PaaS as needed in
accordance with the SOW and/or SLA. Failure to do so may resuit in the State exercising its options for assessing damages or other
remedies under this Contract.

d. Unless otherwise set forth in the SOW and/or SLA, if a Data Breach is a direct result of the Service Provider's breach of its Contract
obligation to encrypt Personal Data and/or Non-Public Data or otherwise prevent its release, the Service Provider shall bear the costs
associated with (1) the investigation and resolution of the Data Breach; (2) notifications to individuals, regulators or others required by
State law; (3) a credit monitoring service required by State (or Federal) law; (4) a website or a toll-free number and call center for
affected individuals required by State law; and (5) complete all corrective actions as reasonably determined by the Service Provider
based on root cause; all [(1) through (5)] subject to this Contract's Limitation of Liability provision as set forth in the General
Provisions ~ Information Technology.

7. NOTIFICATION OF LEGAL REQUESTS:

Unless otherwise required by law, the Service Provider shall contact the State upon receipt of any electronic discovery, litigation holds, discovery
searches and expert testimonies related to the State's Data under this Contract, or which in any way might reasonably require access
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to State's Data. The Service Provider shall not respond to subpoenas, service of process and other legal requests related to the State
without first notifying the State, unless prohibited by law from providing such notice. Unless otherwise required by law, Service
Provider agrees to provide its intended responses to the State with adequate time for the State to review, revise and, if necessary,
seek a protective order in a court of competent jurisdiction. Service Provider shall not respond to legal requests directed at the State
unless authorized in writing to do so by the State.

8. DATA PRESERVATION AND RETRIEVAL:

For ninety (90) days prior to the expiration date of this Contract, or upon notice of termination of this Contract, Service Provider shall
assist the State in extracting and/or transitioning all State Data in the format determined by the State (“Transition Period”).

The Transition Period may be modified in the SOW and/or SLA or as agreed upon in writing by the parties in a Contract amendment,

During the Transition Period, laaS and/or PaaS and State Data access shall continue to be made available to the State without
alteration.

Service Provider agrees to compensate the State for damages or losses the State incurs as a result of Service Provider's failure to
comply with this section in accordance with the “Limitation of Liability” provision set forth in the General Provisions - Information
Technology.

The State at its option, may purchase additional transition services as agreed upon in the SOW and/or SLA.

During any period of suspension, the Service Provider shall not take any action to intentionally erase any State Data.

The Service Provider will impose no additional fees for access and retrieval of State Data by the State during the Transition Period.
After termination of the Contract and the prescribed retention period, the Service Provider shall securely dispose of all State Data in all

forms. State Data shall be permanently deleted and shall not be recoverable, according to NIST-approved methods. Certificates of
destruction shall be provided to the State.

9. BACKGROUND CHECKS:

As permitted or required by law, the Service Provider shall conduct criminal background checks and not utilize any staff, including subcontractors,

to fulfill the obligations of the Contract who have been convicted of any crime of dishonesty, including but not limited to criminal fraud,
or otherwise convicted of any felony or any misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The
Service Provider shall promote and maintain an awareness of the importance of securing the State’s information among the Service
Provider's employees and agents.

10. ACCESS TO SECURITY LOGS AND REPORTS:

a.

(For laaS Only) Upon request, the Service Provider shall provide reports to the State directly related to the infrastructure the Service
Provider controls upon which the State account resides. Unless otherwise agreed to in the SLA, the Service Provider shall provide the
State a history of all Application Program Interface (API) calls for the State account that includes the identity of the API caller, the time
of the API call, the source IP address of the API caller, the request parameters and the response elements returned by the Service
Provider. The report will be sufficient to enable the State to perform security analysis, resource change tracking and compliance
auditing.

(For PaaS Only) Upon request, the Service Provider shall provide reports to the State in a format as specified in the SOW and/or SLA
and agreed to by both the Service Provider and the State. Reports will include latency statistics, user access, user access |P address,
user access history and security logs for all State files related to this Contract.

The Service Provider and the State recognize that security responsibilities are shared, The Service Provider is responsible for
providing a secure infrastructure. The State is responsible for its secure guest operating system, firewalls and other logs captured
within the guest operating system. Specific shared responsibilities are identified within the SOW and/or SLA.
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GENERAL PROVISIONS - INFORMATION TECHNOLOGY

1. CONTRA IDIT:

The Service Provider shall allow the State to audit conformance to the Contract terms The State may perform this audit or Contract with a third
party at its discretion and at the State's expense.

12. DATA CENTER AUDIT:

The Service Provider shall undergo an annual Statement on Standards for Attestation Engagements (SSAE) No 16 Service Organization Control
(SOC) 2 Type i audit of its data centers, or its successor at its own expense. The Service Provider shall provide a redacted version of
the audit report and Contractor’s plan to correct any negative findings upon request The Service Provider may remove its proprietary
information from the redacted version.

13. CHANGE CONTROL AND NCE NOTICE:

The Service Provider shall give advance notice (as agreed to by the paries and included in the SOW and/or SLA) to the State of any upgrades
(e.g., major upgrades, minor upgrades, system changes) that is expected to materially and negatively impact service avaifability and
performance, as well as any planned downtime for such upgrades. A major upgrade is a replacement of hardware, software or
firmware ware with a newer or better version in order to bring the system up to date or to improve its characteristics. It usually includes
a new version number. Service Provider may change the features and functionality of the services, without degrading them, to make
improvements, address security requirements and comply with changes in law.

14. SECURITY PROCESSES:

The Service Provider shall disclose its non-proprietary security processes and technical limitations to the State such that adequate protection and
flexibility can be attained between the State and the Service Provider, The State and the Service Provider shall understand each
other’s roles and responsibilities, which shall be set forth in the SOW and/or SLA

15. IMPORT AND_~ ~ " RT OF DATA:

The Slate shall have the ability to import or export data in whole or in part at its discretion without interference from the Service Provider. This
includes the ability for the State to import or export data to or from other Service Providers.

16. RESPONSIBILITIES ANO UPTIME GUARANTEE:

The Service Provider shail be responsible for the acquisition and operation of all hardware, software and network support related to the services
being provided. The technical and professional activities required for establishing, managing and maintaining the environment are the
responsibility of the Service Provider. The system shall be available 24/7/365 (with agreed-upon maintenance downtime), and shall
provide service to customers as defined in the SOW and/or SLA.

17. RIGE EMOV DUALS:
The State shall have the right at any time to require the Service Provider remove from interaction with State any Service Provider representative
who the State believes is detrimental to its working relationship with the Service Provider. The State shall provide the Service Provider

with notice of its determination, and the reasons it requests the removal. The Service Provider shall not assign the person to any
aspect of the Contract or future work orders without the State's consent.

18. BUSINESS CONTINUITY AND DISASTER RECOVERY:

The Service Provider shall provide a business continuity and disaster recovery plan and shall ensure that it achieves the State's Recovery Time
Objective (RTO), as agreed to by the parties and set forth in the SOW and/or SLA.

19. WEB SERVICES:

(For PaaS Only) The Service Provider shall use Web services exclusively to interface with State Data in near real time when possible, or as
mutually agreeg in the SOW and/or SLA.
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CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
STATE MODEL
CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service)

THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS DEFINED BELOW.
THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS - INFORMATION
TECHNOLOGY AND SHOULD BE ACCOMPANIED BY, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL
AGREEMENT (SLA). SECURITY REQUIREMENTS DESIGNATED IN THIS DOCUMENT ARE ASSUMING A NATIONAL
INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) LOW CLASSIFICATION, UNLESS OTHERWISE SET FORTH IN
THE SOW. A HIGHER CLASSIFICATION MAY REQUIRE DIFFERENT SECURITY REQUIREMENTS. STATE AGENCIES
MUST FIRST:

A.
B.

C.

CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5305.5;
CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR
TECHNOLOGICAL APPROACH, IN ACCORDANCE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN;

MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF EACH
ACQUISITION.

1. Definitions

a)

b)

“Cloud Software as a Service (SaaS)" - The capability provided to the consumer is to use applications made available
by the provider running on a cloud infrastructure. The applications are accessible from various client devices through a
thin client interface such as a web browser (e.g., web-based email). The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-specific application configuration settings.

“Cloud Platform as a Service (PaaS)" - The capability provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or acquired applications created using programming languages and tools supported
by the provider. The consumer does not manage or control the underlying cloud infrastructure including network,
servers, operating systems, or storage, but has control over the deployed applications and possibly application hosting
environment configurations.

“Cloud Infrastructure as a Service (laa$S)" - The capability provided to the consumer is to provision processing,
storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary
software, which can include operating systems and applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over operating systems; storage, deployed applications, and possibly
limited control of select networking components (e.g., host firewalls).

“Data” - means any information, formulae, algorithms, or other content that the State, the State’s employees, agents
and end users upload, create or modify using the Saa$S pursuant to this Contract. Data also includes user identification
information and metadata which may contain Data or from which the State's Data may be ascertainable.

“Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an unauthorized
party or that is in violation of Contract terms and/or applicable state or federal law.

“Encryption” - Conversion of plaintext to ciphertext through the use of a Federal Information Processing Standards
(FIPS) validated cryptographic algorithm. [FIPS 140-2]

"Recovery Point Objective (RPO)" - means the point in time to which Data can be recovered and/or systems restored
when service is restored after an interruption. The Recovery Point Objective is expressed as a length of time between
the interruption and the most proximate backup of Data immediately preceding the interruption. The RPO is detailed in
the SLA.

“Recovery Time Objective (RTO)" - means the period of time within which information technology services, systems,
applications and functions must be recovered following an unplanned interruption. The RTO is detailed in the SLA.
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STATE MODEL
CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service)

Terms

2. SaaS AVAILABILITY: Unless otherwise stated in the Statement of Work,

a) The SaaS shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon maintenance
downtime).

b) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), the State shall
be entitled to recover damages, apply credits or use other contractual remedies as set forth in the Statement of Work.

¢) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), for three (3) or
more months in a rolling twelve-month period, the State may terminate the contract for material breach in accordance
with the Termination for Default provision in the General Provisions — Information Technology.

d) Contractor shall provide advance written notice to the State in the manner set forth in the Statement of Work of any
major upgrades or changes that will affect the SaaS availability.

3. DATA AVAILABILITY: Unless otherwise stated in the Statement of Work,

a) The Data shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon maintenance
downtime).

b} If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), the State shall
be entitled to recover damages, apply credits or use other contractual remedies as set forth in the Statement of Work if
the State is unable to access the Data as a result of:

1)  Acts or omission of Contractor;

2} Acts or omissions of third parties working on behalf of Contractor;

3) Network compromise, network intrusion, hacks, introduction of viruses, disabling devices, malware and other
forms of attack that can disrupt access to Contractor's server, to the extent such attack would have been
prevented by Contractor taking reasonable industry standard precautions;

4) Power outages or other telecommunications or Internet failures, to the extent such outages were within
Contractor's direct or express control.

¢) If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), for three (3) or
more months in a rolling twelve-month period, the State may terminate the contract for material breach in accordance
with the Termination for Default provision in the General Provisions — Information Technology.

4. SaaS and DATA SECURITY:
a) In addition to the Compliance with Statutes and Regulations provision set forth in the General Provisions — Information
Technology, Contractor shall certify to the State:
1) The sufficiency of ifs security standards, tools, technologies and procedures in providing SaaS under this
Contract;
2) Compliance with the following:
i. The California Information Practices Act (Civil Code Sections 1798 et seq.);
ii. Current NIST special publications 800-171 Protecting Controlled Unclassified Information in Nonfederal
Information Systems and Organizations. Third party audit results and Contractor’s plan to correct any
negative findings shall be made available to the State upon request;
iil.Undergo an annual Statement on Standards for Attestation Engagements (SSAE) No. 16 Service
Organization Control (SOC) 2 Type Il audit. Third party audit results and Contractor's plan to correct any

negative findings and implementation progress reports shall be made available to the State upon request;
and
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iv. Privacy provisions of the Federal Privacy Act of 1974;

3) Compliance with industry standards and guidelines applicable to the Saa$S services being provided. Relevant
security provisions may include, but are not limited to: Health Insurance Portability and Accountability Act of
1996, IRS 1075, Health Information Technology for Economic and Clinical (HITECH) Act, Criminal Justice
Information Services (CJIS) Security Policy, Social Security Administration (SSA) Electronic Information
Exchange Security Requirements, and the Payment Card Industry (PCI) Data Security Standard (DSS) as
well as their associated Cloud Computing Guidelines.

b) Contractor shall implement and maintain all appropriate administrative, physical, technical and procedural safeguards
in accordance with section a) above at all times during the term of this Contract to secure such Data from Data Breach,
protect the Data and the Saas$ from hacks, introduction of viruses, disabling devices, malware and other forms of
malicious or inadvertent acts that can disrupt the State’s access to its Data.

c) Contractor shall allow the State reasonable access to SaaS security logs, latency statistics, and other related SaaS
security data that affect this Contract and the State's Data, at no cost to the State.

d) Contractor assumes responsibility for the security and confidentiality of the Data under its control.

e) No Data shall be copied, modified, destroyed or deleted by Contractor other than for normal operation or maintenance
of Saa$S during the Contract period without prior written notice to and written approval by the State.

f) Remote access to Data from outside the continental United States, including remote access to Data by authorized
Saa$S support staff in identified support centers, is prohibited unless approved in advance in writing by:

1) the Agency Information Security Officer, with written notice to the State Chief information Security Officer, or

2) in the absence of an Agency Information Security Officer, the State Chief Information Security Officer.

5. ENCRYPTION: Confidential, sensitive or personal information shall be encrypted in accordance with California State
Administrative Manual 5350.1 and California Statewide Information Management Manual 5305-A.

6. DATA LOCATION: Unless otherwise stated in the Statement of Work and approved in advance in writing by:
1) the Agency Information Security Officer, with written notice to the State Chief Information Security Officer, or
2) in the absence of an Agency Information Security Officer, the State Chief Information Security Officer, the
physical location of Contractor's data center where the Data is stored shall be within the continental United
States.

7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual property rights, in and to Data
shall remain the exclusive property of the State, and Contractor has a limited, non-exclusive license to access and use the Data
as provided to Contractor solely for performing its obligations under the Contract. Nothing herein shall be construed to confer
any license or right fo the Data, including user tracking and exception Data within the system, by implication, estoppel or
otherwise, under copyright or other intellectual property rights, to any third party. Unauthorized use of Data by Contractor or
third parties is prohibited. For the purposes of this requirement, the phrase “unauthorized use’ means the data mining or
processing of data, stored or transmitted by the service, for unrelated commercial purposes, advertising or advertising-related
purposes, or for any other purpose other than security or service delivery analysis that is not explicitly authorized.

8. TRANSITION PERIOD:

a) Unless otherwise stated in the SOW, for ninety (90) days prior to the expiration date of this Contract, or upon notice of
termination of this Contract, Contractor shall assist the State in extracting and/or transitioning all Data in the format
determined by the State (“Transition Period").

b) The Transition Period may be modified in the SOW or as agreed upon in writing by the parties in a contract
amendment.

c) During the Transition Period, SaaS and Data access shall continue to be made available to the State without alteration.
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d)

e)

f)

Contractor agrees to compensate the State for damages or losses the State incurs as a result of Contractor's failure to
comply with this section in accordance with the Limitation of Liability provision set forth in the General Provisions -
information Technology.

Unless otherwise stated in the SOW, the Contractor shall permanently destroy or render inaccessible any portion of the
Data in Contractor's and/or subcontractor’s possession or control following the expiration of all obligations in this
section. Within thirty (30) days, Contractor shall issue a written statement to the State confirming the destruction or
inaccessibility of the State’s Data.

The State at its option, may purchase additional transition services as agreed upon in the SOW.

9, DATA BREACH: Unless otherwise stated in the Statement of Work,

a)

Upon discovery or reasonable belief of any Data Breach, Contractor shall notify the State by the fastest means
available and also in writing, with additional notification provided to the Chief Information Security Officer or designee
of the contracting agency. Contractor shall provide such notification within forty-eight (48) hours after Contractor
reasonably believes there has been such a Data Breach. Contractor's notification shall identify:

1) The nature of the Data Breach;

2) The Data accessed, used or disclosed;

3) The person(s) who accessed, used, disclosed and/or received Data (if known);

4) What Contractor has done or will do to quarantine and mitigate the Data Breach; and

5) What corrective action Contractor has taken or will take to prevent future Data Breaches.
Contractor will provide daily updates, or more frequently if required by the State, regarding findings and actions
performed by Contractor until the Data Breach has been effectively resolved to the State’s satisfaction.
Contractor shall quarantine the Data Breach, ensure secure access to Data, and repair SaaS as needed in accordance
with the SLA. Failure to do so may result in the State exercising its options for assessing damages or other remedies
under this Contract.
Notwithstanding anything to the contrary in the General Provisions - Information Technology, in performing services
under this Contract, and to the extent authorized by the State in the Statement of Work, Contractor may be permitted
by the State to use systems, or may be granted access to the State systems, which store, transmit or process State
owned, licensed or maintained computerized Data consisting of personal information, as defined by Civil Code Section
1798.29 (g). If the Contractor causes or knowingly experiences a breach of the security of such Data, Contractor shall
immediately report any breach of security of such system to the State following discovery or notification of the breach
in the security of such Data. The State's Chief Information Security Officer, or designee, shall determine whether
notification to the individuals whose Data has been lost or breached is appropriate. If personal information of any
resident of California was, or is reasonably believed to have been acquired by an unauthorized person as a result of a
security breach of such system and Data that is not due to the fault of the State or any person or entity under the
control of the State, Contractor shall bear any and all costs associated with the State’s notification obligations and
other obligations set forth in Civil Code Section 1798.29 (d) as well as the cost of credit monitoring, subject to the dollar
limitation, if any, agreed to by the State and Contractor in the applicable Statement of Work. These costs may include,
but are not limited to staff time, material costs, postage, media announcements, and other identifiable costs associated
with the breach of the security of such personal information.
Contractor shall conduct an investigation of the Data Breach and shall share the report of the investigation with the
State. The State and/or its authorized agents shall have the right to lead (if required by law) or participate in the
investigation. Contractor shall cooperate fully with the State, its agents and law enforcement.

10. DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of Work,

a)

In the event of disaster or catastrophic failure that results in significant Data loss or extended loss of access to Data,
Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided
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to the Chief Information Security Officer or designee of the contracting agency. Contractor shall provide such
notification within twenty-four (24) hours after Contractor reasonably believes there has been such a disaster or
catastrophic failure. In the notification, Contactor shall inform the State of:
1) The scale and quantity of the Data loss;
2) What Contractor has done or will do to recover the Data and mitigate any deleterious effect of the Data loss;
and
3) What corrective action Contractor has taken or will take to prevent future Data loss.
4) If Contractor fails to respond immediately and remedy the failure, the State may exercise its options for
assessing damages or other remedies under this Contract.

b) Contractor shall restore continuity of SaaS, restore Data in accordance with the RPO and RTO as set forth in the SLA,
restore accessibility of Data, and repair SaasS as needed to meet the performance requirements stated in the SLA.
Failure to do so may result in the State exercising its options for assessing damages or other remedies under this
Contract.

¢) Contractor shall conduct an investigation of the disaster or catastrophic failure and shall share the report of the
investigation with the State. The State and/or its authorized agents shall have the right to lead (if required by law) or
participate in the investigation. Contractor shall cooperate fully with the State, its agents and law enforcement.

11. EXAMINATION AND AUDIT: In addition to the Examination and Audit provision set forth in the General Provisions -
Information Technology, unless otherwise stated in the Statement of Work:
a) Upon advance written request, Contractor agrees that the State or its designated representative shall have access to
Contractor's SaaS, operational documentation, records and databases, including online inspections, that relate to the
Saa$S purchased by the State.
b) The online inspection shall allow the State, its authorized agents, or a mutually acceptable third party to test that
controls are in place and working as intended. Tests may include, but not be limited to, the following:
1) Operating system/network vulnerability scans,
2) Web application vulnerability scans,
3) Database application vulnerability scans, and
4)  Any other scans to be performed by the State or representatives on behalf of the State.
c) After any significant Data loss or Data Breach or as a result of any disaster or catastrophic failure, Contractor will at its
expense have an independent, industry-recognized, State-approved third party perform an information security audit.
The audit results shall be shared with the State within seven (7) days of Contractor’s receipt of such results. Upon
Contractor receiving the results of the audit, Contractor will provide the State with written evidence of planned
remediation within thirty (30) days and promptly modify its security measures in order to meet its obligations under this
Contract.

12. DISCOVERY: Contractor shall promptly notify the State upon receipt of any requests which in any way might reasonably
require access to the Data of the State or the State's use of the SaaS. Contractor shall notify the State by the fastest means
available and also in writing, with additional notification provided to the Chief Information Security Officer or designee of the
contracting agency, unless prohibited by law from providing such notification. Contractor shall provide such notification within
forty-eight (48) hours after Contractor receives the request. Contractor shall not respond to subpoenas, service of process,
Public Records Act requests, and other legal requests directed at Contractor regarding this Contract without first notifying the
State unless prohibited by law from providing such notification. Contractor agrees to provide its intended responses to the State
with adequate time for the State to review, revise and, if necessary, seek a protective order in a court of competent jurisdiction.
Contractor shall not respond to legal requests directed at the State unless authorized in writing to do so by the State.
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THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR INFRASTRUCTURE AS A SERVICE (laaS) AND PLATFORM AS A
SERVICE (PaaS), AS DEFINED BELOW. THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS -
INFORMATION TECHNOLOGY AND ACCOMPANIED BY, AT MINIMUM, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL
AGREEMENT (SLA). STATE AGENCIES MUST FIRST:

A.
B.

C.

CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5305.5;

CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR TECHNOLOGICAL
APPROACH, IN ACCORDANCE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN;

MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF EACH ACQUISITION.

1. DEFINITIONS:

a.

“Authorized Persons" means the Service Provider's employees, Contractors, subcontractors or other agents who need to access the
State's Data to enable the Service Provider to perform the servicesrequired.

“Data Breach" means the unauthorized access that results in the use, disclosure, destruction, medification, loss or theft of the State's
unencrypted Personal Data or Non-Public Data.

“Individually Identifiable Health Information” means Information that is a subset of health information, including demographic
information collected from an individual, and (1) is created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or condition of an individual; the provision of
health care to an individual; or the past, present or future payment for the provision of health care to an individual;, and (a) that
identifies the individual; or (b) with respect to which there is a reasonable basis to believe the information can be used to identify the
individual.

“Infrastructure-as-a-Service” (laaS) means the capability provided to the consumer is to provision processing, storage, networks and
other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating
systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating
systems, storage, deployed application; and possibly limited control of select networking components (e.g., host firewalls).

“Non-Public Data" means data submitted to the Service Provider's 1aaS or Paa$S Service, other than Personal Data, that is not subject
to distribution to the public as public information. It is deemed to be sensitive and confidential by the State because it contains
information that is exempt by statute, regulation or policy from access by the general public as public information.

“Personal Data" means data submitted to the Service Provider's laaS or PaaS Service that includes information relating to a person
that identifies the person by name and has any of the following personally identifiable information (PH): government-issued
identification numbers (e.g., Social Security, driver's license, passport); financial account information, including account number, credit
or debit card numbers; or protected health information (PHI) relating toa person.

"Platform-as-a-Service” (PaaS) means the capability provided to the consumer to deploy onto the cloud infrastructure consumer-
created or -acquired applications created using programming languages and tools supported by the provider. This capability does not
necessarily preclude the use of compatible programming languages, libraries, services and tools from other sources. The consumer
does not manage or control the underlying cloud infrastructure, including network, servers, operating systems or storage, but has
control over the deployed applications and possibly application hosting environment configurations.

“Protected Health Information” (PHI) means Individually Identifiable Health Information transmitted by electronic media, maintained in
electronic media, or transmitted or maintained in any other form or medium. PHI excludes edtcation records covered by the Family
Educational Rights and Privacy Act (FERPA) as amended, 20 U.S.C. 1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and
employment records held by a covered entity in its role asemployer.

“Security Incident” means the potentially unauthorized access to Personal Data or Non-Public Data the Service Provider believes
could reasonably result in the use, disclosure or theft of the State's unencrypted Personal Data or Non-Public Data within the
possession or control of the Service Provider. A Security Incident may or may not turn into a Data Breach.

“Service Level Agreement” (SLA) means a written agreement between both the State and the Service Provider that is subject to the
terms and conditions in this document that unless otherwise agreed to includes (1) the technical service level performance promises,
(i.e. metrics for performance and intervals for measure), (2} description of service quality, (3) identification of roles and responsibilities,
(4) security responsibilities and notice requirements, how disputes are discovered and addressed, and (6) any remedies for
performance failures.

“Service Provider" means the Contractor, subcontractors, agents, resellers, third parties and affiliates who are providing the services
agreed to under the Contract.
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. “"State Data" means all data created or in any way originating with the State, and all data that is the output of computer processing of or
other electronic manipulation of any data that was created by or in any way originated with the State, whether such data or outputis
stored on the State's hardware, the Service Provider's hardware or exists in any system owned, maintained or otherwise controlled by
the State or by the Service Provider.

m. “State Identified Contact” means the person or persons designated in writing by the State to receive Security Incident or Data Breach
notification.

n. “Statement of Work” (SOW) means a written statement in a Contract that describes the State's service needs and expectations.

2. DATA OWNERSHIP;

The State will own all right, title and interest in State Data that is related to the services provided by this Contract. The Service
Provider shall not access State user accounts or State Data, except (1) in the course of data center operations, (2) in response to
service or technical issues, (3) as required by the express terms of this Contract, (4) at the State's written request or (5) as required by
law.

3. DATAPROTECTION:

Protection of personal privacy and data shall be an integral part of the business activities of the Service Provider to ensure there is no
inappropriate or unauthorized use of State information at any time. To this end, the Service Provider shall safeguard the
confidentiality, integrity and availability of State information within its control and comply with the following conditions:

a. In addition to the Compliance with Statues and Regulations provisions set forth in the General Provisions — Information Technclogy,
the Service Provider shall comply as required with:

i. The California Information Practices Act (Civil Code Sections 1798 et seq).
ii. NIST Special Publication 800-53 Revision 4 or its successor.
ii. Privacy provisions of the Federal Privacy Act of 1974.

b. All State Data obtained by the Service Provider within its control in the performance of this Contract shall become and remain the
property of the State.

c. Unless otherwise set forth in the SOW and/or SLA, Personal Data and Non-Public Data shall be encrypted at rest, in use, and in
transit with controlled access. The SOW and/or SLA will specify which party is responsible for encryption and access control of the
State Data for the service modet under Contract. If the SOW and/or SLA and the Contract are silent, then the State is responsible for
encryption and access control.

d.  Unless otherwise set forth in the SOW and/or SLA, it is the State's responsibility to identify data it deems as Non-Public Data to the
Service Provider. The level of protection and encryption for all Non-Public Data shall be identified and made a part of this Contract.

e. Atno time shall any Personal Data and Non-Public Data or processes — which either belong to or are intended for the use of State or
its officers, agents or employees — be copied, disclosed or retained by the Service Provider or any party related to the Service
Provider for subsequent use in any transaction without the express written consent of the State except as permitted in Section 2
above.

f.  (For PaaS Only) Encryption of Data at Rest: The Service Provider shall ensure hard drive encryption consistent with validated
cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic Modules for all Personal Data and
Non-Public Data, unless the Service Provider presents a justifiable position approved by the State that Personal Data and Non-Public
Data must be stored on a Service Provider portable device in order to accomplish work as defined in the SOW and/or SLA.,

4, DATA LOCATION:

The Service Provider shall provide its services to the State and its end users solely from data centers in the continental United States,
Storage of State Data at rest shall be located solely in data centers in the continental United States. The Service Provider shall not
allow its personnel or contractors to store State Data on portable devices, including personal computers, except for devices that are
used and kept only at its U.S. data centers. The Service Provider shall permit its personnel and contractors to access State Data
remotely only as required to provide technical user support or other customer support. The Service Provider may provide technical
user support or other customer support on a 24/7 basis using a Follow the Sun model, unless otherwise prohibited in this Contract.

5. SECURITY INCIDENT OR DATA BREACH NOTIFICATION:
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The Service Provider shall inform the State of any Securily Incident or Data Breach related lo Stale Dala within the possession or
control of the Service Provider and related to the service provided under this Contract.

a. Security Incident Reporting Requirements: Unless otherwise set forth in the SOW and/or SLA, the Service Provider shall promptly
report a Security Incident related to its service under the Contract to the appropriate State Identified Contact as defined in the SOW
and/or SLA.

b. Breach Reporting Requirements: If the Service Provider has actual knowledge of a confirmed Data Breach that affects the security of
any State Data that is subject to applicable Data Breach notification law, the Service Provider shall (1) promptly notify the appropriate
State Identified Contact within 24 hours or sooner, unless otherwise required by applicable law, and (2) take commercially reasonable
measures to address the Data Breach in a timely manner.

c. (For PaaS Only) Incident Response: The Service Provider may need to communicate with outside parties regarding a Security
Incident, which may include contacting law enforcement, fielding media inquiries and seeking external expertise as mutuaily agreed
upon, defined by law or contained in the contract. Discussing Security Incidents with the State should be handled on an urgent as-
needed basis, as part of Service Provider communication and mitigation processes as mutually agreed, defined by law or contained in
the Contract.

6. DATA BREACH RESPONSIBILITIES:

This section only applies when a Data Breach occurs with respect to Personal Data and/or Non-Public Data within the possession or
control of a Service Provider and related to service provided under this Contract.

a. The Service Provider, unless otherwise set forth in in the SOW and/or SLA, shall promptly notify the appropriate State ldentified
Contact within 24 hours or sooner by telephone, unless shorter time is required by applicable law, if it confirms that there is or
reasonably believes that there has been a Data Breach. The Service Provider shall (1) cooperate with the State as reasonably
requested by the State to investigate and resolve the Data Breach; (2) promptly implement necessary remedial measures, if
necessary, and (3) document responsive actions taken related to the Data Breach, including any post-incident review of events and
actions taken to make changes in business practices in providing the services, if necessary.

b.  Service Provider will provide daily updates, or more frequently if required by the State, regarding findings and actions performed by
Service Provider to the State Identified Contact until the Data Breach has been effectively resolved to the State's satisfaction.

c. Service Provider shall quarantine the Data Breach, ensure secure access to Data, and repair laaS and/or PaaS as needed in
accordance with the SOW and/or SLA. Failure to do so may result in the State exercising its options for assessing damages or other
remedies under this Contract.

d.  Unless otherwise set forth in the SOW and/or SLA, if a Data Breach is a direct result of the Service Provider's breach of its Contract
obligation to encrypt Personal Data and/or Non-Public Data or otherwise prevent its release, the Service Provider shall bear the costs
associated with (1) the investigation and resolution of the Data Breach; (2) notifications to individuals, regulators or others required by
State law; (3) a credit monitoring service required by State (or Federal) law; (4) a website or a toli-free number and call center for
affected individuals required by State law; and (5) complete all corrective actions as reasonably determined by the Service Provider
based on root cause; all [(1) through (5)] subject to this Contract’s Limitation of Liability provision as set forth in the General
Provisions — Information Technology.

7. NOTIFICATION OF LEGAL REQUESTS:

Unless otherwise required by law, the Service Provider shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State's Data under this Contract, or which in any way might reasonably
require access to State's Data. The Service Provider shall not respond to subpoenas, service of process and other legal requests
related to the State without first notifying the State, unless prohibited by law from providing such notice. Unless otherwise required by
law, Service Provider agrees to provide its intended responses to the State with adequate time for the State to review, revise and, if
necessary, seek a protective order in a court of competent jurisdiction. Service Provider shall not respond to legal requests directed at
the State unless authorized in writing to do so by the State.

8. DATA PRESERVATION AND RETRIEVAL.:

a.  For ninety (90) days prior to the expiration date of this Contract, or upon notice of termination of this Contract, Service Provider shall
assist the State in extracting and/or transitioning all State Data in the format determined by the State ("Transition Period”).

b.  The Transition Period may be modified in the SOW and/or SLA or as agreed upon in writing by the parties in a Contract amendment.
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¢.  During the Transition F’eriod, laaS and/or PaaS and State Data access shall continue to be made available to the State without
alteration.

d.  Service Provider agrees to compensate the State for damages or losses the State incurs as a result of Service Provider's failure to
comply with this section in accordance with the “Limitation of Liability” provision set forth in the General Provisions - Information
Technology.

e. The State at its option, may purchase additional transition services as agreed upon in the SOW and/or SLA.

f.  During any period of suspension, the Service Provider shall not take any action to intentionally erase any State Data.

g. The Service Provider will impose no additional fees for access and retrieval of State Data by the State during the Transition Period.

h.  After termination of the Contract and the prescribed retention period, the Service Provider shall securely dispose of all State Data in all
forms. State Data shall be permanently deleted and shall not be recoverable, according to NIST-approved methods. Certificates of

destruction shall be provided to the State.

9. BACKGROUND CHECKS:

As permitted or required by law, the Service Provider shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the Contract who have been convicted of any crime of dishonesty, including but not limited to
criminal fraud, or otherwise convicted of any felony or any misdemeanor offense for which incarceration for up to 1 year is an
authorized penalty. The Service Provider shall promote and maintain an awareness of the importance of securing the State's
information among the Service Provider's employees and agents.

10. ACCESS TO SECURITY LOGS AND REPORTS:

a. (For laaS Only) Upon request, the Service Provider shall provide reports to the State directly related to the infrastructure the Service
Provider controls upon which the State account resides. Unless otherwise agreed to in the SLA, the Service Provider shall provide the
State a history of all Application Program Interface (API) calls for the State account that includes the identity of the API caller, the time
of the API call, the source IP address of the AP caller, the request parameters and the response elements returned by the Service
Provider. The report will be sufficient to enable the State to perform security analysis, resource change tracking and compliance
auditing.

b.  (For PaaS Only) Upon request, the Service Provider shall provide reports to the State in a format as specified in the SOW and/or SLA
and agreed to by both the Service Provider and the State. Reports will include latency statistics, user access, user access IP address,
user access history and security logs for all State files related to this Contract.

c. The Service Provider and the State recognize that security responsibilities are shared. The Service Provider is responsible for
providing a secure infrastructure. The State is responsible for its secure guest operating system, firewalls and other logs captured
within the guest operating system. Specific shared responsibilities are identified within the SOW and/or SLA.

11. CONTRACT AUDIT:

The Service Provider shall allow the State to audit conformance to the Contract terms. The State may perform this audit or Contract
with a third party at its discretion and at the State's expense.

12. DATA CENTER AUDIT:

The Service Provider shall undergo an annual Statement on Standards for Attestation Engagements (SSAE) No. 16 Service
Organization Control (SOC) 2 Type Il audit of its data centers, or its successor at its own expense. The Service Provider shall provide
a redacted version of the audit report and Contractor’s plan to correct any negative findings upon request. The Service Provider may
remove its proprietary information from the redacted version.

13. CHANGE CONTROL AND ADVANCE NOTICE:

The Service Provider shall give advance notice (as agreed to by the parties and included in the SOW and/or SLA) to the State of any
upgrades (e.g., major upgrades, minor upgrades, system changes) that is expected to materially and negatively impact service
availability and performance, as well as any planned downtime for such upgrades. A major upgrade is a replacement of hardware,
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14.

15.

16.

17.

18.

19.

software or firmware ware with a newer or better version in order to bring the system up to date or to improve its characteristics. It
usually includes a new version number. Service Provider may change the features and functionality of the services, without degrading
them, to make improvements, address security requirements and comply with changes in law.

SECURITY PROCESSES:

The Service Provider shall disclose its non-proprietary security processes and technical limitations to the State such that adequate
protection and flexibility can be attained between the State and the Service Provider. The State and the Service Provider shall
understand each other's roles and responsibilities, which shall be set forth in the SOW and/or SLA.

IMPORT AND EXPORT OF DATA:

The State shall have the ability to import or export data in whole or in part at its discretion without interference from the Service
Provider. This includes the ability for the State to import or export data to or from other Service Providers.

RESPONSIBILITIES AND UPTIME GUARANTEE:

The Service Provider shall be responsible for the acquisition and operation of all hardware, software and network support related to
the services being provided. The technical and professional activities required for establishing, managing and maintaining the
environment are the responsibility of the Service Provider. The system shall be available 24/7/365 (with agreed-upon maintenance
downtime), and shall provide service to customers as defined in the SOW and/or SLA.

RIGHT TO REMOVE INDIVIDUALS:

The State shall have the right at any time to require the Service Provider remove from interaction with State any Service Provider
representative who the State believes is detrimental to its working relationship with the Service Provider. The State shall provide the
Service Provider with notice of its determination, and the reasons it requests the removal. The Service Provider shall not assign the
person to any aspect of the Contract or future work orders without the State's consent.

BUSINESS CONTINUITY AND DISASTER RECOVERY:

The Service Provider shall provide a business continuity and disaster recovery plan and shall ensure that it achieves the State's
Recovery Time Objective (RTO), as agreed to by the parties and set forth in the SOW and/or SLA.

WEB SERVICES:

(For PaaS Only) The Service Provider shall use Web services exclusively to interface with State Data in near real time when possible,
or as mutually agreed in the SOW and/or SLA.
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VP, Americas Channel Sales
917-991-4646

tpallas@ paloaltonetworks.com
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IBM Credit LLC
Lease/Purchase Master Agreement
For State and Local Government

Lease/Purchase Master Agreement No: 076554500G

This Lease/Purchase Master Agreement For State and Local Gavernment ("Agreement”) covers the terms and conditions under which
1BM Credit LLC will finance various charges.

This Agreement and Its applicable Supplements and Addenda along with any required documents that reference this Agreemant or a
Supplement and which are listed In the applicable Supplement, are the complete agreement regarding the Financing Transactlons and
replace any prior oral or written communications between both parties. Any addenda to this Agreement or an applicable Supplement
(“Addenda”) must be agreed to in writing by both Lessee and Lessor. Any attachment to this Agreement or an applicable Supplement
("Attachment’) must be referenced in such Agreement or Supplement. If there Is a conflict of terms among the documents, the arder of
precedence will be as follows: (a) Attachments or Addenda to the Supplemenl, (b) Supplement, (c) Altachments or Addenda to the
Agreement, (d) thls Agreement.

By signing below, both parties agree to the terms of this Agreement. Cnce signed, any reproduction of this Agreement or a Supplement
made by reliable means (for example, photocopy or facsimile) is corisldered an original.

Part 1 - Definitions
The following terms will have the meanings Indicated below unless the context clearly requires otherwise:
“Agresment” means this Lease/Purchase Master Agreement.

“Commencemeant Date” is the date when the term of a Financing Transaction and Lessee's obligation to pay Lease Payments for
such Financing Transaction commence, which date shall be set forth in each Lease/Purchase Supplement.

“Equipment” means, collectively, the equipment lease/purchased pursuant to this Agreement, and with respec! to each
Lease/Purchase Supplement, the equipment described In each Lease/Purchase Supplement, and all repalrs, restorations,
modifications and Improvements thereof or thereto made pursuant to Section 8.1 or Part 8.

“Event of Default” is defined In Section 13.1.

“Flnanced Iltems” means any software program licenses, maintenance, services, and other one-ime charges lo be
lease/purchased pursuant to this Agreement, and with respect 1o each Lease/Purchase Supplement, such items described therein,

“FInancing Transaction” means the lease/purchase transaction for Property set forth in any Lease/Purchase Supplement entered
Into pursuant this Agreement,

“L ease/Purchase Supplement” or “Supplement” means a Lease/Purchase Supplement in the form attached hereto.

“Lease Payments” means the Lease Payments payable by Lessee under Part 6 of ihis Agreement and with respect to each
Lease/Purchase Supplement, the Payment Amounts set forth In each Lease/Purchase Supplement in Exhibit 1 thereto.

“sase Payment Dates” means the dates for the Lease Payments as set forth in the Payment Schedules for each Lease/Purchase
Supplement.

“Lease Term" means, with respect to a Financing Transaction, the Original Term and alt Renewal Terms, The Lease Term for each
Financing Transaclion entered into hereunder shall be set forth in a Lease/Purchase Supplement, as provided in Section 4.2.

“Lagsee” or “Customer” means the entity identified as such on the signature line below, and its permitted successors and assigns.
“Lesgor” means the entity identified as such on the signature line below, and Its successars and assigns.
“Nonappropriation Event"” is defined In Saction 6.6,

“Original Term” means, with respect to a Financing Transaction, the period from the Commancement Date untij the end of the
budget year of Lessee in effact at the Commencement Date.

“payment Schedule” means, with respect to a Financing Transaction, one or more schedules of lease payments for the Qriginal
Term and all Renewal Terms that Indicates the Payment Due Date, the Lease Payment, the Interest Component and the
Prepayment Price as set forth in each Payment Schedule.

"Property” means, collectively, the Equipment and Financed lfems lease/purchased pursuant to this Agreement, and with respect
to each Lease/Purchase Supplement, the Equipment and Financed Items described In such Lease/Purchase Supplement,

“Purchase Price” means the amount that Lessee may, in lts discretion, pay to Lessor to purchase the Property under a
Lease/Purchase Supplement, as provided in Saction 11.1 and as set forth In the Lease/Purchase Supplement.

“Renewal Terms" means the renewal terms of a Financing Transaclion, each having a duration of one year and a term cosxtensive
with Lesses's budget year,

“State” means the state or commonwealth where Lassee is located.
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“Supplier” means International Business Machines Corporation “IBM", or any other manufacturer, vendor or provider of the
Property leased/purchased by Lessee.

Part 2 - Separate Financings

Each Supplement executed and delivered under this Agreament shall be a separate financing, distinct from other Supplements. Without
limiting the foregoing, upon the occurrence of an Event of Defaull or a Nonapproprlation Event with respect to a Supplement, Lassor
shall have the righls and remedies specified herelin with respect to the Property financed and the Lease Payments payable under such
Supplement, and except as expressly provided In Section 12.2 below, Lessor shall have no rights or remedies with respect to Properly
financed or Lease Payments payable under any other Supplements unless an Event of Default or Nonappropriation Event has also
occurrad under such other Supplements.

As of the Commencement Date for each Supplement executad and delivered hereunder, Lessee shall be deemed to represent,
covenant and warrant for the benefit of Lessor as follows:

a. Lesses [s a public body corporate and politic duly organized and exlsting under the constitution and laws of the State with full power
and authorlty to enter Into this Agreemant and the Supplement and the lransactions contemnplated thereby and to perform all of its
obligations thereunder. Lessee has a substantial amount of one or more of the following sovereign powers: (i) the power to tax, (ii) the
power of eminent domain, and (lii) the police power.

b. Lassee will do or cause to be done all things necessary to preserve and keep in full force and effect its existence as a body corporate

and politle. To the extent Lessee should merge with another entity under the laws of the State, Lessee agrees thal as a condition to such

rgtergar it will require that the remaining or resulting entlty shall be assigned Lessee's rights and shall assume Lessee's obligations
ereunder.

¢. Lessae has'bean duly authorized to execute and deliver this Agreement and the Supplement by proper action by its governing body,
or by other appropriate official approval, and all requirements have been met and procedures have occurred in order to ensure the
valldity and enforceabllity of this Agreement and the Supplement, and Lessee has complied with such public bidding requirements as
may be applicable to this Agreement and the Supplement and the acquisition by Lessee of the Property thereunder. On or before the
Commencement Date, Lessee shall cause to be execuled an Opinion of Lessee's Counsal in substantially the form altached to the form
of the Supplement as Exhiblt 2 and a Lessee's Certificate in substantially the form attached to the form of the Supplement as Exhibit 3.

d. During the Lease Term for the Supplement, the Properly thereunder will perform and will be used by Lessee only for the purpose of
performing essential governmental uses and public functions within the permissible scope of Lessee's authority.

e. Lessee will provide Lessor with current financial statements, budgets and proof of appropriation for the anéuing budget year and
ofher financlal information relating to the ability of Lessaa to conlinue this Agreament and the Supplement in such form and containing
such Information as may be requested by Lessor.

f. Lessee will comply with all applicable provisions of the Internal Revenue Code of 1986, as amended (the "Code"), including Sections
103 and 148 thereof, and the reguiations of the Treasury Departmant thereunder, from time to time proposed or In effect, in order lo
maintain the excludability from gross income for federal income tax purposes of the interest component of Lease Payments under the
Supplement and will nof use or permit the use of the Property in such a manner as to cause a Supplemant to be a "privale activily
bond® under Section 141(a) of the Cade. Lessee covenants and agrees that no part of the proceeds of the Supplement shall be invested
In any securilies, obligations or other investments except for the temporary perlod pending such use nor used, at any time, diractly or
indirectly, In a manner which, If such use had been reasonably anticipated on the date of Issuance of the Agreement, would have
caused any portion of the Supplement to be or become "arbitrage bonds” within the meaning of Section 103(b)(2) or Section 148 of the
Code and the regulations of the Treasury Department thereunder proposed or in effect at the time of such use and applicable to
obligations issued on the date of issuance of the Supplement,

g. The execution, delivery and performance of this Agreement and the Supplement and compliance with the provisions hereof and
thereof by Lessee does not conflict with, or result In a violation or breach or constitute a defaull under, any resolution, bond, agreemant,
indenture, mortgage, note, lease of, or other Instrument to which Lessee is a parly or by which it is bound by any law or any rule,
regulation, order or decree of any courl, governmental agency or bady having jurlsdiction over Lessee or any of its aclivities or
properties resulting In the creation or imposition of any lien, charge of other security interest or encumbrance of any nature whatsoever
upon any property or assets of Lessee or to which it is subject,

h. Lessee's exact logal name is as set forth on the first page of this Agreement. Lessee will not change its legal name in any respect
withoul giving thirty (30) days' prior notice to Lessor.

Part4 - The Transactlons

4.1 Lease of Property, On the Commencement Date of each Financing Transaction executed in the Supplement hereunder, Lessor

will be deemed to demise, lease and let to Lessee, and Lessee will be deemed to rent, lease and hire fram Lassor, the Prapanz

gescﬂbed in such Supplement, In accordance with this Agreement and such Supplement, for the Lease Term sel forth in suc
upplemant.
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4.2 Lease Tarm, The term of each Financing Transaction shall commence on the Commencement Date set forth in the Cerlificate of
Acceplance and shall terminate upon payment of the final Lease Payment set forth In such Payment Schedule and the exearcise of the
Deemed Purchase described In Section 11.1, unless terminated sooner pursuant to this Agraement or the Supplement.

4.3 wmmmwmmm Lessee shall order the Properly, shall cause the Property to be delivered and
installed at the locations specified in the applicable Supplement, and shall pay all taxes, delivery costs and installation costs, if any, In
connection therewith. To the extent funds are deposited under an escrow agreement for the acquisition of the Property, such funds shall
be disbursed as provided therein. When the Property described in such Supplement is delivered, installed and accepled as to Lessea's
specifications, Lessee shall immediately accept the Property and evidence said acceptance by executing and delivering to Lessor the

Certificate of Acceplance substantially in the form attached to the Supplement.

4.4 Assignment to Lessor, With respecl to Property, Lessae assigns for securily purposes lo Lessor, effactive upon Lessor signing the

Supplement, Its right to purchase the Property from Its Supplier. Although Lessar shall have the obligation to pay the Supplier for the

Property, not to exceed the principal amount set forth in the Supplement, title to the Property shall pass directly from Supplier to Lessee

subject to Lessor's right under Section 7.3 hereunder, or unless otherwise provided. All other rights and obligations as defined in the

agreement between Lessee and Lessee's Supplier governing lhe purchase of the Property (“Purchase Agreement’) shall remain with

kassee. Lessee represents that It has reviewed and approved the Purchase Agreement. Lessor will not modify or rescind the Purchese
greement.

4,5 Credit Review, For each Financing Transaction, Lesses consents 1o a reasonable credit review by Lessor.
Part5 - £ ts

51 Enjoyment of Property, Lessee shall during the Lease Term peaceably and quielly have, hold and enjoy the Property, without suit,
troubla or hindrance from Lessor, except as expressly set forth in this Agreement. Neltner Lessor nor Its successors or assigns shall
interfere with such quist use and enjoyment during the Lease Term so long as Lessee Is not in default under the subject Supplement.

8.2 Locatlon: Inspection, The Property will be initially located or based at the location specified in the applicable Supplement. Upon
reasonable advance request, Lessee agrees to allow Lessor to inspect the Equipment and its maintenance records during Lessae's
narmal business haurs, subject to Lessee's reasonable securily procadures, Lesses will affix to the Equipment any identifying labels
supplied by Lessor indicating ownership.

Part 6 « Payments

6.1 Lease Payments to e a Current Expanse of Lessga, Lessor and Lessee understand and intend that the obligation of
Lessee to pay Lease Payments hereunder shall constilute a current expense of Lessee and shall not in any way be consirued lo be a
debt of Lessee in contravention of any applicable constitutlonal, statutory or charter limitation or requirernent concerning the creation of
indebledness by Lessee, nor shall anything contained hereln constilute a pledge of the failh and credit or taxing power of Lessee. Upon
the appropriation of Lease Payments for a fiscal year, the Lease Payments for said fiscal year, and only the Lease Payments for said
clf:[rant fiscal year, shall be a binding obligation of Lessee; provided that such abligation shall not include a pledge of the taxing power
of Lessee.

6.2 Payment of Lease Payments, Lessea shall promplly pay Lease Payments under each Supplement, exclusively from legally
avallable funds, in lawful money of the Unlted States of America, to Lessor in such amounts and on such dates as described in the
applicable Payment Schedule, at Lessor's address set forth as the “remit 10" address In the Involce, unless Lessor Inslrucls Lessee
otherwise. Lessee shall pay Lessor a charge on any delinquent Lease Payments in an amount sufficiant to cover all additional costs and
expenses Incurred by Lessor from such delinquent Lease Payment. In addllion, Lessee shall pay a late charge of five cants per dollar
or the highest amount permilted by applicable law, whichever is lower, on all delinquent Lease Paymenis and interest on said
delinquent amounts from the date such amounts were due until paid at the rate of 12% per annum or the maximum amount permitted
by law, whichever is less.

6.3 Interest Component. A portion of each Lease Payment due under each Supplement |s paid as, and represents payment of,
interest, and each Supplement hereunder shall set forth the interest component (or method of computation thereof) of each Lease
Payment thereunder during the Lease Term.

6.4 Leage Payments to ba Unconditional, SUBJECT TO SECTION 6.6, THE OBLIGATIONS OF LESSEE TO PAY THE LEASE
PAYMENTS DUE UNDER THE SUPPLEMENTS AND TO PERFORM AND OBSERVE THE OTHER COVENANTS AND
AGREEMENTS CONTAINED HEREIN SHALL BE ABSOLUTE AND UNCONDITIONAL IN ALL EVENTS WITHOUT ABATEMENT,
DIMINUTION, DEDUCTION, SET-OFF OR DEFENSE, FOR ANY REASON, INCLUDING WITHOUT LIMITATION, ANY DEFECTS,
MALFUNCTIONS, BREAKDOWNS OR INFIRMITIES IN THE PROPERTY OR ANY ACCIDENT, CONDEMNATION OR UNFORESEEN
CIRCUMSTANCES. THIS PROVISION SHALL NOT LIMIT LESSEE'S RIGHTS OR ACTIONS AGAINST ANY SUPPLIER AS
PROVIDED IN SECTION 10.2,

6.5 Continuatlon of Lease by Lesses. Lessee Intends to continue all Supplements enterad into pursuant to this Agreement and to pay

the Lease Payments thersunder. Lessee reasonably belleves that legally avallable funds In an amount sufficient to make all Lease

Payments during the term of all Supplements can be obtalned. Lessee agrees thal during the budgeting pracess for each budget year

::s glaﬂ‘ will provide to the governing body of Lessee notification of any Lease Payments dus under the Supplements during the following
udget year.
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6.6 Nonapproprlation. If, during the then current Original Term or Renewal Term, sufficient funds are not appropriated lo make Lease
Payments required under a Supplemant for the following fiscal year, Lesses shall be deemed to not have renewed such Supplement for
the following fiscal year and the Supplement shall terminate al the and of the then current Original Term or Renewal Term and Lessee
shall not be obligated lo make Lease Payments under sald Supplement beyond the then current fiscal year for which funds have been
appropriated. Upon the accurrence of such nonappropriation (a "Nonappropriation Event') Lessee shall, no later than the end of the
fiscal year for which Lease Payments have been appropriated, deliver possession of the Proparty under sald Supplement 10 Lessor. If
Lessee fails to deliver possession of the Property to Lessor upon lermination of sald Supplement by reason of a Nonappropriation
Evenl, the terminalion shall nevertheless be effective but Lessee shall be rasponsible for the payment of dama?aa In an amount equal
to the portion of Lease Payments thereafter coming due that ia attributable to the number of days after the termination during which the
Lessee fails to deliver possession and for any other lass suffered by Lessor as a result of Lessee's failure lo deliver possession as
required, In the event of a Nonappropriation Event under a Supplement, Lessee shall cease use of all software financed or acquired
under the applicable Supplement and shall confirm and state In writing to Lessor that it has: (1) deleted or disabled ell files and coples
of the software from the equipment on which It was Installed; (2) returned all software documentation, training manuals, and physical
media on which the software was delivered; and (3) has no ability to use the returned software. Lessor may, by written instructions ta
any escrow agent who s holding proceeds of the Supplement, instruct such escrow agent to release all such proceeds and any
eamings thereon 1o Lessor, such sums to be credited to Lessee's obligations under the Supplement and this Agreement. Lassee shall
notify Lessor In writing within seven (7) days atter the fallure of the Lesses to appropriate funds sufficient for the payment of the Lease
Payments, but failure to provide such notica shall not operate to extend the Lease Term or result in any liability to Lessea. In the event
of such nonappropriation, upon request from Lessor, Lessee agraes o provide in a timely manner, written evidence of such
nonappropiation, a copy of the fiscal year budget in which such nonapproprialion occurred and any other related documentation
reasonably requested by Lessor.

- ' ri

7.1 Title to the Property. Upon acceptance of the Equipment by Lessee and unless otherwise required by the laws of the State, tille lo
the Equipment shall vest directly in Lessee from the Supplier, subject to Lessor's interests under the applicable Supplement and this
Agresment, Software thet the Lessee acquires fram the Supplier and finances with Lessor remains the property of the licensor.
Ownership of the software is governed by the license agraement between the licensor and the Lessee and is not affected by this
Agreement.

7.2 Personal Property, Tha Equipment is and will remain personal property and will not be deemed to be affixed to or a part of the real
estate on which It may be situated, notwithstanding that the Equipment or any part thereof may be or hereafter become In any manner

physically affixed or attached to real estate or any building thereon. If requested by Lessor, Lessee will, at Lessee's expense, furnish a
waiver of any interest In the Equipment from any party having an Interest in any such real estate or building.

7.3 Security Interest, To the extent permitled by law and to secure the performance of all of Lessee's obligations under this Agreement
with respect fo a Supplement, including without limitation all Supplements now exisling or hereafter executed, Lessee grants lo Lessor,
for the benefit of Lessor and its successors and assigns, a security interest constituting a first lien on Lessee's interest In all of the
Equipment under the Supplement, whether now owned or hereafter acquired, all additions, allachments, alterations and accessions to
the Equipment, all substitutions and replacements for the Equipment, and on any proceeds of any of the foregolng, including insurance
proceeds. Lessee shall execute any additional documents, including financing statements, affidavits, notlces and simllar Instruments, in
form and substance satisfactory to Lessar, that Lessor deems necessary or appropriate to establish, malntain and perfect a securily
interest in the Equipment in favor of Lessor and ifs succassors and assigns. Lessee hereby authorizes Lessor ta file all financing
statements that Lessor deems necessary or appropriate 1o establish, maintain and perfect such security interest,

Part 8 - Maintenance and Ancillary Charges

8.1 Malntenance of Equlpment by Lesses, Lessee shall keep and maintain the Equipment in good condition and working order and
in compliance with the manufacturer's specifications, shall use, operate and malntain the Equipment in conformity with all laws and
regulations concerning the Equipment's ownership, possession, use and maintenance, and shall keep the Equipment free and clear of
all liens and claims, other than those created by this Agreement. Lessee shall have sole responsibility to maintain and repair the
Equipment. Should Lessee fall to maintain, preserve and keep the Equipment in good repalr and working order and In accordance with
manufacturer's specifications, and if requested by Lessor, Lessee will enler into maintenance contracts for the Equipment in form
approved by Lessor and with approved providers.

8.2 Llens. Taxes. Other Governmental Charges and Utllity Charges. Lessee shall keep the Property free of all levies, liens and
encumbrances, except for the interest of Lessor under this Agreement. The parties to this Agreemant contemplate Ihat the Property will
be used for a gavarnmental or proprietary purpose of Lessee and, therefore, that the Property will be exempt from all property texes. The
Lease Payments payable by Lessee under this Agreement and the Supplements hereunder have been established to reflect the
savings resulting fram this exemption from taxation. Lessee will take such actions necessary under applicable law to obtain said
exemption, Nevertheless, if the use, possession or acquisition of the Property is determined lo be subject to taxation or later becomes
subject to such taxes, Lessee shall pay when due all taxes and governmental charges lawfully assessed or levied against or with
respect to the Property. Lessee shall pay all gas, water, steam, elactricity, heat, power, telephone, utility and other charges incurred in
the operation, maintenance, use, accupancy and upkeep of the Properly. Lessee shall pay such taxes or charges as the same may
become due; provided that, with respect to any such taxes or charges that may lawfully be paid in instaliments over a period of years,
léeaaea shall be obligated ta pay only such installments as accrue during the then curranl fiscal year of lhe Lease Term for such
roparty.
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8.3 Insurance, At its own expense, Lessee shall maintain (a) casualty insurance insuring the Property against loss or damage by fire
and all other risks coverad by the standard extended coverage endorsement then in use in the State and any other risks reasonably
required by Lessor in an amount equal to at least the outstanding principal component of Lease Payments, and (b) liability insurance
thai protects Lessor from liability in all evants In an amount reasonably acceptable to Lessor, and (c) worker's compensation Insurance
covering all employees working on, In, near or about the Properly; provided that Lessee may self-insure against all such risks. All
insurance proceeds fram casually losses shall be payable as hereinafter provided In this Agreement. All such Insurance shall be with

insurers that are authorized lo issue such insurance in the State. All such liability insurance shall name Lessor as an addillonal insured.

All such casually insurance shall contaln a provision making any losses payable to Lessor and Lessee as their respeclive Interasis may
appear, All such insurance shall contain a provision to the effect that such insurance shall not be canceled or modified without first glving
written notice thereof o Lessor and Lessee at [east thirty (30) days in advance of such cancellation or modification, Such changes shall
not become effective without Lessor's prior written consent, Upon Lessar's request, Lessee shall, within thirly (30) days of such request,
furnish to Lessor, for each Supplement, certificates evidencing such coverage, or, if Lessee self-insures, a wrilten doscription of its
self-Insurance program together with a certification from Lessee's risk manager or insurance agent or consullant to the effect that
Lessee's salf-insurance program provides adequate coverage against the risks listed above,

8.4 Advances. In the event Lessee shall fall to either maintain the insurance required by this Agreament or keep the Property In good
repair and working order, Lessor may, but shall ba under no obligation to, purchase the required insurance and pay the cost of the
premiums thereof or maintain and repair the Property and pay the cost thereof. All amounis so advanced by Lessor shall constitute
additional rent for the Lease Term for the Supplement for which the Property is under and shall be due and payable on the next Lease
Payment Date and Lessee covenants and agrees o pay such emounts so advanced by Lessor with interest thereon from the date such
amounts are advanced until pald at the rate of 12% per annum or the maximum amount permitted by law, whichever is less,

P - Los

9.1 Damage or Destruction, If (a) the Property under a Supplement or any portion thereof is destroyed, in whole or in part, or is
damaged by fire or other casually, or (b) litle to, or the temporary use of, the Property under a Supplement or any part thereof shall be
taken under the exerclse or threat of the power of eminent domain by any governmental body or by any person, firm or corporalion
acting pursuant to governmental authority, Lessor and Lessee will cause the Net Proceeds (as hereinafter defined) of any insurance
claim, condemnation award or sale under threat of condemnation to be applied lo the prompt repair, restoration, modification or
improvement of the Properly, unless Lessee shall have exercised its oplion to purchase Lassor's interest in the Property if the
Supplement so provides. Any balance of the Net Proceeds remaining after such work has been completed shall be pald to Lessee and
applied to the next Lease Payments coming due on the Supplement. For purposes of Section 8.3 and this Part 9, the term "Net
Proceeds” shall mean the amount remaining from the gross praceeds of any insurance claim, condemnation award or sale under threat
of condemnation after deducting all expenses, including attornays' fees, incurred in the collection thereof,

9.2 Insufficlency of Net Progeeds, If the Net Proceeds are insufficient to pay in full the cost of any repair, restoration, modification or
improvement referred to in Section 8.1, Lesses shall (a) complete such repair, restoration, modification or improvement and pay any
costs thereof In excess of the amount of the Net Proceeds and, if Lessee shall make any payments pursuant to this Section, Lessee
shall not be entitled to any reimbursement therefor from Lessor nor shall Lessee be entitled to any diminution of the amounts payable
under Seclion 6.2; or (b) exercise its option to purchase Lassor's interest in the Property pursuant to the optional purchase provisions
of the Supplement, If any. The amount of the Net Procseds, if any, remaining after completing such repair, restoration, modification or
improvement or after such purchase may be retained by Lessee.

Part 10 - Wanianties: Use of Equipment and/or Financed ltems

101 Digclaimer of Warranties, LESSOR MAKES NO (AND SHALL NOT BE DEEMED TO HAVE MADE ANY) WARRANTIES,
EXPRESS OR IMPLIED, AS TO ANY MATTER WHATSOEVER, INCLUDING, WITHOUT LIMITATION, THE DESIGN, OPERATION OR
CONDITION OF, OR THE QUALITY OF THE MATERIAL, EQUIPMENT OR WORKMANSHIP IN, YHE PROPERTY, ITS
MERCHANTABILITY OR ITS FITNESS FOR ANY PARTICULAR PURPOSE, THE STATE OF TITLE THERETO OR ANY COMPONENT
THEREOF, THE ABSENCE OF LATENT OR OTHER DEFECTS (WHETHER OR NOT DISCOVERABLE), AND LESSOR HEREBY
DISCLAIMS THE SAME; IT BEING UNDERSTOOD THAT THE PROPERTY IS LEASED TO LESSEE "AS IS" ON THE DATE OF THIS
AGREEMENT OR THE DATE OF DELIVERY, WHICHEVER IS LATER, AND ALL SUCH RISKS, IF ANY, ARE TO BE BORNE BY
LESSEE. Lessee acknowledges that It has made (or wlll make) the selaction of the Property from the Supplier based on its own
Judgment and expressly disclaims any relilance upan any statements or representations made by Lessor, Lessee understands and
agrees that (a) neither the Suppller nor any sales representative ar other agent of Supplier, Is (i) an agent of Lassar, or (li) autherized to
make or alter any term or condition of this Agreement, and {b) no such waiver or alteration shall vary the tarms of this Agreement unless
expressly set forth hereln. In no event shall Lessor be liable for any incidental, indirec!, special or consequential damage in connection
with or arising out of this Agreement, the Supplements, or the existence, furnishing, functioning or use of any item, preduct or service
provided for in this Agreement or the Supplements.

10.2 " Lessor hereby irrevocably assigns to Lessee all rights that Lessor may have to assert from time to time
whatever claims and rights (Including without limitation warranties) relaled to the Properly agalinst the Supplier. Lessee's sole remedy
for the breach of such warranty, indemnification or representation shall be against the Suppller of the Property, and not against Lessor,
nor shall such matter have any effect whatsoever on the rights and obligations of Lessor with respect to this Agreement, including the
right to receive full and limely payments hereunder. Lessae expressly acknowledges that Lessor makes, and has made, no
representations or warranties whatsoever as to the existence or the avallability of such warranties of the Supplier of the Property.
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10.3 Use of the Property, Lessee will not install, use, operate or maintain the Property improperly, carelassly, in violation of any
applicable law or in a manner contrary to that contemplated by this Agreement and the applicable Supplement. Lessee shall provide all
permits and licenses, if any, nacessary for the installation and operation of the Property. In addition, Lessee agrees to comply in all
respects with all laws of the Jurisdiction in which its operations involving any item of Property may extend and any leglslalive, executive,
administrative or judiclal body exerclsing any power or [urisdiction over the items of the Properly (including compliance with any
applicable privacy laws, rules or regulations and In conjunction therewith Lessee, upon cessation of the use, aperation and control of,
and prior to any disposilion of the Equipment, shall destroy any date contalned thereon that would be subject lo such privacy laws, rules
or regulations); provided that Lessee may contest In good faith the validity or application of any such law or rule in any reasonable
manner that does not, in the opinion of Lessor, adversely affect the Interest of Lessor in and to the Property or its interest or rights under
this Agreement, Lessee shall promptly nolify Lessor In writing of any pending or threatened investigation, Inquiry, claim or action by any
governmental authority which could adversely affact this Agresment, any Supplement or the Praperty thereunder.

10.4 Modifications, Subject to the provisions of this Seclion, Lessee shall have the right, at its own expense, to make allerations,
additions, modifications or Improvements to the Equipment, All such alterations, additions, modifications and Improvements shall
thereafter comprise part of the Equipment and shall be subject to the provisions of this Agreament. Such alterations, additlons,
madifications and improvements shall not In any way damage the Equipment, substantially alter Its nature or cause it to be used for
purposes other than those authorized under the provisions of stale and federal law; and the Equipment, on completion of any
alterations, additions, modifications or improvements made pursuant to this Section, shall be of a value which Is equal to or greater than
the value of the Equipment immediately prior to the making of such alterations, additions, modifications and improvements. Lessee
shall, at its own expense, make such alterations, addilions, modifications and improvements to the Equipment as may be required from
time to lime by applicable law or by any governmental authority.

Part 11 - Prepayments

11.1 Deemed Purchase, Lessee shall be deemed to have purchased Lessor's entire interest in all of the Equipment subject to a
Supplement and to have terminated any restrictions hereln on the Property under such Supplement on the last day of the Lease Term
for a Supplemant, if the Supplement Is still in effect on such day, upon payment in full of the Lease Payments due thereunder. Upon the
deemed purchase as sel forth In this Section 11.1 or payment of the purchase price pursuant to Section 11.2 hereoi, under the
ai)pllcable Supplement, and performance by Lessee of all other terms, conditions and provisions hereof, Lessor shall deliver to Lessee
all such documents and Instruments as Lessee may reasonably require to evidence he transfer, without warranty by or recourse lo
Lessor, of all of Lessor's right, title and interestin and to the Equipment subject to such Supplement ta Lessee.

11,2 Option to Prepay, Lessee shall have the option to prepay (a) in whole, but not In part, the Lease Payments due under a
Supplement on any Lease Paymant Date, at the Prepayment Price set forth In the Payment Schedule as the "Prepayment Price", or (b)
In part, by requesting, in writing, the Prepayment Price for the portion of the remaining Lease Payments allocable to the Property being
prepaid plus ant past due amounts, accrued interest to the date of such prepayment and any other monetary amounts due under the
Supplement to Lessor. The Prepayment Price shall be an amount equal to the present value of the porlion of the remaining Lease
Payments allocable to the Property being prepaid mulliplied by the Prepayment Fee Rate set forth in such Payment Schedule as the
“Prepaymant Fee Rate", Upon payment of the Prepayment Price and such other amounts due Lessor, Lessee shall be deemed to have
purchased Legsor's entire interast in all Property being prepaid, and to have terminated any restrictions herein on the Property prepaid.

Part 12 - ignment; f

12.1 Asslgnment by Lessor. Lessor's right, title end interest In, to and under each Supplement and the Property under such
Supplement may be assigned and reassigned In whole or in part to one or more assignees or subassignees by Lessor without the
consent of Lessee; provided that any assignment shall not be effective against the Lessee until Lessee has received written notice,
signed by the assignor, of the name, address and tax identlfication number of the assignee. Lessee shall refain all such notices as a
reglster of all assignees and shall make all payments to the assignee or assignees designated In such register. Lessee agrees to
execute all documents, Including notices of assignment and chattel mortgages or financing statements that may be reasonably
requested by Lessor or any assignee to protect Its interests In this Agreement and the Supplements.

12.2 Supplemants Separate Financings, Assignees of the Lessor's rights in one Supplement shall have no rights in any other
Supplement unless such rights have been separately assigned,

12,3 Assignment and Subleasing by Lesses, NONE OF LESSEE'S RIGHT, TITLE AND INTEREST IN, TO AND UNDER THIS
AGREEMENT OR ANY SUPPLEMENT AND IN THE PROPERTY MAY BE ASSIGNED, SUBLEASED OR ENCUMBERED BY LESSEE
FOR ANY REASON, WITHOUT THE PRIOR WRITTEN CONSENT OF LESSOR. Any request by Lessee to assign a Supplement or any
Property thereunder must be accompanied by an opinion of tax counsel satisfactory to Lessor that the assignment will cause no material
change to the federal income tax treatment of the amounts payable as Interest under tha Supplement.

12.4 Risk of Loss Covenants, Lessee shall not be required lo indemnify or hold Lessor harmless against liabilities arising from the
Agreament, However, as between Lessor and Lesses,and o the extent permitted by law, Lessee shall bear the risk of loss for, shall pay
directly, and shall defend Lessor against any and all claims,liabilities, proceedings, actions, expenses, damages or losses arising under
or related to the Property, Including, but not limited 1o, the possesslon, ownership, lease, use or operation thereof, except that (provided
that Lessee has complied with its obligations under Section 10.3) Lessee shall not bear the risk of loss of, nor pay for, any claims,
iabilities, proceadings, actions, expenses, damages or losses that arlse directly from events occurring afler Lessee has surrendered
possession of the Property in accordance with the terms of the Agreement to Lessor or that arise directly from the gross negligence or
willful misconduct of the Lessor. :
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Part 13 - Defauits and Remodies
13.4 Events of Default Defined. Any of the following shall constitute an "Event of Default” under a Supplement:

a. Fallure by Lessee lo pay any Lease Payment under the Supplement or other payment required 1o be paid with respect thereto
at the time specified thersin;

b. Fallure by Lessee lo observe and perform any covenant, condition or agreement on its part to be observed or performed with
respact to the Supplement, other than as referred to in subparagraph (a) above, for a period of thirly (30) days after wrilten notice
spacifying such fallure and requesting that It be remedied is given to Lessee by Lessor, unless Lessor shall agree in writing to an
extension of such time prior to its expiration; provided that, if the failure stated in the notice cannol be corrected within the
applicable perlod, Lessor will not unreasonably withhold its consent to an extension of such time if corrective action is instituted
by Lessee within the applicable period and diligently pursued unti the defaull Is corrected;

c. Any statement, representation or warranty made by Lessee in or pursuant to the Supplement or its exaculion, delivery or
performance shall prove to have been false, incorrect, misleading or breached in any malerial respect on the date when made;

d. Lessee shall {i) apply for or consent to the appointment of a receiver, trustee, custodian or liquidator of Lessee, or of all or a
substantial part of the assets of Lessee, (ii) be unable, fall or admit in writing its Inability generally lo pay ils debts as lhey become
due, (i) make a general assignment for the benefit of creditars, (Iv) have an order for rellef entered against it under applicable
federal bankrupley law, or (v) file a voluntary pelilion in bankruptcy or a petition or an answer seeking reorganization or an
arrangement with creditors or taking advantage of any Insolvency law or any answer admitting the material allegations of a petition
filed against Lessee In any bankruplcy, reorganization or insolvency proceeding; or

e. An order, judgment or decree shall be entered by any court of competent jurisdiction, approving a petition or appointing a
recelver, trustee, custodian or liquidator of Lessse or of ali or a substantial part of the assets of Lessee, in each case without its
appllcailc:n. approval or consent, and such order, judgment or decree shall continue unstayed and in effect for any perlod of 60
consecutive days.

The foregoing provisions of Section 13,1 are subject to the following limitation: if by reason of force majeure Lessee Is unable in whole
or in part to perform its agreements under this Agreement and the Supplement Eo!har than the obligations on the part of Lessee
contained In Part 6 heraof) Lessee shall not be in default during the continuance of such inability. The term “force majeure” as used
herein shall mean the following: acts of God; strikes, lockouts or olher Industrial disturbances; acls of public enemies; orders or
restraints of any kind of the govarnment of the Uniled States or of the State or any of their departments, agencies or officials, or any civil
or military authority; insurrections, riots, landslides, earlhquakes,fires, storms, droughts, floods, explosions, breakage or accident to
machinery, transmission pipes or canals; or any other cause or event not reasonably within the control of Lessee.

A Nonappropriation Event is not an Event of Defaull.

13.2 Remedies on Default. Whenaver any Event of Default exists with respect to a Supplement, Lessor shall have the right, at its sole
option without any further demand or notice, to take one or any combination of the following remedial steps:

a. Without terminating the Supplement, and by wrilten notice to Lessee, Lessor may declare all Lease Payments and other
amounts payable by Lessee thereunder to the end of the then current budgel year of Lessee to be due, including without limitation
delinquent Lease Payments under the Supplement from prior budget years, and such amounts shall thereafter bear interest at the
rate of 12% per annum or the maximum rate permilted by applicable law, whichever is less;

b. Lessor may terminate the Supplement, may enter the premises where the Property subject to the Supplement is localed and
retake possession of the Equipment and require Lessee to discontinue use of any Financed Items, or require Lessee, at Lessee's
expense, 1o promptly return any or all of the Equipment to the possession of Lessor at such place within the United States as
Lessor shall specify and require Lesses to discontinue use of any Financed ltems, and Lessor may thereafter dispose of the
Property in accordance with Article 9 of the Uniform Commercial Cade in effect In the State; provided, howaver, that any proceeds
from the disposition of the property In excess of the sum required to (i) pay cff any outstanding principal component of Lease
Payments, (i) pay any other amounts then due under the Supplement, and (lil) pay Lessor's costs and expenses assoclated with
the disposition of the Property (including attorneys fees), shall be pald to Lessee or such other creditor of Lessee as may be
antllled thereto, and further provided that no deficlency shall be allowed against Lessee. Lessee shall confirm and state in writing
to Lessor that it has: (1) deleted or disabled all files and copies of the software from the equipment on which it was instelled; (2)
returned all software documentation, training manuals, and physical media on which lhe software was delivered; and (3) has no
abillty to use the returned software;

¢. By written notice 10 any escrow agent who is holding proceeds of the Supplement, Lessor may Instruct such escrow agent lo
relagse all such proceeds and any earnings thereon to Lessor, such sums lo be credited to payment of Lessea's obligations under
the Supplement;

d. Lessor may take any action, at law or in equily, thal is permitted by applicabla law and that may appear necessary or desirable
10 enforce or fo protect any of Its rights under the Supplement and this Agreement.

13.3 No Remedy Exclusive. No remady herein conferred upon or reserved to Lessor is intended to be excluslve and every such
remedy shall be cumulative and shall be In addition to every other remedy given under this Lease now or hereafter existing at law or In
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equily. No delay or omission to exercise any right or power accruing upon any default shall Impair any such right or power or shall be
conslrued to be a walver thereof, but any such right or power may be exercised from time to time and as often as may be deemed
axpedient. In order to entitle Lessor to exercise any remedy reserved to it in this Part it shall not be necessary to give any notice, other
than such notice as may be required in this Part.

13.4 Costs and Atterney Fees, Upon the occurrence of an Event of Default by Lesses in the performance of any lerm of this
Agreement, Lessee agrees to pay to Lessor or reimburse Lessor for,in addition to all other amounts due hereunder, all of Lessor's costs
of collection, including reasonable attorney fees, whether or not suit or action Is filed thereon. Any such costs shall be Immediately due
and payable upon wrilten notice and demand given 1o Lessee, shall be secured by this Agreement until paid and shall bear interast at
the rate of 12% per annum or the maximum amount permitied by law, whichever is less. In the event suit or action Is Instituted to enforce
any of the terms of this Agreement, the prevailing party shall be entitied to racaver from the other parly such sum as the court may
adjudge reasonable as attorneys' fees at {rial or on appeal of such suit or action or In any bankruptcy proceeding, in addition to all other
sums provided by law.

Part 14 - General

141 Notices. All notices, certificales or other communications hereunder shall be sufficiently given and shall he deemed given when
deliverad or mailed by certified mail, postage prepaid, to the parlies hereto at the addresses immediately after the signatures fo this
Agreement (or at such other address as either party hersto shall designate in wriling to the other for notices to such party), lo any
assignee at its address as it appears on the reglstration books maintained by Lessee.

14.2 Arbitrage Certifications, Lessee shall be deemed to make the following representations and covenants as of the
Commencementl Date for each Supplement:

a. The estimated total costs, Including taxes, freight, installation, cost of issuance, of the Financed ltems under the Supplement
will not be less than the total principal amount of the Lease Payments.

b. Lessee has not crealed or established, and does not expect to create or establish, any sinking fund or other similar fund (1) that
is reasonably expected 1o be used to pay the Lease Payments under the Supplement, or (ii) that may be used solely to prevent a
default In the payment of the Lease Payments under the Supplement.

¢. The Property under the Supplement has not been and is not expected to be sold or otherwise disposed of by Lessee, sither in
whole or in major part, prior to the last melurity of the Lease Payments under the Supplement.

d. There are no other obligations of Lesses which (f) are being sold within 16 days of the Commencement Dale of the
Supplement; (li) are being sold pursuant to the same plan of financing as the Supplement; and (iii} are expected to be paid from
substantially the same source of funds.

e. The officer or official who has exacuted the Supplement on Lessee's behalf is familiar with Lessee's expactations regarding this
Saction 14.2. To the best of Lessae's knowledge, information and belief, the facts and astimates set forth in herein are accurate
and the expectations of Lessee set forth herein are reasonable,

14.3 Further Assurances. Lessee agrees to execule such other and further doouments, Including, withaut limitation, confirmatory
financing statements, continuation statements, certificates of title and the like, and to take all such action as may be necessary or
appropriate, from time to time, in the reasanable opinlon of Lessor, to perfact, confirm, establish, reestablish, continue, or complete the
interesls of Lessar in this Agreement and the Supplements, to cansummate the {ransactions contemplated hereby and thereby, and to
carry out the purposes and intentions of this Agreement and the Supplements.

14.4 Binding Effect, This Agreement shall inure lo the benefit of and shall be binding upon Lessor and Lessee and their respeclive
successors and assigns. Any county, township, municipality, political subdivision or affiliate (collectively, "Affiliate”) of Lessee may enter
into a Financing Transaction under this Agreement by signing a Supplement referencing this Agreement and so will be bound to the
terms and conditions of this Agreement as Lessee, Nothing in this Agreement obligates the Lessor to provide financing to an Afflliate

14.5 Severability. In the event any provision of this Agreement shall be held invalid or unenforceable by any court of competent
jurisdiction, such holding shall not invalidate or render unenforceable any other provision hereo.

14.6 Amendmants, Chanaes and Modifications. This Agreement may be amended In writing by Lessor and Lessee to the extent tha
amendment or modification does nat apply to outstanding Supplements at the time of such amendment or modification

14.7 Execution In Counterparts, This Agreement and the Supplements hereunder may be simultaneously executed in several
counterparts, each of which shall be an eriginal and all of which shall constitute but one and the same instrument.

14.8 Applicable Law. This Agreemsnt shall be governad by and construed In accordance with the laws of the State.
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14.9 Gaptions. Tho caplions or headings in this Agreement are for convenience only and in no way define, limit ar describe the scope
or inlent of any provisions or sections of this Agreement.

Agreod to: Agreed to:
OAKLAND UN D SCHOQL DISTRICT IBM

By:

P S lure

resident

Name (lype % ,Board of EduCathl"l Nam
R

Tille (lype orpTi Title

Date:Kyla f - nso Dale

t;madsf&fg‘sﬁm Board Of Educaﬂon

OAKLANE {INIFIED SCHGOL DISTRICT
Offl(\‘ 1! fire Al Counael
\ SUSTANCE

/N I/ V) N

Manon evWilian s. Goneral Counsel
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Lease/Purchase Master Agreement No.: 076554500G

Lessee Name and Address: Leassor Name and Address;
OAKLAND UNIFIED SCHOOL DISTRICT IBM Cradit LLC

1000 BROADWAY STE 600 7100 Highlands Parkway
OUSD RAD Smyma, GA 30082
QAKLAND CA 94507-4071 iginadoc@us.lbm.com

This Supplement to tha above referenced Lease/Purchase Master Agreement (*Agresment’) is executed batween OAKLAND UNIFIED
SCHOOL DISTRICT (“Lessea") and IBM Credit LLC ("Lessor”).

Payment Period means the period for which a Payment is due and payabie (e.g.. Month, Quarter). Payment Period |s; Annual
Quote Validity Date is the date by which the executed Supplement must be retumed to Lessor. Quote Validity Date is: June 7, 2018
Supplier:

[TAX-EXEMPT FINANCING TRANSACTION(S)
Ret | oty Property Description i @osount Rate | Commencement
No. . { ths) Financed ($) %) Month
1 | 2 |ZP5U 625 PALO ALTO PA5250 FIREWALL 0 114,634.00 410 July 2018
2 | 1 |XMT3 OEM OEM MAINTENANCE 0 109,630.00 32 July 2018
3 | 1 |XSW1OEM OEM SOFTWARE 60 ~ 157.582.00 432 July 2018
2 | 1 |97X8 TAX FINANCING OF TAXES 80 10,603.65 4.3 July 2018
8 | 1 |XOTe OEM OEM OTHER 80 240.00 43 July 2018
TOTALS 392,089.65
SPECIAL TERMS AND CONDITIONS:

The following shalt apply to this entire transaction.

1. For oq:'ment. software and services not supplied by IBM, Lessor may pay m’u to the supplier and/or other third-party firms for
administrative services provided in connection with the transaction comtemplated under this Agreement. Delails ars available upon

request.

ADDITIONAL TERMS AND CONDITIONS:

“Planned Commencement Month” means for the Financing Transaction to commence, the acceptance date on the Cerlificals of
Axmm must be prior to the end of the month of "Planned Commencament Month™ indicated above unless otherwise approved by
or.

The Lease Payment Schadule for this Supplement sets forth the scheduled Leass Payments under this Supplement. The
Commencement Date for this Supplement is set forth in the Lease Payment Schedule.

With respact to Financed Items consisting of prepaki maintenance, Lessee accepts the terms of the prepald maintenance and agrees
to look solely to the malntenance provider for provision of such maintenance in accordance with the terms of the contracts with the
maintenance provided for said maintenance. Accaptance for purposes of a Supplement shall be the date of acceplance by Lesses in the
Ceriificate of Acceptance.

Lessee agrees that it will timely complete, execuls and file the Intenal Revenue Service Form 8038-G or Form 8038-GC with the
appropriate offics of the Intemal Revenua Service. Property conlained In a Transaclion Is either Tax-E , whereas the Property
qualifies for tax-exempt interest treatment under the Code, or Taxable, whereas the Property does not q for tax exempt interest
treatment under the Code. The interest rates applicable lo this Supplement thal provide for Tax-Exempt Lease/Purchase ere based on
many factors Including Lessee's underlying obligation qualifying to pay inlerest that is treated as exempt by the Intemal Revenue
Sarvice (IRS) from federal income tax under Section 103(a) of the Internal Revenue Code (Code), as well as many proprietary factors
including pricing u:::ruons made by Lessor as to whether Lessor anticipates bulnﬂ:bh ta recognize any benefits of this tax
exemption. Lessee pay Lessor, on demand, a sum to be determined by Lessor, that will retum to Lessor the economic resulls
Lessor would otherwise have recelved if: (I) Lessee does not file the above IRS form on a timely basis; or (i) IRS rules Lessee does not
quaiify under Section 103(a) of the Code.

2126-6420-US-01 (05/2015) X00083267-03






IBM Credit LLC
LESSEE'S CERTIFICATE Page 1 of 2

Re: Lease/Purchase Supplement No. 050105 to Lease/Purchase Master Agreement No. 076554500G between IBM Credit LLC and
OAKLAND UNIFIED SCHOOL DISTRICT (“Lessee”).

The undersigned (person signing at the bottom of this document), being the duly qualified and acting representative of the
Lessee with the title indicated at the bottom of this document does hereby certify, as of the date executed, as follows:

1. Lessee did, by resolution or ordinance duly enacted, in accordance with all requirements of law, approve and authorize the execution
and delivery of the above-referenced Lease/Purchase Supplement and any related documents entered into pursuant to the
Lease/Purchase Master Agreement (the “Lease/Purchase Supplement”) by the following named representative of Lessee, to wit:

NAME OF EXECUTING OFFICIAL(S)
AUTHORIZED TO SIGN ANY
LEASE/PURCHASE SUPPLEMENT SIGNATURE
DOCUMENTS (incl. CERT of ACCEPTANCE) TITLE OF EXECUTING
OF EXECUTING OFFICIAL(S) OFFICIAL(S)
NOTE: THE PERSON SIGNING AT THE
BOTTOM OF THIS DOCUMENT SHOULD NOT
BE LISTED IN THIS TABLE

CISA] BELIZ (e TeCoN O DL
o 0 0L P GAUAND | EXeumve D iil]

And/Or e
And/Or
And/Or

2. The above-named representative(s) of the Lessee held at the time of such authorization and holds at the present time the office set
forth above.

3. Any meeting(s) of the governing body of the Lessee which were required for the Lease/Purchase Supplement to be approved and
authorized to be executed, were duly called, regularly convened and attended throughout by the requisite quorum of the members
thereof, and the enactment approving the Lease/Purchase Supplement and authorizing the execution thereof has not been altered or
rescinded. All meetings of the governing body of Lessee relating to the authorization and delivery of the Lease/Purchase Supplement
have been: (a) held within the geographic boundaries of the Lessee; (b) open to the public, allowing all people to attend; (c) conducted
in accordance with internal procedures of the governing body; and (d) conducted in accordance with the charter of the Lessee, if any,

and the laws of the State. The meeting of the governi ody of the Lessee at which the Lease/Purchase Supplement was approved
and authorized to be executed was held on : [Lessee must enter the meeting date or "n/a"].

4. No event or condition that constitutes, or with the giving of notice or the lapse of time or both would constitute, an Event of Default
or a Non-appropriation Event (as such terms are defined in the Lease/Purchase Master Agreement (the “Master Agreement”)) exists

at the date hereof with respect to this Lease/Purchase Supplement or any other Lease/Purchase Supplements under the Master
Agreement.

5. The acquisition of all of the Property under the Lease/Purchase Supplement has been duly authorized by the governing body of
Lessee.

6. Lessee has, in accordance with the requirements of law, fully budgeted and appropriated sufficient funds for the current budget year
to make the Lease Payments scheduled to come due during the current budget year under the Lease/Purchase Supplement and to
meet its other obligations for the current budget year and such funds have not been expended for other purposes.

7. Lessee represents and warrants that the Property is essential to the proper, efficient and economic functioning of Lessee or to the
services that Lessee provides; and Lessee has immediate need for and expects to make immediate use of substantially all of the
Property, which need is not temporary or expected to diminish in the foreseeable future.

8. Bank Qualified Tax-Exempt Obligation under Section 265 (Consult tax counsel for applicable provisions.).
[Lessee must select one option below.]

Lessee hereby designates this Lease/Purchase Supplement as a “qualified tax-exempt obligation” as defined in Section
265(b)(3)(B) of the Code. Lessee reasonably anticipates issuing tax-exempt obligations (excluding private activity bonds other than
qualified 501(c)(3) bonds and including all tax-exempt obligations of subordinate entities of the Lessee) during the calendar year in
which the Commencement Date of this Lease/Purchase Supplement falls, in an amount not exceeding $10,000,000.

or
I( Not applicable

Z7126-5746-US-03 (02/2017)
Exhibit 3






IBM Credit LLC
Lease Payment Schedule

Lessee Name: OAKLAND UNIFIED 8CHOOL DISTRICT
Lease/Purchase Supplement No: 050105

Commencemeant Date

The Commencement Date shall be the date of acceptance of the Property as set forth In the Acceptance Certificate exacuted by the
Lessee and filed with the Lessor. The Lease Paymant Due Dates listed below are based on the date of acceptance being a date on
or before tha end of the Planned Commencement Month.

Lease Paymanl Schedule
Total Principal Amount: $392,989.65
Interest Rate for Schedule: 4.25%
Payment Lease Payment Leass Principal Interest nt Price
No. Dus Dates Pw::)onu comr'?mnl Comr;;mnt t:.l:-‘r m&ml
1 8/01/2018 85,278.50 85,270.50 0.00 307.741.15
£/01/2018 0.00 1,060.98 308,781.13
10/01/2018 0.00 1,073.73 309,854.86
11/01/2018 0,00 1,077.46 310,932.32
12/01/2018 0.00 1,081.20 312,013.62
1/01/2019 0.00 1,084.96 313,098.48
2/01/2019 0.00 1,088.75 314,187.23
3/01/2018 0.00 1,092.53 315,279.76
4/01/2019 0.00 1,090.33 316,376.09
8/01/2019 0.00 1,100.13 317,476.22
6/01/2018 0.00 1,103.87 318,580.18
7/0172018 0.00 1,107.81 316,688.00
2 80172018 85,278.50 72,189.99 1,141.66 235,621.16
9/04/2019 0.00 818.97 236,340.13
10/01/2018 0.00 821.82 237,161.95
11/04/2018 0.00 824.69 237,086.64
12/01/2019 0.00 827.56 238,814.20
1/01/2020 0.00 830.44 239,644 .64
2/01/2020 0.00 833,33 240,477.97
3/01/2020 0.00 836.21 241,314,18
4/0172020 0.00 839.14 242,153.32
8/01/2020 0.00 842.08 242,998.37
6/01/2020 0.00 844,97 243,840.34
7/01/2020 0.00 847.93 244,868.27
3 8/01/2020 85,278.50 75.260.52 850.87 160,260.64
901/2020 0.00 557.28 160,817.92
10/01/2020 0.00 §59.24 181,377.16
11/01/2020 0.00 §61.17 161,938.33
12/01/2020 0.00 §63.11 162,601.44
1/01/2021 0.00 5§65.08 163,086.52
2/01/2021 0.00 667.08 163,633.58
3/01/2021 0.00 569,01 164,202,59
4/01/2021 0.00 570.99 164,773.58
§5/01/2021 0.00 572,99 166,346.57
8/0172021 0.00 574.98 165,921.56
710172021 0.00 576.98 166,498.53
2126-5744-U8-03 (05/2015) Page 10f3




IBM Credit LLC

Lease Payment Schedule

Lessee Namp: OAKLAND UNIFIED SCHOOL DISTRICT

Lease/Purchase Supploment No: 060105

Payment Lesss Payment Leass Princlpal interest Prapayment Prica
No. Due Dates Puyz:)om Comr;):mm CO!IT:)!IIM (:a':‘;:;m ;:‘);r;u(.;;t

4 8/01/2021 85,278.50 76,461,863 578.98 81,799.01
$/01/2021 0.00 284.46 82,083.47

10/01/2021 0.00 285.44 82,368.01

11/01/2021 0.00 286.44 82,855.35

12/01/2021 0.00 287.43 82,042,78

1/04/2022 0.00 288.42 83,231.20

2101/2022 0.00 288.42 83,520.62

3/01/2022 0.00 290.44 83,811.08

4/01/2022 0.00 201.45 84,102.51

5/01/2022 0.00 292.45 84,384.06

6/01/2022 0.00 293.47 84,888.43

7/101/2022 0.00 294.50 84,982.93

6 8/01/2022 85,278.50 81,799.04 208,857 0.00
0/01/2022 0.00 0.00 0.00

10/01/2022 0.00 0.00 0.00

11/101/2022 0.00 0.00 0.00

1201/2022 0.00 0.00 0.00

110172023 0.00 D.00 0.00

2/01/2023 0.00 0.00 0.00

3/01/2023 0.00 0.00 0.00

4/01/2023 0.00 0.00 0.00

5/01/2023 0.00 0.00 0.00

6/01/2023 0.00 0.00 0.00

7/01/2023 0.00 0.00 0.00

Totals: 426,392.50 392,9890.65 33.402.85
2126-5744-US-03 (05/2015) Page2of3




IBM Credit LLC
Lease Payment Schedule

Lessee Name: OAKLAND UNIFIED SCHOOL DISTRICT
Lease/Purchase Supplemant No: 050105

ary Product Description 7 Aneraz&;:‘”s::;;;hc. No. O _l
X 7 ZP5U 525 PALO AL 1U FA-240U FikCyvALL 114,634.00
XMT3 OEM OEM MAINTENANCE 109,930.00
. XSW1OEM OEM SOFTWARE 157.582.00

: 9TX8 TAX FINANCING OF TAXES 10.603.65 *
‘ : XOT9 OEM OEM OTHER o S 24000
- 92 ~*~ g5

Leaseo: OAKLAND UNIFIED SCHOOL DISJRICT

. £

By: Aimee Eng X
Authorized signature nt, B Ectucation W’M&
Name (type or print):

Kyla R. fhnson-Trammell
Title (type or print):

Date:

QAW ANIN L INIFIED SCHOQL DISTRICT

Maron MCVVIIAINIS, D s ar s

2128-5744-U5-03 (05/2015) Page 3 of 3
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ADDENDUM TO LEASE/PURCHASE SUPPLEMENT - CALIFORNIA SCHOOL DISTRICTS

THIS ADDENOUM TO LEASE/PURCHASE SUPPLEMENT (this "Addandum™), which is entered inlo
as of between IBM CREDIT LLC ("Lessor”} and IBM CREDIT LLC ("Lessaa™), is iended 1o modify
and supplement the Lease/Purchass Supplement No. 050105 (the "Supplemant’) (o the Lease/Purchase Mastar
Agreement belween Lessor and Lessee dated _ (the "Masler Agreement”), Capltalized terms not
otherwise delined herein shal) have the meanings set forth in the Supplement and the Master Agresment.

1. Effactive ¢n the Commmsencement Dale for Ihe Supplement, immedialely afler Lessee
acquires fitle to the Propedy pursuamt to the Master Agreement, Lessee hamby selis. ransfors and conveys the
Property to Lessor, and effeclivo vimcediately therealter, Lessor herahy demises. loases and lets the Propanly o Lesses
pursuant lo ihe Maslor Agreement. In contnction with such sale, lransler and convayance, Lassee covenants and
agreos that (a) Lessee Is tho owner of tho Properdy. (b) tho Propordy is free of all encumbrances,; (¢ Lessee has a good
fight and title to sell the Property; and {d) Lessee will warrant and furever dofend tho sals against tho fawful ciaims and
demands of all persons whomsoever.

2. In addilion o the representalions, warranlies and covenanls of Lessee set forth in the
Maslar Agreoment, Lessewo, as of (ha Commencement Dale for the Supplement, reprasents, covenanls and warrants for
the bienafil of the Lessor, as follows:

(a) The rasolution of the governing body of Lessee which authorized the execution and
delivery of the Supplement contained a fineling of tho governing body to the elfect that the Property \hereundet was
gither a malor lter of equipment or data processing equipinent, and Ihe sale and leaseback of such Proparty was the
mosi economicatl means of providing the Properly lo Lessee.

(b) Lessee has not fied during the currant or prior fiscal year 2 qualified or negative
certificalion as requirod by California Education Code § 42131, as has been or mey be amended lrom lime to lime, with
the Counly Superintendent or California Deparimant of Education, Lesses covenants that so long as the Mastar
Agreemenl is in effec), Lesses shail send copies to Lessor in a limely manner of all certilicales made by Lessee in
accordance with California Education Code § 42131, as may be amended from time to time.

IN WITNESS WHEREOF, Lassor and Lassge have caused this Addendum to be exaculed in their
names by their duly aulhorized representaiives as of the dale lirsl above wrillen.

LESSOR:
1BM

By .

LESSEE:

OAKLAND UNIFIED GCHOOL DISTRICT

By: R OAKEAND UNIFIED SCHOOL DISTRICT
g/ Difice of the Gonural Counssl

A (())'H)F( O M SUBQTI\NCE
By: | ZM?.WA

Marion McWilliams, Ganeral Gounsel

Xyt slohnson-Trammell
Secremry, Board of Educatlon

ADDENDUM TO LEASE/PURCHASE SUPPLEMENT — CALIFORNIA SCHOOL DISTRICTS



Financing Proposal for OAKLAND UNIFIED SCHOOL DISTRICT

2018-05-15
Executive Overview Firm

IBM Global Financing (IGF) is pleased to provide OAKLAND UNIFIED SCHOOL DISTRICT with a financing proposal for your acquisition. IGF is the
world's largest IT financing provider, with aver 25 years of experience helping customers with flexible financing offerings. As a captive lender, IGF can
help you take advantage of very competitive rates that are driven by our unique position in the marketplace.

Financing is an effective way to obtain the products you need to maintain your competitiveness and grow your business without breaking the budget.
Financing can also help you accelerate the ROI of your investment by helping you smooth out high upfront costs into predictable payments that more
effectively match costs to expected benefits. It can help you better manage cash flow and budgets because of the predictability that financing payments
provide you.

Our financing solutions can help you stay within budget by turning up-front costs into affordable monthly payments as well as:

- Control expenses

- Match cash flow to expected business benefits

- Conserve cash for other strategic initiatives
In the current economic climate, it's crucial that your business continue to invest in critical technology to maintain a competitive edge. IBM Global
Financing can help you finance your entire IBM solution by providing access to capital and customized financing structures that best fit your

requirements.

Please review the attached Business Case Overview and remember that choosing IBM Global Financing can help you acquire the solutions
you need NOW and simplify the way you manage your overall IT strategy.

IBM Global Financing offerings are provided through 1BM Credit LLC in the United States, IBM Global Financing Canada Corporation in Canada, and
other IBM subsidiaries and divisions worldwide to qualified commercial and government customers.

Neither IBM nor any other IBM organization or affliliate makes any representation whatsoever regarding your accounting treatment applicable to the
transaction included in this proposal. IBM will account for receivables under this transaction as financing receivables for U.S. reporting purposes.

We look forward to discussing this proposal with you in greater detail at your earliest convenience.



PALOMA SILVA
ptass@br.ibm.com

2018-05-15

Rates and offerings listed herein are subject to change, extension, or withdrawal without notice.

Assumptions Summary.

Term in months 60 Total Purchase Price Financed $392,989.65

Installation Date 2018-07-31 Total Periodic Payment $426,392.50

Rate Expiration Date 2018-06-07 Estimated Average Rate 4.25%

Payments are Annually in Advance under a/an M7 - LPMA (Lease Proposal Number X0006326703

Purchase Master Agreement) contract Customer Number 1907231

Credit Request Number CRO0001EB5F4

New Financing Purchase | Total Amount | Fin Perodic

. Loan | Qty Price Financed Type | Ratz/K Payiient

ZP5U-525 - 2 $57,317.00 $114,634.00 IH | 216.3896 | $24,805.60

XMT3-OEM - 1 $109,930.00 $109,930.00 IS | 217.2795 | $23,885.54

XSW1-OEM - 1 $157,582.00 $157,582.00 IS | 217.2795 | $34,239.34

9TX8-TAX - 1 $10,603.65 $10,603.65 IS | 216.5166 $2,295.87

XOT9-OEM - 1 $240.00 $240.00 IS | 217.2795 $52.15

TOTAL SW/Sves $392,989.65 $85,278.50

TOTAL | $392,989.65 $85,278.50




Step Payment Summary

Description Qty

Step term

From To Step rate Step payment

ZP5U-525 - 2 60

216.3896 $24,805.60

XMT3-OEM - 1 60

217.2795 $23,885.54

XSW1-OEM - 1 60

1 60 217.2795 $34,239.34

9TX8-TAX - i 60

1 60 216.5166 $2,295.87

XOT9-OEM - 1 60

217.2795 $52.15

Payment Summary

2018 2019 2020 2021

Jan
Feb
Mar
Apr
May
Jun
Jul

Aug $85,278.50 $85,278.50 $85,278.50
Sep

Oct

Nov

Dec

Total $85,278.50 $85,278.50 $85,278.50

Average estimated Interest Rate is 4.25%

$85,278.50

$85,278.50

2022 2023

$85,278.50

$85,278.50 $0.00

Grow your business without breaking the budget. Financing can also help you accelerate the ROl of your investment by helping you smooth out high
upfront costs into predictable payments that more effectively match costs to expected benefits. It can help you better manage cash flow and budgets

because of the predictability that fixed financing payments provide you.

This offering provides low monthly payments to meet budgetary requirements.

- Improve your ROl payback rate

- Pay for your product acquisition with fixed, predictable payments

- Preserve your cash flow and other lines of credit

Additional financing options such as annual payments, or step payments may be available upon request.

RV Lease with fair market value EOL options; Lessor is owner for tax
purposes

RV1 Lease with fair market value EOL options: Lessor assumes Lessee is
owner for tax purposes.

PO Lease with prestated EOL options; Lessor assumes Lessee is owner
for tax purposes.

FP1 Lease with $1,00 EOL purchase options; Lessor assumes Lessee is
owner for tax purposes.

IS Loans for software, services, or maintenance

IH Loans for hardware equipment

DISCLAIMER :

IBM Global Financing offerings are provided through IBM Credit LLC in the United States, IBM Global Financing Canada Corporation in Canada, and
other IBM subsidiaries and divisions worldwide to qualified commercial and government clients. Rates and availability are based on a client's credit
rating, financing terms, offering type, equipment and product type and options, and may vary by country. Non-hardware items must be one-time, non-
recurring charges and are financed by means of loans. Other restrictions may apply. Rates and offerings are subject to change, extension or withdrawal

without notice and may not be available in all countries.

This document is provided as an accommodation and solely as a reference tool for planning purposes. It is not intended and does not create an offer or
binding legal obligation on the part of IGF to provide financing on the terms outlined herein. Any such offer or commitment would be in writing and would
be subject to and preceded by satisfactory completion of the requisite credit and business reviews. The receipt of all customary internal IBM Global
Financing approvals and its effectiveness would be conditioned upon the prior execution of documentation acceptable to both parties.






