


OAKLAND UNIFIED
? SCHOOL DISTRICT

Community Schools, Thriving Students

CONTRACT JUSTIFICATION FORM
This Form Shall Be Submitted to the Board Office
With Every Consent Agenda Contract.

Legislative File ID No. 170319

Depa rtment: Alameda County Public Health Department

Vendor Name: Oakland Unified School District Health & Wellness Unit

Contract Term: Start Date: October1,2016 End Date: September 30, 2017

Annual Cost: $.280,000.00

Approved by: Muntu Davis, Director Alameda County Public Health Department; Michelle Oppen, OUSD

Is Vendor a local Oakland business? Yes / No

Why was this Vendor selected?

OUSD Health & Wellness was sslected to provide nutrition education, garden education and healthy food access programming to
OUSD schools with 50% or more freefreduced lunch eligible. OUSD was selected to reach children and families throughout Oakland.

Summarize the services this Vendor will be providing.

1. Harvest of the Month nutrition education program at 25 or more elementary schools,
2. Garden education program at 15 or mors schools.

3. Healthy Lunchroom program at 5 or more schools.

4. Weliness Policy promotion via the Wellness Champion program.

Was this contract competitively bid? Yes No /

If No, answer the following:

1) How did you determine the price is competitive?

We have worked with this vendor previously providing services for this project.
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2) Please check the competitive bid exception relied upon:

Educational Materials

Special Services contracts for financial, economic, accounting, legal or
administrative services

CUPCCAA exception (Uniform Public Construction Cost Accounting Act)

Professional Service Agreements of less than $86,000 (increases a small
amount on January 1 of each year)

Construction related Professional Services such as Architects, DSA Inspectors,
Environmental Consultants and Construction Managers (require a “fair, competitive
selection process)

Energy conservation and alternative energy supply (e.g., solar, energy
conservation, co-generation and alternate energy supply sources)

Emergency contracts

Technology contracts

electronic data-processing systems, supporting software and/or services
(including copiers/printers) over the $86,000 bid limit, must be competitively
advertised, but any one of the three lowest responsible bidders may be
selected

contracts for computers, software, telecommunications equipment,
microwave equipment, and other related electronic equipment and apparatus,
including E-Rate solicitations, may be procured through an RFP process
instead of a competitive, lowest price bid process

Western States Contracting Alliance Contracts (WSCA)

California Multiple Award Schedule Contracts (CMAS) [contracts are often
used for the purchase of information technology and software]

Piggyback” Contracts with other governmental entities

Perishabie Food

Sole Source

Change Order for Material and Supplies if the cost agreed upon in writing does
not exceed ten percent of the original contract price

Other, please provide specific exception
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Form 110-8 Rev 09/30/15

COMMUNITY BASED QRGANIZATION
MASTER CONTRACT EXHIBIT A & B COVERSHEET

Dept Name: Public Health
Bus Unit: PHSVC

Master Contract #: _@?22___

Vendor [D #: 32634

Board PO #:

Procurement Contract #:

o Acct .# .

Budget Year: 2018-17

' 610341 350905

PHGO2CH42200

$280,000

. $280,000

Justification if partial encumbrance or liquidation requested:

Federal Funds Waiver #:

Contract Maximum: $280,000

‘Procurement Contract Begin Date: 10/01/2016 Expire Date: 09/ 30" 2017 period of Funding From: 10/01/2016 1, 09/30/2017

Department Contact; Jenny Wang

Contractor Name: ‘©@akland Unified School District

Telephone #: 51 0-595-6475

QIC Code: 23805

Project Name: Nutrition Education Obesity Prevention Program and Coordination

Contractor Address: /46 Grand Ave Blvd, Oakland, CA 94610

Remittance Address: /46 Grand Ave Blvd, Lakeview Campus

_Oakland, CA 94610

Contractor Telephone #: 910-878-2612

Fax #: 510-879-4605 .

Contractor Contact Person: Michelle Oppen

ALCOLINK Vendor Address #: 105
BOS Dist. # !

E-mail (Signatory): @ntwan.wilson@ousd.org

E-mail (Contact): _Michelle.oppen@ousd.org

Contract Service Category: Nutrition Services, Education, Liaison and Coordination Estimated Units of Service: P&l Scope of Work

Method of Reimbursement (Invoicing Procedures); Per Exhibit B

History of Funding: Original Amendment #1 " Amendment #2 Amendment #3 Amendment #4
Funding Level $280,000
Amount of Encumbrance $280,000
File Date
File / Item #
-Reason
Funding Source Allocation: Federal - CFDA #: State County
' 3 $280,000 |8

AR _u_.,”...._ = St e e

agreement with all provisions of the Master Contract.
DEPARTMENT

By

The 51gnatures below 31gmfy thart the attache& Eﬁbits A and B have be

T i s

—— e

en recewed, negotlated and ﬁnahzed The Contractor also 51gn1ﬁes

=

Signature
Muntu Davis, MD, MPH

_ Print or Type Name
Title Director, Public Health Department

Date

CONTRACTOR
By
Signature
Devin Dillon, PhD
Print or Type Name
Title Interim Superintendent Date
By
Signature
Print or Type Name-
Title Date




EXHIBIT A

PROGRAM DESCRIPTION AND PERFORMANCE REQUIREMENTS

Contracting Department | Alameda County Public Health Department

Contractor Name | Qakland Unified School District

Contract Period October 1, 2016 — September 30, 2017

Type of Services Nutritien Services, Education, Liaison, and Coordination
Contract Number (PO #)

I.  Program Name
Nutrition Education Obesity Prevention Program and Coordination
II. Contracted Services:
HOTM and Policies, Systems and Environmental (PSE) Change: Contractor shall provide the
coordination and facilitation of nutrition programming and PSE change through full time and part time
staff, as well as Wellness Champions with a Harvest of the Month and nutrition promotion and obesity
prevention focus. ‘ :
Ill. Program Information and Requirements
A. Program Goals
‘Contractor shall provide services in the attached Scope of Work to accomplish the following
goals: By September 30™, 2017, target population is empowered and enabled to select
healthy foods and beverages and increase physical activity throngh nutrition education,
social marketing, and environmental supports.
B. Target Populations
Contractor shall provide services to the following populations:

1. Service Groups: Contractor shall provide services to OUSD students and their families in a
minimum of 30 income eligible schools.

2. Referral Process to Program: Not Applicable
3. Program Eligibility: Contractor shall provide services only to schools pre-approved for
LHD-ACPHD in the SNAP-Ed Work Plan Targeting Summary Site List with more than
50% of the student population enrolled in the Free and Reduced Price Meals program.
4. Limitations of Service: Not Applicable
C. Program Requirements

Contractor shall maintain program services at the following minimum levels:

1. Program Design - See attached Scope of Work. Contractor shall only provide services



allowable within the SNAP-Ed Guidelines Manual posted in the CDPH-NEOPB Branch
Home Page, paying particular attention to Fiscal and Administrative guidelines,
Allowable/Unallowable Costs guidelines, Time Study guidelines, Branding guidelines,
Travel Reimbursement guidelines, and using NEOP Branch-approved educational materials
and recipes.

2. Consumer/Client Flow: Not Applicable
3. Discharge Criteria and Process: Not Applicable
4. Hours of Opefaﬁon: As necessary to accomplish attached Scope of Work

5. Service Delivery Sites: Schools with more than 50% of the student population enrolled in
the Free and Reduced Price Meals program.,

D. Minimum Staffing Qualifications
Contractor shall have and maintain cwrent job descriptions on file with the Department for all
personnel whose salaries, wages, and benefits are reimbursable in whole or in part under this
agreement. Job descriptions shall specify the minimum qualifications for services to be
performed and shall meet the approval of the Department. Contractor shall submit revised job
descriptions meeting the approval of the Department prior to implementing any changes or
employing persons who do not meet the minimum qualifications on file with the Department.
IV, Contract Deliverables and Requirements
A. Procéss Measures
Contractor shall provide the following services/deliverables: Sec attached Scope of Work

B. Outcome Measures

Contractor shall meet the following outcomes: See attached Scope of Work

V. Reporting and Evaluation Requirements
A. Reporting Requirements:

Contractor shall provide quarterly program updates and reports with invoice statements.
Contractor shall provide a final report with the final invoice.

Contractor shall collect the necessary data and enter on an ongoing basis all Scope of Work
activities into the online Activity Tracking Log for direct nutrition education, indirect
nutrition education, and non-target trainings and events. Contractor will also collect and keep
on file backup documentation for all Scope of Work activities as appropriate, for example:
agendas, sign-in sheets, lesson plans, nutrition. education materials, recipes, participant data
cards, pictures and testimonials.



Contractor shall report all Policies, Systems, and Environmental changes that occurred in the
school district and in individual schools as a result of SNAFP-Ed funding. The required
reporting tools will include, but not be limited to the PSE PEARS Database, Success Story
Template and Results Based Accountability RBA.

B. Evaluation Requirements:

Contractor shall verify delivery, education, and PSE change through accurate and timely
collection, data eniry, and submission of Activity Tracking Logs and the PSE PEARS '
Database, RBA. Contractor shall also provide timely administration, completion, and
submission of evaluation results.
VL. Additional Requirements
A. Certification/Licensure

Contractor shall have and maintain current: Proof of Worker’s Compensation and Liability
Insurance

B. Other Requirements: Not Applicable
VII. Entirety of Agreement

Contractor shall abide by all provisions of the Health Care Services Master Contract General Terms and
Conditions, all Exhibits, and all Attachments that are associated with and included in this contract.

Contractor agrees to the supplemental terms and conditions contained in the following attachments to
this Exhibit A: See attached Scope of Work
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(Revised 5/12) EXHIBIT B - TERMS OF PAYMENT

Contracting Department | Alameda County Public Health Department
Contractor Name ' Oakland Unified School District
Contract Period October 1, 2016 — September 30, 2017
Type of Services Nutrition Services, Education, Liaison, and Coordination
Centract Number (PO #) |
| Contract Amt/Max : $280,000

In addition to all terms of payment described in the Master Contract Terms and Conditions and any relevant
exhibits and attachments, the parties to this Agreement shall abide by the following terms of payment:

I. Budget
Contractor shall use all payments solely in support of the program budget. See attached Budget.

IL. Terms and Conditions of Payment

A. Contract Amount/Maximum .

The contract amount of this agreement shall not exceed the total amount of $280,000 for the
period of this agreement.

B. Budget Revision Procedures
Budget revisions are to be made in writing with modified budget sheet submitted to the
Nutrition Services Program Director for written approval before any modifications take
effect. Budget approvals are contingent on CDPH, CDSS, and USDA approval.

C. Cost Settlement/Final Payment Provisions
Payment of the final invoice will be contingent upon completion of the Scope of Work.
Quarterly progress reports are to be submitted with quarterly payment invoices. Final
invoice must be submitted to the Director of Nutrition Services by October 31, 2017.

D. Conditions of withholding payment: Incomplete or insufficient backup documentation to

justify allowable, reasonable, and necessary expenses, or expenses that are not in alignment
with the Scope of Work.

E. Definitions
If at any time the Contractor has difficulty accomplishing activities or has program or staff

changes, thé Nutrition Services Program Monitor must be contacted immediately for
technical assistance

III. Xnvoicing Procedures
The county will pay contractor upon submission of completed and originally signed invoices



V.

detailing actual expenses incurred in accordance with the attached budget detail with backup
documentation.

Invoices are to be submitted quarterly and will be approved by the Director of Nutrition Services.
Payment of quartetly invoices will be contingent upen receipt of a quarterly progress report
describing activities performed and/or services provided during the invoice period.

Invoicing Procedures:

o 1% payment January 15,2017 upon submission of an invoice with supporting
documentation and quarterly progress report

o 2" payment April 15, 2017 upon submission of an invoice with supporting
documentation and quarterly progress report

o 3" payment July 15, 2017 upon submission of an invoice with supporting
documentation and quarterly progress report

e 4™ payment October 31, 2017 upon submission of an invoice with supporting
documentation, quarterly progress report and submission of Final Progress Report
(Final report due October 15, 2017)

Invoices should be submitted to Jenny Wang, Acting Director
Nutrition Services, Public Health Department
Alameda County Health Care Services Agency
3600 Telegraph Avenue
Oakland, CA 94609

Invoices submitted will be approved by the Director of Nutrition Services. Payment under the

terms of this agreement shall not exceed the total amount of $280,000 annually for the period of
this agreement.

Funding and Reporting Requirements:
Payment of invoices will be contingent upon receipt of progress: reports and all supporting
documentation for activities performed and/or services provided during the invoice period.

Additional Terms and Conditions of Payment

Not Applicable
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EXHIBIT C

COUNTY OF ALAMEDA MINIMUM INSURANCE REQUIREMENTS

Without fimiting any other obligation or liability under this Agreement, the Contractor, at its sole cost and expense, shall secure and keep in force

durirg the eniire term of the Agreement or longer,

Fl
Sl

Illk\

A | Commercial General Liability
| Premises Liability; Products and Completed Operations; Contractual Bodily injury and Property Damage

Liability, Personal Injury and Advertising Liability !

B | Commercial or Business Automobile Liability . $1,000,000 per occurrence (CSL)

All owned vehicles, hired or leased vehicles, non-owned, borrowed and | Any Auto

permissive uses. Personal Automobile Liability is acceptable for Bodily Injury and Property Damage

individual contractors with no fransportation or hauling related activities

C | Workers’ Compensation (WC) and Employers Liability (EL) WC: Statutory Limits
Required for all contractors with employees EL: $100,000 per accident for bodily injury or disease
D | Endorsements and Conditions: _

" { 1. ADDITIONAL INSURED: Aliinsurance required above with the exception of Personal Automobile Liability, Workers’ -
Compensation and Employers Liability, shall be endorsed to name as additional insured: County of Alameda, its Board of
Supervisors, the individual members thereof, and all County officers, agents, employees and representatives.’

2. DURATION OF COVERAGE: All required insurance shall be maintained during the entire term of the Agreement with the
following exception: Insurance policies and coverage(s) written on a claims-made basis shall be maintained during the entire
term of the Agreement and until 3 years following termination and acceptance of all work provided under the Agreement, with
the retroactive date of said insurance (as may be applicable) concurrent with the commencement of activities pursuant to this
Agreement.

3. REDUCTICN OR LIMIT OF OBLIGATION: Aliinsuirance policies shall be primary insurance to any insurance available to the
Indemnified Parties and Additional Insured(s). Pursuant to the provisions of this Agreement, insurance effected or procured by
the Contractor shall not reduce or limit Contractor’s contractual obligation to indemnify and-defend the Indemnified Parties.

4. INSURER FINANCIAL RATING: Insurance shall be maintained through an insurer with a A.M. Best Rating of no less than A:VII
or equivalent, shall be admitted to the State of California unless otherwise waived by Risk Management, and with deductible
amounts acceptable to the County. Acceptance of Contractor's insurance by County shall not relieve or decrease the liability of
Contractor hereunder. Any deductible or self-insured retention amount or other simitar obligation under the policies shall be the
sole responsibility of the Contractor.

5. SUBCONTRACTORS: Contractor shall include all subcontractors as an insured (covered party) under its policies or shall
furnish separate certificates and endorsements for each subcontractor. All coverages for subcontractors shall be subject to all of
the requirements stated herein.

6. JOINT VENTURES: if Coniractor is an association, partnership or other joint business venture, required insurance shalt be
provided by any one of the following methods: ,

—  Separate insurance policies issued for each individual enfity, with each entity included as a “Named Insured (covered party),
or at minimum named as an "Additional Insured” on the other’s policies.
— Joint Insurance program with the association, partnership or other joint business venture included as a “Named Insured.

7. CANCELLATION OF INSURANCE: All required insurance shall be endorsed to provide thirty (30) days advance written notice
to the County of cancellation.

8. CERTIFICATE OF INSURANCE: Before commencing operations under this Agreement, Contractor shail provide Certificate(s)
of Insurance and applicable insurance endérsements, in form and satisfactory to County, evidencing that all required insurance
coverage is in effect. The County reserves the rights fo require the Contractor to provide complete, certified copies of all
required insurance policies. The require certificate(s) and endorsements must be sent to:

- Department/Agency issuing the contract ‘
- With a'copy to Risk Management Unit (125 — 12! Street, 3 Floor, Oakland, CA 94607)
. : !
Certificate C-1 Page1of1 - ' Form 2001-1 (Rev. 03/15/08)



Northern California ReLiEF

CERTIFICATE OF COVERAGE

Issue Date
11172017

ADMINISTRATOR:
Keenan & Associates
1111 Broadway, Suite 2000
Ogkland, CA 94607

510-986-6750
www.keenan.com

ucensex 0451271

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY
AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AMEND, EXTEND OR ALTER THE COVERAGE
AFFORDED BY THE COVERAGE DOCUMENTS BELOW,

COVERED PARTY:

Qakland Unified School District
1000 Broadway, Suite 300
Oakland CA 94607

ENTITY B:
ENTITY C:
ENTITY D:
ENTITY E:

ENTITIES AFFORDING COVERAGE:

entitya: Northern California ReLIEF

THIS IS TO CERTIFY THAT THE COVERAGES LISTED BELOW HAVE BEEN ISSUED TO THE COVERED PARTY NAMED ABOVE FOR THE PERIOD INDICATED, NOTWITHSTANDING ANY
REQUIREMENT, TERM OR CONDITION QF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WH

ICH THIS CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE COVERAGE
AFFORDED HEREIN IS SUBJECT TC ALL THE TERMS AND CONDITIONS OF SUCH COVERAGE DOCUMENTS. - :

: MEMBER
ENT COVERAGE EFFECTIVE/ '| RETAINEDLIMIT
LTR TYPE OF GOVERAGE DOCUMENTS | EXPIRATIONDATE | /DEDUCTIBLE . Umrrs
A GENERAL LIABILITY COMBINED SINGLE LIMIT EACH OCCURRENCE
’ GENERAL LIABILITY
[fomERa LTy e |NCRO1711-08 7M/2016 |s 250,000 | s 1,000,000
[ ﬁGOVERNMENT CODES 71112017
[ | ERRORS & OMISSIONS
[
A AUTOMOBILE LIABILITY ) COMBINED SINGLE LIMIT EACH QCCURRENGE
[ viANY AuTO NGR 01711-08 7/1/2016 $ 250,000 | s 1.000,000
& e i 71112017
[ vI NON-OWNED AUTO
| ]1GARAGE LIABILITY
[ ,/} AUTO PHYSICAL DAMAGE :
A | PROPERTY NCR 01711-08 711120186 $ 250,000 $ 250,2_50,000
[ V}ALL RISK . 712017 EACH OGCURRENCE
[ ¥] EXCLUDES EARTHQUAKE & FLOOD
[ 1BULDER'S RISK
A | STUDENT PROFESSIONAL LIABILITY NCR 01741-08 7/1/2016 $ . 250,000 | s Included
71172017 EACH OCCURRENCE i
WORKERS COMPENSATION [ IWCSTATUTORY LIMITS [ ] OTHER
[ JEMPLOYERS' LIABILITY $
: $
E.L. EACH ACCIDENT
EXCESS WORKERS COMPENSATION s $
C {0l 1EMPLOYERS LIABILITY E.L. DISEASE - EACH EMPLOYEE
3
E.L. DISEASE - POLICY LIMITS
OTHER
$

DESCRIPTION OF OPERATIONS/LOGATIONS/VEHIGLES/RESTRICTIONS/SPECIAL PROVISIONS:

As respects to agreement # 900322 between the Alameda County Public Health Department and Oakiand Unified School District for their annual nutrition
services grant for the Nutrition Education Obesity Prevention Program and Coordination through the coverage expiration date.

CERTIFICATE HOLDER:

1000 Broadway
Oakland CA 94607

Alameda County Public Health Department

CANCELLATION.....SHOULD ANY OF THE ABOVE DESCRIBED COVERAGES BE
CANCELED BEFORE THE EXPIRATION DATE THEREOF, THE ISSUING ENTITY/JPA
WILL ENDEAVOR TO MAIL _ 30 DAYS WRITTEN NOTICE TO THE CERTIFICATE
HOLDER NAMED TO THE LEFT, BUT FAILURE TO MAIL SUCH NOTICE SHALL
IMPOSE NO OBLIGATION OR LIABILITY OF ANY KIND UPON THE ENTITY/JPA, ITS
AGENTS OR REPRESENTATIVES,

John Stephens

e

AUTHORIZED REPRESENTATIVE

www.cCertsOnline.com

33724872 | OAKLAUNT | 16/17 Super Pool D&L | Robvn Trvon ! 1/11/2017 11:18-98 BM (PDTY | Dpma 1 ~F 2




qco:ao"'

CERTIFICATE OF LIABILITY INSURANCE

DATE (MMDDIYYYY)
1512017

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE. POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

ertificate holder in lieu of stich endorsement(s).

IMPORTANT: [f the cerlificate holder is an ADDITIONAL INSURED, the poficy(ies) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy. certaln policies may require an endorsement. A statement on this certificate dees not confer rights to the

”I?a'nmtcfenssuranoe Services, Inc HERE ™ Debra Hardwick
y Inc. FAX
1301 Cove St Ste 200 e di:fj;::g:‘;; t TR, Moy, 949-756-2713.
ewport Beach CA 92660 ZARDRESS: nt.com _
: : INSURER(S) AFFORDING COVERAGE HAIG R
7 . msurer A :New York Marine Group
[INSURED OAKLUNI-O1 insureR B : State Natienal Ins Co, Ine. 412831
Oaklang Usified School Distrct [—
Oakiangqu Qags(l? g ([NSURERD :
INSURERE :
INSURERF :

CERTIFICATE NUMBER: 897480448

] _REWVISION NUMBER:

COVERAGES :

THIS i§ TO CERTIFY THAT THE POLICIES OF tNSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE PCLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE PQLICIES DESCRIBED HEREIN (S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REBUCED BY PAID CLAIMS,

3 TYPE OF INSURANCE msp (wvp POLICY NUMBER CREONTn ____ﬁﬂ'r'g . LIMITS

{ COMMERCIAL GENERAL LSABILITY EACH OCCLRRENCE s

| cLams-ape D OCCUR ‘E'@Fﬁa'ﬁmu ISES (Ea cecurrense) | §

| MEDEXP (Anyoneperson) | §

_l | PERSONAL 8 ADV INURY | §

GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s

POLICY D .':ng D LG PRODUCTS - COMP/OPAGS | §

OTHER: $

[ AuToMOBILE LIABILITY OWLE [ui%ibg s

ANY AUTO BODILY INJURY (Per pereon) | §

| ALk QuED m‘-’:ﬂ BODILY INJURY (Per accident)| §

| !wmeoavtos [ | Aoros e e B

| i -

| |UMBREWLALUE | |occur EACH OCCURRENCE g

EXCESSLIAB GLAIMS-MADE AGGREGATE 5

peo | | RETENTIONS - - $

Y N I R T AR L P I _
ANY PROPRIETOR/PARTNER/EXECUTIVE E.L EACH ACCIDENT £1.000,000
OFFICERMEMBER. EXCLUDED? NiA :

{Mandatory In KH) E.L. DISEASE - EA EMPLOYER $1,000,000
O o OF GPERATIONS helow E.L. DISEASE - POLIGY LIMIT | £1,000.000

Evidence of Coverage Only. Subject to policy terms,
As respects the ‘annual nutrition services grant for

non-contributory.

DESCRIPTION OF OPERATIONS / LOCATIONS ! VEHICLES (ACORD 101, Additonal Remarks Schedule, may be attachad H mora space ks requlrod)

conditions and exclusions.

the Health and Wellness Unit, Community Schools and

Student Services Department. Term of agreement: January 5, 2017 - June 30, 2017. Coverage is primary and

CERTIFICATE HOLDER

CANCELLATION

Alameda Counly Public Health Department
Attn: Dale Murai

ram ggeciallst, Nukrition Services
1000 Broadwa;
Oakland CA 07

SHOULD ANY OF THE ABOVE DESCRIEED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED [N
ACCORDANCE WiTH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

v & Jbreitar

ACORD 25 {2014/01)

© 1988-2914 ACORD CORPORATION. All rights reserved.

The ACORD name and lego are registered marks of ACORD




DISCLAIMER

The Certificate of Coverage on the reverse side of this form does not coristitute a contract between the issuing
entity(ies), authorized representative or producer, and the certificate holder, nor does it affirmatively or negatively
amend, extend or alter the coverage afforded by the coverage documents listed thereon.

&CertsDaline.com

33TFARTI | CRRTAITT | 1£/17 Sucar Bood BT ! Patem Teeen 413107017 179073 20 orom 1om xR,



ENDORSEMENT

ADDITIONAL COVERED PARTY
COVERED PARTY ' COVERAGE DOCUMENT ADMINISTRATOR
Cakland Unified Schoot District NCR 21711-08 ' : Keenan & Associates

Subject to all its terms, conditions, exclusions, and endorsements, such additional
covered party as is afforded by the coverage document shall also apply to the following
entity but only as respects to liability arising directly from the actions and activities of the
covered party described under “as respects” below.

Alameda County Public Health Department
1000 Broadway
Oakiand CA 94607

As Respects:

As respects to agresment # 900322 between the Alameda County Public Health Department and Qakland
Unified School District for their annual rutrition services grant for the Nutrition Education Obesity Prevention
Program and Coordination through the coverage expiration date.

The County of Alameda, its Board of Supervisors, the individual members therof, and all Cgun officers, agents,

employees and representatives are included as an Additional Covered Party. This coverage s%all be primary to
the Certificate Holder's coverage. -

Fee

Authorized Representative

ssue Date: 1/11/2017

33724872 | OAKLAUNI | 16/17 Suver Pool P&L | Robvn Trvon | 1/11/2017 11.18.28 am fomom Page 1 2% 3



Exhibit D

Audit Requirements

The County contracts with various organizations to carry out programs mandated by the Federal and
State governments or sponsored by the Board of Supervisors. Under the Single Audit Act
Amendments of 1996 (31 US.CA. §§ 7501-7507) and Board policy, the County has the
responsibility to determine whether organizations receiving funds through the County have spent
them in accordance with applicable laws, regulations, contract terms, and grant agreements. To this
end, effective with the first fiscal year beginning on and after December 26, 2014, the following are

required.

I AUDIT REQUIREMENTS

A.

B.

Last revised: 10/2015

1.

3.

1.

Funds from Federal Sources:

Non-Federal entities which are determined to be subrecipients by the supervising
department according to 2 CFR § 200.330 and which expend annual Federal awards in
the amount specified in 2 CFR § 200.501 are required to have a single audit performed
in accordance with 2 CFR § 200.514.

When a non-Federal entity expends armual Federal awards in ‘the amount specified in
2 CFR § 200.501(a) under only one Federal program (excluding R&D) and the
Federal program's statutes, regulations, or terms and conditions of the Federal award
do not require a financial statement audit of the auditee, the non-Federal entity may

elect to have a program-specific audit conducted in accordance with 2 CFR § 200.507
(Program Specific Audits).

Non-Federal entities which expend annual Federal awards léss than the amount
specified in 2 CFR § 200.501(d) are exempt from the single audit requirements for

that year except that the County may require a limited-scope audit in accordance with 2
CFR § 200.506(c) .

Funds from All Sources:

Non-Federal entities which expend annual funds from any source (Federal, State,
County, etc.) through the County in an amount of:

$100,000 or more must have a financial audit in accordance with the U.S.

Comptroller General’s Generally Accepted Government Auditing Standards (GAGAS)
covering all County programs.

Less than $100,000 are exempt from these audit requirements except as otherwise
noted in the contract.

Non-Federal entities that are required to have or choose to do a single audit in
accordance with 2 CFR Subpart F, Audit Requirements are not required to have a
financial audit in the same year.. However, Non-Federal entities that are required to

have a financial audit may also be required to have a limited-scope audit in the same
year. =

Page 1 of 3



General Requirements for All Audits:

. All audits must be conducted in accordance with Generally Accepted

Government Auditing Standards issued by the Comptroller General of the United
States (GAGAS).

. All audits must be conducted annually, except for biennial audits authorized by

2 CFR § 200.504 and where specifically allowed otherwise by laws, regulations, or
County policy.

. The audit report must contain a separate schedule that identifies all funds received

from or passed through the County that is covered by the audit. County programs
must be identified by confract number, contract amount, contract period, and

amount expended during the fiscal year by funding source. An exhibit number mmst
be.included when applicable.

. If a funding source has more stringent and specific audit requirements, these

requirements must prevail over those described above.

1I. AUDIT REPORTS

A

Last revised: 10/2015

For Single Audits

. Within the earlier of 30 calendar days after receipt of the auditor’s report or nine

months after the end of the andit period, the auditee must elecironically submit to the
Federal Audit Clearinghouse (FAC) the data collection form described in 2 CFR §
200.512(b) and the reporting package described in 2 CFR § 200.512(c). The auditee
and auditors must ensure that the reporting package does not include protected
personally identifiable information. The FAC will make the reporting package and
the data collection form available on a web site and all Federal agencies, pass-
through entities and others interested in a reporting package and data collection

-form must obtain it by accessing the FAC. As required by 2 CFR § 200, 512(a)(2),

unless restricted by Federal statutes or regulations, the auditee must make copies
available for public inspection.

. A notice of the audit report issuance along with two copies of the management letter

with its corresponding response should be sent to the County supervising department
within ten calendar days after it is submitted to the FAC. The County supervising
departinent is responsible for forwarding a copy of the notice to the County Auditor
within one week of receipt.

For Audits other than Single Audits

At least two copies of the audit report package, including all attachments and any
managcment letter with its corresponding response, should be sent to ‘the County
supervising department within six months after the end of the audit year, or other time
frame as specified by the department. The County supervising department is responsible
for forwarding a copy to the County Auditor within one week of receipt.

Papge 2 of 3



IOI. AUDIT RESOLUTION

Within 30 days of issuance of the audit report, the entity must submit to its County
supervising department a corrective action plan consistent with 2 CFR § 200.511(c) to
address each audit finding included in the current year auditor’s report. Questioned costs and
disallowed costs must be resolved according to procedures established by the County in the
Contract Administration Manual. The County supervising department will follow up on
the implementation of the corrective action plan as it pertains to County programs.

IV. ADDITIONAL AUDIT WORK
The County, the State, or Federal agencies may conduct additional audits or reviews to carry

out their regulatory responsibilities. To the extent possible, these audits and reviews will
rely on the audit work already performed under the audit requirements listed above.

Last revised: 10/2015 Page3of 3



Californla Department of Public Health ' Exhibit D(F}
Special Terms and Conditions
(For federally funded service contracts or agreements and grant agresments)

The use of headings or {Itles throughout this exhibit is for convenience only and shall not be used to interpret or to
govern the meaning of any specific term or condition.

The terms "contract”, "Contractor” and "Subcontractor” shall also méan, "agreement”, "grant’, “grant agreemenf”,
"Grantee" and "Subgrantee” respectively. '

The terms *California Department of Public Health” and *CDPH* shall have the same meaning and refer to the
California State agency that is a party to this Agreement.

This exhibit contains provisions that require strict adherence to various contracting laws. and policiés. Some
provisions herein are conditional and only apply if specified.conditions exist {i.e., agreement total exceeds a certain
amount, agreement is federally funded, etc.). The provisions herein apply to this Agreement unless the provisions
are removed by reference on the face of this Agreement, the provisions are superseded by an-alternate provision
appearing elsewhere In this Agreement, or the applicable conditions do not exist.

Index of Special Terms and Conditions

1.  Federal Equal_Employme_nf Opportunity 17. Human Subjects Use Requirements
Requirsments . "
18.  Novation Requirements

2.  Travel and Per Diem Reimbursement 19. D ebarment and Susp ensi on Gertification
3. Procurement Rules ) _ _ 20. Smoke-Free Workplace Certification
4. Equipment Ownership / Inventory / Disposition o1 - Cévenant Against Contin gént Feas
5. Subconfract Requirements 22. PaymentWithholds
S ineams Restncho_ns 23. Performance Evaluation
7.  Audit and Record Retention 24. Officials Not to Bensfit
8. Site Inspection 25, Four-Digit Date Compliance
9. Fedargl Confract Funds 26.  Prohibited Use of State Funds for Software
10 lntellectua] Property ng}'!ts 127.  Use of Small, Minority Owned and Womeh's
11.  Air or Water Poliution Requirements . Businesses a
12. "Prior Approval of Training Seminars, Workshops | 28.  Alien Ineligibility Certification
or Conferences '

29.  Union Organizing
30. Contract Uniformity (Fringe Bensfit Allowability)
31. "Lobbying Restrictions and Disclosure Certification

13. Confidentiality of Information }
14. - Documents, Publications, and Writien Reports
15. Dispute Resolution Process

16'. Financial and Compliance Audit Requirements

CDPH Exhibit D{F) (8/08) Page 1 of 25



‘California Department of Public Health - Special Terms and Gonditions Exhibit D (F)

1. Federal Equal Opportunity Requirements

{(Applicable to all federally funded agresments entered ‘into. by the California Department of Public Health
(CDPH) formerly known as California Department of Health Services (CDHS).)

a.

The Contractor will not discriminate against any employee or applicant for employment because of race,
color, religion, sex, national origin, physical or mental handicap, disability, age or status as a disabled
veteran or veteran of the Vietnam era. The Contractor will fake affirmative action to ensure that qualified
applicants are employed, and that employses are treated during employment, without regard to their race,
color, religion, sex, hational. origin, physical or mental handicap, disability, age or status as a disabled
veteran or veteran of the' Vietnam era. Such action. shall include, but not be limited to the following:
employment, upgrading, dsmotion or transfer; recruitment or recruitment advertising; layoff or termination;
rates of pay or other forms of compensation; and career development opportunities and selection for
training, including apprenticeship. The Contractor agrees to post in conspicuous places, available to
employees and applicants for employment, notices to be provided by the Federal Government or CDPH,
setting forth the provisions of the Equal Opportunity clause, Section 503 of the Rehabilitation Act of 1973
and the affirmative action clause required by the Vietnam Era Veterans' Readjustment Assistance Act of
1974 (38 U.S.C. 4212). Such hotices shall state the Contractor's obligation under the law fo take
affirmative action to employ and advance in employment qualified applicants without discrimination based
on their race, color, religion, sex, national origin physical or mental handicap, disability, age or status as a
disabled veteran or veteran of the Vietnam era and the rights of applicants and employees.

The Contractor will, in all solicitations or advancements for employees placed by or on behalf of the
Contractor, state that all qualified applicants will receive consideration for employment without regard to
race, color, religion, sex, national origin physical or mental handicap, disability, age or status as a disabled
veteran or veteran of the Vietnam era. .

" The Contractor will send to each labor union or representativé of workers with which it has a collective

bafgaining agreement or other contract. or understanding a' notice, to be provided by the Federal
Government or the State, advising the labor union or workers' representative of the Contractor's
commitments under the provisions herein and shall post copies of the notice in conspiciious .places
available to employees and applicants for employment.

The Contractor will comply with all provisions of and furnish all information and reports required by Section
503 of the Rehabilitation Act of 1973, as amended, the Vietnam Era Veterans' Readjustment Assistance

" Act of 1974 (38 U.S.C. 4212) and of the Federal Executive Order No. 11246 as amended, including by

Executive Order 11375, ‘Amending Executive Order 11246 Relating to Equal Employment Opportunity,’
and as supplemented by-regulation at 41 CFR part 80, “Office of the Federal Contract Compliance
Programs, Equal Employment Opportunity, Department of Labor,” and of the .rules, regulations, and
relevant orders of the Secretary of Labor. '

The Contractor will furnish all information and reports required by Federal Executive Order No. 11246 as
amended, including by Exetutive Order 11375, ‘Amending -Executive Order 11246 Relating to Equal
Employment Opportunity;’ and as supplemented by regulation &t 41 CFR part 60, “Office of the Federal
Confract ‘Compliance Programs, Equal Employment Opportunity, Department of Labor,” and the
Rehabilitation Act of 1973, and by the rules, regulations, and orders of the Secretary of Labor, or pursuant

‘thereto, and will permit access to its books, records, and accounts by the State and its designated

representatives and the Secretary. of Labor for purpeses of investigation to ascertain compliance with such
rules, ljegulations, and orders. .

In the event of the Confractor's noncompliance with the requirements of the provisions hereir or with any
faderal rules, regulations, or orders which are referenced herein, this Agreement may be cancelled,
terminated, or suspended in whole or in part and the Contractor may be declared insfigible for further
federal and state contracts in accordance with procedures authorized in Federal Exscutive Order No.
11246 as amended and ‘such other sanctions may be imposed and remedies invoked &s provided in
Federal Executive Order No. 11246 as amended, including by Executive Order 11375, ‘Amending
Executive Order 11246 Relafing to Equal Employment Opportunity,’ and as supplemented by regulation at
41 CFR part 60, *Office of the Federal Contract Compliance Programs, Equal Employment ‘Opportunity,
Department of Labor,” or by rule, regulation, or order of the Secretary of Labor, or as otherwise provided
by law,

CDPH Exhibit D(F} (9/09) Page 2 of 25
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g. The Contractor will include the provisions of Paragraphs a through g In every subcontfract or purchase
order unless exempted by rules, regulations, or orders of the Secretary of Labor issued pursuant to
Federal Executive -Order No. 11246 as amended, including by Executive Order 11375, ‘Amending
Executive Order 11246 Relating to Equal Employment Opportunity,' and as supplemented by regulation at
41 GFR part 60, “Office of the Federal Gontract Compliance Programs, Equal Employment Opportunity,
Department of Labor,” or Section 503 of the Rehabilitation Act of 1973 or (38 U.8.C. 4212) of the Vietnam

. Era Veteran's Reacljustment Assistance Act, so thai such provisions will be binding upon each
subcontractor or vendor. The Contractor will take such action with respect to any subcontract or purchase
order as the Director of the Office of Federal Contract Compliance Programs or GDPH may direct as a
means of enforcing such provisions including sanctions for noncompliance provided, however, that in the
event the Contractor becomes involved in, or is threatened with litigation by a subcontractor or vendor as a
result of such direction by CDPH, the Contractor may request in writing to CDPH, whao, in tum, may
request the United- States to enter into such litigation to protect the interests of the State and of the United
States.

2.. Travel and Per Diem Refmbursement
(Applicable if travel and/or per diem e_;xbenses,are reimhursed with égreement funds.)

Reimbursement for travel and. per diem expenses from CDPH under this Agreement shall, unless otherwise
specified in this Agreement, be at the rates currently in effect, as established by the California Department of
Personnel Administration (DPA), for nonrepresented state employees as stipulated in CDPH's Travel
Reimbursement Information Exhibit. If the DPA rates change during the term of the Agreement, the new rates
shall apply upon their effective date and no amendment to this Agreement shall be necessary. Exceptions to
DPA rates may be approved by CDPH upon the submission of a statement by the Contractor indicafing that
such rates are not available to the Contractor. No travel outside the State of California shali be reimbursed
without prior authorization from CDPH. Verbal authorization should be confirmed In writing. Writien
authorization may be in a form including fax or email confirmation.

3." Procurement Rules

(Applicable to all agreements in which equipment, property, commodities andfor supplies are furnished by
CDPH or expenses for said items are reimbursed with state or federal funds.)

a. Equipment definitions
Wherever the term equipment /property is used, the following definitions shall apply:

(1) Major equipment/property: A tangible or intangible item having a base unit cost of $6,000 or more
with a- life expectancy of one (1) year or more and is either furnished by CDPH or the cost’is
reimbursed through this Agreement. Software and videos.are examples of intangible items that meet
this definition.

2) Minor equipment!broperty:'A tangible item having a base unit cost of less than $5,000 with a life
expectancy of one (1) year or more and Is either furnished by CDPH or the cost is reimbursed through
this Agreement.

b. Government and public entities (|nclud1ng state colleges/universities and auxiliary organizations),
whethar ac:tlng as a coniractor and/or subcontractor, may secure all commodities, supplies, equipment
and services related to such purchiases that are required in performance of this Agreement. Said
procurements.are subject to Paragraphs d through h of Provision.3. Paragraph ¢ of Provision 3 shall also
apply, if equipment purchases are delegated to subcontractors' that are nonprofit organizations or
commercial busmesses

.¢.. Nonprofit organizations and commercial bus‘masses " whether acting as a contractor andfor
subcontractor, may, secure commodities, supplies, equipment and services related to such purchases for
perférmance under this Agreement. _

(1) Equipment purchases shall not exceéd'$59,000 annually.

To ‘secure equipment above the annual maximum limit of $50,000, the Contractor shall make
arrangements through the appropriate CDPH Program Contract Manager, to have all remaining
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equipment purchased through CDPH's Purchasing Unit. The cost of equipment purchased by or
through CDPH shall be deducted from the funds available in this Agreement. Contractor shall submit
to the CDPH Program Contract Manager a list of equipment specifications for those items that the
State must procure. The State may pay the vendor directly for such arranged equipment purchases
and title to the equipment will remain with CDPH. The equipment wilt be delivered to the Contractor's
address, as stated on the face of the Agreement, unless the Contractor notifies the CDPH Program
Coniract Manager, in writing, of an alternate delivery address.

(2) All equipment purchases are subject to Paragraphs d through h of Provision 3. Paragraph b of
Provision 3 shall also apply, if equipment purchases are delegated to subcontractors that are either a
government or public entity.

(3) Nonprofit orgamzatlons and commercial businesses, shall use a procuremsnt system that meets the
following standards:-

{a) Maintain a code or standard of conduct that shall govem the performance of is officers,
employees, or agents engaged in awarding procurement contracts., ‘No employee, officer, or
agent shall participate in the selection, award, or administration of a procurement, or bid contract
in which, to his or her knowledge, he or she has a financial interest. -

(b} Procurements shall be conducted in a manner that provides, to the maximum extent practical,
open, and free compaetition.

(c) Procurements shall be conducted in a manner that provides for all of the following:
[1] Avoid purchasing unnecessary or duplicate items.

[2]' Equipment solicitations shall be based upon a clear and accurate’ descrlpt[on of the technicat
requirements of the goods to be procured.

[3] Take positive steps to ufilize small and veteran owned businesses.

d. Unless.waived or otherwise sfipulated in writing by CDPH, prior written authorization from the appropriaie
CDPH Program Contract Manager will be required before the Contractor will be reimbursed for any
purchase of $5,000 or more for commodities, supplies, equipment, and services related to such.
purchases. The Contractor must provide in s request for authorizafiéh all particulars necessary, as
specified by CDPH, for evaluating the necessﬂy or desirability. of incurring such costs. - The term
"purchase” excludes the purchase of services from a subcontractor and public utlhty services at rates
established for uniform applicability to the general pubtic.

@. In.special circumstances, determined by CDPH (e.g., when CDPH has a need to monitor certain
purchases, etc.), CDPH may require prior written authorization and/or the submission of paid vendor
receipts for any purchase, regardless of dollar amount. CDPH reserves the right to either deny claims for
reimbursement or o request repayment for any Contractor and/or subcontractor purchase that CDPH
determines to be unnecessary in carrying out performance under this Agresment.

f. The Contractor and/or subcontractor must maintain a copy or narrative description of the procurement
'system, guidelines, rules, or regulations that wili be used to make purchases under this Agreement. The
State reserves the right to request a copy of these documents “and to :nspect the purchasing practices of
the Contractor and/or subconfractor at any time. X

g. For all purchases, the Gontractor and/or subcontractor must maintain copies of all paid vendor invoices,
documents, bids and other information used in vendor selection, for inspection or audit. Justifications
supporting the absenge of bidding (i.e., sole source purchases) shall also be maintained on file by the
Conractor and/or subcontractor for mspectlon or audit.

h. CDPH may, with cause (e.g., with reasonable suspicion of unnecessary purchases or use of inappropriate
purchase practices, etc.), withhold, cancel, modify, or retract the delegated purchase authorify granted

under Paragraphs b and/or ¢ of Provision 3 by giving thé Contractor no less than 30 calendar days written
notice.
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4. Equipment Ownership / Inventory / Disposition

(Applicable to agreements in which equipment and/or property is furnished by CDPH and/or when said items
are purchased or reimbursed with. state or federal funds.)

a.

“Wherever the terms equipment and/or property are used in Provision 4, the definitions in Provision 3,

Paragraph a, shall apply.

Unless otherwise stipulated in this Agreement, all equipment and/for properly that are
purchased/reimbursed with dgreement funds or furnished by CDPH under the terms of this Agreement
shall be considered state equipment and the property of CDPH,

(1) CDPH requires the reporting, tagging and annual inventorying of all equ1pment and/or property that is
furnished by CDPH or purchased/reimbursed with funds provided through this Agreement.

Upon receipt of equipment and/or property, the Contractor shall report the receipt to the CDPH
Program Contract Manager. To report the receipt of said items and to receive property tags,
Contractor shall use a form or format designated by CDPH's Asset Management Unit. If the
appropriate form (i.e., Contractor Equipment Purchased with CDPH Funds) does not accompany this
Agreement, Contractor shall request a copy from the CDPH Program Contract Manager.

(2) If the Contractor enters info an agreément with a ferrn of more than twelve months, the Contractor
shall submit an annual inventory of siate equipment and/or property fo the CDPH Program Contract
Manager using & form or format desighated by CDPH's Asset Management.Unit. If an inventory
report form (i.e., Inveniory/Disposition of CDPH-Funded Equipment) does not accompany this

Agreement, Contractor shall request a copy from the CDPH Program Contract Manager.. Confractor
shall;

(@) Include in the inventory report, equipment and/or property in the Contractor's possession and/or in
the possession of a subcontractor (including independent eonsultants): C

{b) Submit the inventory report to CDPH according to the Instructions appearing on the inventory form
or issued by the CDPH Program Contract Manager.

{c) Contact the CDPH Program Contract Manager to learn how fo remove, tréde-in, sell, transfer or
survey off, fror 'the inventory report, expired equipment and/or property that is no Jonger wanted,

usable or has passed its life expectancy Instructions will be supplied by CDPH's Asset
Management Unit.

Title fo state equipment and/or property shall not be affected by its incorporation or attachment to eny
property not owned by the State.

Unless otherwise stipulated, CDPH shall be under no obligation to pay the cost of restoration, .or
rehabilitation of the Contractor's and/or Subcontractor's facility which may be affected by the remova!l of
any state equipment and/or property

The Contractor and/or Subcontractor shall marntam and ‘administer a sound business program for

. ensuring the propér use, maintenance, repair, protectlon insurance and preservation of state equipment

and/or property.

{1) In administering this provision, CDPH may require the Contractor and/or Subcontractor to repair or
replace, to CDPH's_satisfaction, any damaged, lost or stolen state equipment and/or property.
Contractor and/or Subcontractor shall immediately file a theft report with the appropriate police agency
or the California Highway Patro! and Contractor shall promptly submit one copy of the theft report to
the CDPH Program Contract Manager. -

Unless otherwise stipulated by the program funding this Agreement, eqi.lipment and/or properiy
purchased/reimbursed with agreement funds or furnished by CDPH under the terms of this Agreement,
shall only be used for performance of this Agreement or another CDPH agreement.
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£ Within sixty (60) calendar days prior to the termination or end of this Agreement, the Contractor shall
provide a final inventory report of equipment and/or property to the CDPH Program Contract Manager and
shall, at that time, query CDPH as to the requirements, including the manner and method, of returning
state equipment and/or property to CDPH. Final disposition of equipment andfor property shall be at
CDPH expense and according to CDPH instructions. Equipment and/or property disposition instructions-
shall be issued by CDPH immediately after receipt of the final inventory report. At the termination or
conclusion of this Agreement, CDPH may at its discretion, authorize the continued use of state equipment
and/or property for performance of work under a different CDPH agreement.

g. Motor Vehicles

{Applicable only if motor vehicles are purchased/reimbursed with agreement funds or furnished Hy CDPH
under this Agreement.)

(1} If motor vehicles are purchased/reimbursed with agreement funds or furnished by CDPH under the
terms of this Agresment, within thirty (30) calendar days prior to the termination or end of this
Agreement, the Contractor and/or Subcontractor shall return such vehicles to CDPH and shall deliver

all necessary documents of fitle or registration to enable the proper transfer of a marketable fitle to
CDPH.

(2) If motor vehicles are purchased/reimbursed with agreement funds or furnished by CDPH under the
terms of this Agreement, the State of California shall be the legal owner of said motor-vehicles and the
Contractor shall be the registered owner. The Contractor and/or a subcontractor may only use said
vehicles for performance and under the ferms of this Agréement.

(3) The Contractor andfor Subcontractor. agree that all operators of motor vehicles,
purchased/reimbursed with -agreement funds or furriished by CDPH under the terms of this
Agreement, shall hold a valid State of California driver's license. In the event that ten or more

passengers are to be transported in any one vehicle, the operator shall also hold a State of California
Class B driver's license.

{4) If any motor vehicle is purchased/reimbursed with agreement funds or furnished by CDPH under the
terms of this Agreement, the Contractor and/or Subconiractor, as applicable, shall provide, maintain,
and ceriify that, at a. minimum, the following type and amount of automobile liability insurance is in
effect during the term of this Agreement or any extension period during which any vehicle remains in
the Contractor's and/or Subcontractor's possession;

Automohile Liability Insurance

{8} The Contractor, by signing this Agreement, hereby cettifies that it possesses or will obtain
automobile liability insurance in the amount of $1,000,000 per occurrence for bodily injury and
-properly damage combined. Said insurance must be obfained and made effective upon the-
delivery date of any motor vehicle, purchased/reimbursed with agreement funds or furnished by
CDPH under the terms of this Agreement, to the Contractor and/or Subcontractor,

{b) The Contractor and/or Subcon'trac':for shall, as soon as practical, furnish a copy of the certificate of
insurance to the CDPH Program Contract Manager. The certificate of insurance shall identify the
CDPH contract ot agresment number for which the insurance applies

{c) .The Contractor- and/or Subcontractor agree that bodily mjury and properly damage liability
/insurance, as required herein, shall remain in effect at all times during the term 'of this Agreement
or until such time as the motor vehicle is returned to CDPH.

(d) The Contractor and/or Subcontractor agree to provide, at least thirty (30) days prior to the
expiration date of said insurance coverage, a copy of a new certificate of insurance evidencing
continued coverage, as Indicated herein, for not less than the remainder of the term of this
Agreement, the term of any extension or continuation thereof, or for a penod of not less than cne
(1) year.
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(e) The Contractor andfor Subcontractor, if not a self-insured govemment and/or public entity, must
provide evidence, that any required certificates of insurance contain the following provisions:

[1] The insurer will not cancel the insured's coverage without giving thirty (30) calendar days prior
written notice to the State (California Department of Public Health (CDPH)).

[2] The State of Califoria, its officers, agents, employees, and servanis are included as
additional insureds, but only with respect to work performed for the State under this
Agreement and any extension or continuation of this Agreement.

[3] The insurance carrier shall notify CDPH, in writing, of the Contractors failure to pay
premiums; its cancellation of such policies; or any other substantial change, including, but not
limited to, the status, coverage, or scope of the required insurance. - Such notices shall
contain a reference to each agreement number for which the insurance was obtained.

() The Contractor and/or Subcontractor is hereby advised that coples of cerlificates of insurance
may be subject to review and approval by the Department of General Services (DGS) Cifice of
Risk and. Insurance Management. The Coniractor shall be notified by CDPH, in Wntlng, if this
provision is applicable to this Agresment. If DGS approval of the certificate of insurance is
required, the Contractor agrees that no work or services shall be performed prior to obtaining said-
approval.

(g) In the event the Contractor and/or Subcontractor fails to keep insurance coverage, as required
herein, in effect at all times during vehicle possession, CDPH may, in addition to any other
remedies it may have, terminate this Agreement upon the occurrence of such event.

5. Subcontract Requiremeénis -

(Applicable to agreements under which services are to be performed by stibcontractors including independent
consultants.)

a. Prior written authorization will be required before the Confractor enters into or is reimbursed for any
subcontract for services costing $5,000 or more. Except as indicated in Paragraph a(3) herein, when
securing subcontracts for services costing $5,000 or more, the Contractor shall obtain at least three bids
or justify & sole source award.”

(1) The Contractor must provide in. its request for authorization, all information necessary for evaluating
the necessity or desirability of incurring such cost.

(2) The State may identify the information needed to fulfill this requirement.

(3) Subcontracts performed by the foliowing entities or for the service types listed below are exempt from
the bidding and sole source justification requirements:

(a) A logal govetnmental entity or the federal ovem'ment,

(b) A State college or university from any State,

(c) A Joint Powers Authority,

(d) An auxiliary organization of a California State University or a California community college,

(e) A foundation organized to support the Board of Governors of the California Gommunity Colleges,

{H An auxillary orgamzatlon of the Student Aid Commission established under Education Code §
69522,

(g) Entities of any type that will provide subvention aid or direct services to the public,

(h) Enfities and/or service types identified as exempt from advertiging in’ State Contracting Manual
5.80. View thls publication at the following lnternet address

-hitp: IIWWW ols, das: ca. gow’Contract+ManuaIlChapters4through6 htm.
b. CDPH reserves the right to approve or dlsapprove the selection of subcontractors and with advance

written notice, require the substitution of subcontractors and require the Confractor to terminate
subcontracts entered into in support of this Agreement.
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(1) Upon receipt of a written notice from CDPH requiring the subsfitution andfor termination of a
- subcontract, the Contractor shall take steps to ensure the completion of any work in progress and

select a replacement, if applicable, within 30 calendar days, unless a longer period is agreed to by
CDPH.

-¢.  Actual subcontracts (i.e., written agreement between the Contractor and a subcontractor) of $5,000 or
more are subject to the pnor review and written approval of CDPH. CDPH may, at its discretion, elect to
waive this right. All such-waivers shall be confirmed in writing by CDPH.

d. Contractor shall maintain a copy of each subcontract entered into in support of this Agréement and shall,
upon request by CDPH, make copies available for approval, inspection, or audit.

e. CDPH assumes no responsibility for the payment of subcontractors used in the performance of this
Agreement. Coniractor accepts sole responsibility for the payment of subcontractors used in the.
performance of this Agresment.

. £ The Contractor is responsible for all performance requirements under this Agreement even though
performance may be.carried out through a subcontract. -

g. The Contractor shall ensure that all subcontracts for setvices include provision(s) requiring compliance
with applicable terms and conditions specified in this Agreement

h. The Contractor agrees fo include the following clause, relevant to record retention,.in all subcontracts for
services:

(Subcontractor Name) agrees to maintain and preserve until three years after termination of
(Agreement Number) and final payment from CDPH to the Contractor, to permit CDPH or any duly.
authorized representative, to have access to, examine or audit-any pertinent books, documents,
papers and records related to this subcontract and to allow interviews of any ém’ployees who
might reasonably have information related to such records.”

. Unless otherwise strpu!ated in wntrng by CDPH, the,Contractor shall be the subcontractor's sole point of
contact for ali matters related to performance and payment under fhis Agreement.

] Contractor shall as apphcable advise ali subcontractors of their obligations pursuant to the following
numbered provrsrons of this Exhibit: 1, 2, 3, 4, 5, 8, 7, 8, 10, 11, 12, 13, 14, 17, 19, 20, 24, and 31 or other
numbered provisions herein that deemed apphcable

6. Income Restrictions

Unless otherwise stipulated in this Agreement, the Contractor agrees that any refunds, rebates, credits, or
other amounts (including any interast thereon) accruing fo or received by the Contractor under this Agreement
shall be paid by the Contractor to CDPH, to the extent that they are properly allocable to costs for which the
Contractor has been rermbursed by CDPH under this Agreement.

7. Audit and Record Retention
(Applicable to agresments in excess of $10,000.) -

a. The Contractor and/or Subcontractor shall maintain books, records, documents, and other evidence,
accounting procedures and practices, sufficient to properly reflect &ll direct and indirect costs of whatever
nature claimed to have bgen incurred in the performance of this Agreement, mcludmg any matching costs

- and expenses. The foregoing constitiites "records" for the purpose of this provision.

b. The Contractor's.and/or subcontractors facility- or office or euch part thereof as may be engaged in the
performance of this Agreement and his/her records shall be subject at all reasonable times to inspection,
audit, and reproduction.

c. Contractor egrees that CDPH, the Depariment of General Services, the Bureau of State Audits, or their
designated representafives including the Comptroller General of the United States shall have the right to
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review and to copy any records and supporting documentation pertaining to the performance of this
Agreement. Confractor agrees to allow the auditor(s) access to such records during pormal business
hours and to allow interviews of any employees who might reasonably have information related to such
records. Further, the Contractor agrees to include a similar right of the State to audit records and

inferview staff in any subcontract related to performance of this Agreement. (GC 8546.7, CCR Title 2,
Section 1896). '

d. The Contractor andior Subcontractor shall preserve and make available histher records (1) for a period of
three years from the date of final payment under this Agreement; and (2) for such longer period, if any, as
is required by applicable statute, by any other provision of this Agresment, or by stbparagraphs (1) or (2)
below. : ’

(1) Ii this Agreement is complétely or partially terminated, the records relating to the work terminated shall
be preserved and made available for-a period of three years from the date of any resulting final
settlement. '

(2) If any !iﬁgatibn, claim, negotiation, audit, or other action involving the records has been started before
the expiration of the three-year period, the records shall be retainad untii completion of the action and
resolution of all issues which arise from it, or until-the end of the regular three-year period, whichever
is later.

e. The Contractor and/or Subconiractor shall comply with the above requirements and be aware of the
penalties_for violations of fraud and for obsfruction of investigation as set forth in Public Contract Code §
10115.10, if applicable.

f.  The Contractor and/or Sttbcontractor may, at its discretion, following receipt of final payment under this

" Agreement, reducs its accounts; books and récords related {o this Agreement to microfilm, computer disk,
CD ROM, or other data storage medium. Upon request by an authorized representative to inspect, audit
or obtain copies of said records, the Contractor and/or Subcontractor must supply or make available
applicable devices, hardwate,. and/or software necessary to- view, copy and/or print sald records.
Applicable devices may include, but are not limited to, microfilm readers and micrefilm printers, etc.

g. The Contractor s'h‘all, if applicable, comply with the Single Audit Act and the audit réporting requirements
set forth in OMB Circular A-133. -

8. Site inspection -

The State, through any authorized representatives, has the right at all reasonable times to inspect or otherwise
evaluate the work performed or being performed hereunder including subcontract supported activifies and the
premises in which it is being performed. If any inspection or evaluation is made of the premises of the
‘Contracter or Subcontractor, the Contractor shall provide and shall require Subcontractors fo provide all
reasonable facliities and assistance for the safety and convenience of the authorized representatives.in the
parformance of their duties. All inspections and ‘evaluations shall be performed in'such @ manner as will not
unduly delay the work.

9. Federal Contract Funds
(Ap'p'li_cable only to that portion of an agreement funded in part or whole with federal funds.)

a. It is mutually understood between the parties that this Agreement may have been written before
ascertaining the availability of congressional appropriation of fiinds, for the. mutual bengfit of both parties,
in ‘order to avoid program and fiscal delays which would occur if the Agreement were éxecuted after that
.determination was made. '

b. This agreement is valid and enforceable only if sufficient funds are made available to the State by the
United States Government for the fiscal years covered by the term of this Agréement. In addition, this
Agreement is subject to any additional restrictions, limitations, or conditions enacted by the Congress or
any statute enacted by the Congress which may affect the provisions, terms or funding of this Agresment
in any manner. -~ . '
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¢. It is mutually agreed that if the Congress does not appropriate sufficient funds for the program, this
Agreement shall be amended to reflect any reduction in funds.

d. CDPH has the option to invalidate or:cancel the Agreement with 30-days advance written noticeé or to
" amend the Agreement to reflect any reduction in funds.

10. Intellectual Property Rights

a. Ownership

©

@)

(3)

(4)

(5)

Except where CDPH has agreed in a signed writing to accept a license, CDPH shall be and remain,
without additional compensation, the sole owner of any and all rights, title and interest in all Intellectual
Property, from the moment of creation, whether or not jointly conceived, that are made, ‘conceived,

derived from, or reduced to practice by Contrattor or CDPH and whigh result directly or |nd1rectly from
this Agreement.

For the purposes of this Agreement, Intellectual Property means recognized protectable rights and
ihterest such as: patents, (whsther or not issued) copyrights, frademarks, service marks, applications
for any of the foregoing, inventions, trade secrets, trade dress, logos, insignia, color combinations,
slogans, moral rights, right of publicity, author's rrghts contract and licensing rights, works, mask
works, industrial design rights, rights of priority, know how, design flows, methodologies, davices,
business processes, developments, innovations, good will and all other legal rights protectmg
intangible proprietary information as may exist now and/or here after come into existence, and all
renewals and extensions, regardless of whether those rights arisé under the laws of the United States,
or any other state, country or jurisdiction.

{(a) Forthe purposes of the definition of Intellectual Property, “works” means all literary works, writings
and printed matter including the medium by which they are recorded or reproduiced, photographs,
art work, pictorial and graphic representations and works of a similar nature, film, motion pictures,
digital Images, animation cells, and other audiovisual works including posmves and negatives
‘thereof, sound recordings, tapes educational materials, interactive videos and any other materials
or products created, produced, conceptualized and fixed in a tanglble medium of expression. It
includés prellm[nary and final products and any materials and information developed for the
purposes of producing those final products. Works does not include arficles submltted to peer
review or reference journals or independent research projects.

in the performance of this Agreement, Contractor will éxercise and utilize certain of its Intellectual
Property in existence prior to the effective date of this Agreement. 'In addition, under this Agreement,
Contractor may access and utilize certain of CDPH's Intellectual Property in existence prior to the
effective date of this Agresment. Except as otherwise set forth herein, Contractor shall not use any of

CDPH's Intellsctual Properly now existing or hereafter existing for any purposes without the prior

writien. permrssmn of CDPH. Except-as otherwise set forth herein, neither the Contractor nor

"CDPH shall give any ownership interest in or rights to its Intellectual Property to the other

Party If during the term of this Agreement Contractor accesses any third-party Intellectual Property
that is-licensed to CDPH, Contractor agrees to abide by all license and confidentiality restrictions
applicable to CDPH in the third-party’s license agreement.

[
Contractor agrees to cooperate with CDPH in establishing or maintaining CDPH's exclusive rights in
the Intel[ectual Property, and in assuring CDPH'’s gole rights against third parties with respect to the
Intellectual Property. If the Contractor enters into any agreements or subcontracts with other parties
in order to perform this Agreement Contractor shall require the ferms of the Agreement(s) to inciude
all Intellectua) Property prowsrons Such terms must Include, but are not limited to, the subcontractor
assigning and agreeing to assign to CDPH all rights, title and interest in Intellectual Property mads,
concelved, derived from, or reduced to practice by the subcontractor, Contractor or CDPH and which
result directly or mdlreotly from this Agreement or any subcontract. _

Contractor further agrees to assist and cooperaté with CDPH in all reasonable respects, and execute
all documents and, subject to reasonable availability, give testimony and take all further acts
reasonably necessary o acquire, transfer, maintain, and enforce CDPH’s Intellectual Property rights
and interests.
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b. Retained Rights / License Rights

(1) Except for Intellectual Property made, conceived, derived from, or reduced to practice by Contractor
or CDPH and which result directly-or indirectly from this Agreement, Contractor shall retain title to all
of its Intellectual Property to the extént such Intellectual Property is in existence prior to the effective
date of this Agreement. Contractor hereby grants to CDPH, without additional compensation, a
permanent, non-exclusive, royalty free, paid-up, worldwide, irrevocable, perpetual, non-terminable
license to use, reproduce, manufacture, sell, offer to séll, import, export, modify, publicly and privately
display/psrform, disiribute, and dispose Contractor's Intellectual Property with the right to sublicense
through multiple layers, for any purpose whatsoever, to the extent it is incorporated in the Intellectual

Property resulting from this Agresment, unless Contractor assigns all rights, title and interest in the
Intellectual Property as set forth herein.

(2) Nothing in this provision shall restrict, limit, or otherwise prevent Contractor from using any ideas,
concepts, know-how, methodology or techniques related to its performance under this.Agreement,
provided that Contractor's use doés not infringe the patent, copyright, frademark rights, license or
other Intellectual Property rights of CDPH or third. party, of result in @ breach or default of any
provisions of this Exhibit or result in a breach of any provisions of law relating to confidentiality.

c. Copyright

(1) Contractor agrees that for purposes of copyright law, all works [as defined in Paragraph .a,
subparagraph (2)(a) of this provision] of authorship made by or on behalf of Contractor in connection
with Contractor's performance of this Agreement shall be desmed “works made for hire’. Contractor
further agrees that the work of each person utilized by Contractor in connection with the performance
of this Agreemenit will be a “work made for hire,” whether that person is an employee of Contractor or

" that person has entered into an agresment with Contractor to perform the work. Contractor shall
enter into a written agreement with any such person that: (i) all work performed for Contractor shalt be
deemed a "work made for hire” under the Copyright Act and (ii) that person shali assign all right, titie,
and interest to CDPH to any work product made, conceived, dsrived from, or reduced to practice by
Contractor or CDPH and which result directly or indirectly from this Agreement.

(2) All. materials, including, but not fimited to, visual works or text, reproduced or. distributed pursuant to
this Agresment that include Intellectual Properly made, - conceived, derived from, or reduced to
practice by Contractor or CDPH and which result directly or indirectly from this Agreement, shall
include CDPH'’s notice of copyright, which shall read in.3mm or larger typeface: ‘@ {Enter Current
Year e.g., 2007, -efc.], Department of Public.Health. . This material may not be reproduced or
disseminated without prior written permission from the Departrent of Public Health.” This. notice
should be placed prominently on the materials and set apart from other matter on the page where it
appears. Audio productions shall contain a similar audio notice of copyright.

d. Patent Rights

With. respect to inventions made by Contractor in the performancé of this Agreement, which did not resutt
from research and development specifically included in the Agresment’s scope of work, Contractor hereby
grants to CDPH a license as described under Section b of this provision for devices or material
incorporating, or made through the use of such inventions, If such inventions result from research and
development work specifically included within the Agreement's scope of work, then Contractar agrees to
assign to CDPH, without additional compensation, all its right, tile and interest in and fo such inventions
and to assist CDPH in securing United States and foreign patents with respect thereto.

e. Third-Party Intellectual Property

N
Except as provided herein, Contractor agrees that its performance of this Agreement shall not be
dependeént upon or include any Intellectual Property of Contractor of third party without first: (i) obtaining
CDPH'’s prior written approval, and (i) granting to or obtalhing for CDPH, without additional compensation,
a license, as described in Section b of this provision, for any of Contractor's or third-party's Intellectual
Property in existence prior to the effective date of this Agreéement. If such a license upori the these terms
is unaftainable, and CDPH determiines that the Intellectual Property should be inciuded in or is required for
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Contractor's performance of this Agreement, Contractor shall obtain a license under terms acceptabls to
CDPH.

f. Warraniies
(1) Contractor represents and warrants that:
(a) ltis free to enter into and fully perform this Agresment.

(b) It has sscured and will secure all rights and licenses necessary for its performance of this
Agresment.

(c) Neither Contractor's performance of this Agreement, nor the exercise by either Party of the rights
granted in this Agreement, nor any use, reproduction, manufacture, sale, offer to sell, import,
export, modification, public-and private display/performance, distribution, and disposition of the

“Intellectual Property made, conceived, derived from, or reduced to practice by Coniractor or
CDPH and which result directly or Indirectly from this Agreement will infringe upon or violate any
inteflectual Property right, non-disclosure obligation, or other proptietary -right or interest of any
third-party or entity now existing under the laws of, or hereafter existing or issued by, any state,
the United States, or any foreign country. There is currently no actual or threatened claim by any
such third party based on an alleged violation of any such right by Contractor.

(d) Neither Contractor's performance nor any part of its performance will violate the right of privacy of,
or constituie a libsl or slander-against any person or entity.

(e) It has secured and will secure all rights and licenses necessary for Intellectual Property including,
but riot limited to, consents, waivers or releases from all authors of music or performances used,
and talent (radio, television and motion picture talent), owners of any interest in and to real estate,
sites, locations, property or props fhat may be used or shown. -

() It has not granted" and shall not grant' to any person or entity any right that would or might
derogate, encumber, or interfere with any of the rights granted to CDPH in this Agreement.

(9) 1t has appropriate systems and controls in place to ensure that state funds will not be used in the
performance of this Agreement for the acquisition, operation or maintenance of computer
software In viclation of copyright laws.

(h) 1t has no knowledge of any ouistanding claims, icenses or other charges, liens, or encumbrances
of any kind or nature whatsoever that could affect in any way Contractor's performance of this
Agresment.

(2) CDPH MAKES NO WARRANTY THAT THE INTELLECTUAL PROPERTY RESULTING FROM THIS

AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK, COPYRIGHT OR THE
LIKE, NOW EXISTING OR SUBSEQUENTLY ISSUED.

g. Intellectual Property Indemnity

(1) Contractor shall indemnify, defend and hold harmless CDPH and its licensees and assignees, ard its
officers, directors, employees; agents, representatives, successors, and users of its products,
(“indemnitees”) from and against all claims, actions, damages, losses, liabilities (or actions or
proceedings with respect to any thereof), whether or not rightful, arising from any and all actions or
claims by any third party or expenses related thereto (including, but not limited to, all legal expenses,
court costs, and attorney's fees incurred in investigating, prepafing, serving as a witness in, or
defending against, any such claim, action, or proceeding, commenced or threatened) to which any of
the Indemnitees may be subject, whettier or not Gantractot'is a paity to any pending or threatened
litigation, which arise out of or are related to (i) the incorfectness or breach of any of the
representations, warranties, covenants or agreements of Contractor pertaining fo Intellectual Property;
or (ii) any Intellectual Property infringement, or any other type of actual or alleged infringement claim,
arising out of CDPH's use, reproduction, manufacture, sale, offer to sell, distribution, import, export,
modification, public and private performancefdisplay, license, and disposition of the Intellectual
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“11.

12.

Property made, conceived, derived from, or reduced to practice by Confractor or COPH and which
result directly or indirectly from this Agreement. This indemnity obligation shall apply irrespective of
whether the infringement claim is based on a patent, trademark or copyright registration that issued
after the effective date of this Agreement. CDPH reserves the right fo participate in andfor control, at
Contractor's expense any such infringement action brought against CDPH.

{2) Should any Intellectual Property licensed by the Contractor o CDPH under this Agreement become
the subject of an Intellsctual Property infringement claim, Contractor will exerclse its. authority
reasonably and in good faith to preserve CDPH's right to use the licensed Intellsctual Property in
accordance with this Agreement at no expense to CDPH.- CDPH shall have the right to monitor and
appear through its own counsel (at Contractor's expense) in any such claim or action. In the defense
or setllement of the claim, Contractor may obtain the right for CDPH fo confinue using the licensed
Intellectual Property; or, replace or modify the licensed Intellectual Property s0 that the replaced or
modified Intsllectual Property becomes non-infringing provided that such replacement or modification
is functionally equivalent to the original licensed Intelleciual Property. If such remedies are not
reascnably available, CDPH shall be entitled to a refund of all monies paid under this Agreement,
without restriction or limitation of any other rights and remedies available at law or in equity.

(3) Contractor agrees that damages alone would be inadequate to compensate CDPH for breach of any

- term of this Intellectual Property Exhibit by Contractor. Contractor acknowledges CDPH would suffer
Irreparable harm in the event of such breach and agrees CDPH shall be entitled to obtain equitable
relief, including without limitation an injunction, from a court of competent jurisdiction, without
restriction or limitation of any other rights and remedies avallable at law or in equity.

Federal Funding

In any agreement funded in whole or in part by the federal government, CDPH may acquire and maintain
the Intellectual Property rights, title, and ownership, which results-directly or indirectly from the Agreesment;
except as provided in 37 Code of Federal Regulations part 401.14; however, the federal government shall
have a non-exclusive, nontransferable, imevocable, paid-up license throughout the world to use, duplicate,
or dispose of such Intelleciual Property throughout the world in any manner for governmental purposes
and to have and permit others fo do so.

Survival

The provisions set forth herein shall survive any termination or expiration of this Agreement or any project
schedule.

Alr or Water Pollution Requirements

Any federally funded agreement and/or subcontract in excess of $100,000 must-comply with' the following
provisions unless said agreement is exempt under 40 CFR 15.5.

a.

Government contractors agree to comply with all applicable standards, orders, or requirements issued
undet section 306 of the Clean Air Act [42 U.S.C. 1857(h})], section 508 of the Clean Water Act (33 us.c.
1368), Executive Order 11738, and Environmental Protection Agency regulations (40 CFR part 15).

Institutions of higher education, hospitals, nonprofit organizations and comrmercial businesses agree to
comply with all applicable standards, orders, or requirements issued under the Clean Air Act (42 U.S.C.
7401 et seq) as amended, and the Federal Water Pol]ution Control Act (33 U.S.C. 1251 et seq.), as
amended

Prior Approval of Training Seminars, Workshops or Conferences

Contractor shall obtain prior GDPH approval of the locatlon cosis, dates agenda, Instructors, instructional.
materials, and attendees at any. reimbursable J[raining seminar, workshop, or conference conducted pursuant
to this Agreement and of any rembursable publicity or educational materials to be made available for
distribution. The Contracior shall acknowledge the support of the State whenever publicizing the work under
this Agreement in any media. This provision does not apply fo necessary staff meetings or traimng sessions
held for the staff of the Contractor or Subcontractor to conduict routine businéss matters. -
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13.

14.

15.

Gonfidenfiality of information

a.

The Contractor and its employees, agents, or subcontractors shall protect from unauthorized disclosure
names and other identifying informafion concerning persons either receiving services pursuant to this
Agreement or persons whose names or identifying information become avallabie or are disclosed to the
Contractor, its employees, agents, or subcontractors as a result of services performed under this
Agreement, except for statistical information not identifying any such person. .
The Contractor and its employees, agents, or subcontractors shall not use such identifying information for
any purpose other than carrying out the Confractor’s obligations under this Agreement.

The Contractor and its employees, agents, or subcontraciors shall promptly .transmit to the- CDPH
Program Contract Manager all requests for disclosure of such identifying information not emanating from

‘the client or person.

The Contractor shall not disclose, except as otherwise specifically permitted by this Agreement or
authorized by the client, any such identifying information to anyone other than CDPH without prior written

authorization from the CDPH Program Contract Manager, -except if disclosure is required by State or
Federal law. '

For purposes of this proyision; identity shall include, but not be limited to name, identifying number,
symbol, or other identifying particular assigned fo' the individual, such as finger or voice print or a
photograph.

As deemed applicable by CDPH, this provision may be supplemented by additional terms and conditions

covefing personal healih information (PHI) or personal, sensitive, and/or confidential information (PSCI).
Sald terms and conditions will be. outlined in one or more exhibits that will either be’ attached to this
Agreement or incorporated into this Agreement by reference.

Documents, Publications and Written Reporis

(Applicable to agreements over- $5,000 under which publieationé," written reports and documents are
developed or produced. -Government Code Section 7550.)

Any document, publication or written report (excluding progress reporis, financial reports .and normal
contractual communications) prepared as a requirement of this Agreement shall contain, in a separate section
preceding the main body of the document, the number and dollar amotints of all confracts or agreements and
subcontracts relafing to the preparation of such document or réport, if the total cost for work by nonemployees
of the State exceeds $5,000. B ) '

Dispute Resolution Process

a.

A Coﬁtrac_:tor grievance exists whenever there‘is'é dispute arising from CDPH's &ction in the
administration of an agreement. If there is a dispute or grievance befween the Gontractor and CDPH, the
Contractor must s_eek resolution using the procedl._lre outlined below. _

(1) The Contractor should first informally discuss the problem with the CDPH Program Contract Manager.
If the problem cannot be resoived informally, the Contractor shall direct its grievance together with any
evidencs, in writing, fo the:program Branch Chief. ‘Thé grievance shall state the Issues in dispute, the
legal authority or other basis for the Contractor's pesition and the remedy sought. The Branch Chief
shall render a decision within ten (10) working days after receipt of the written grievance from the
Contractor. The-Branch Chief shall respond in writing to the Contractor indicating the decision and
reasons therefore. If the Corntractor disagrees with the Branch Chief's decision, the Contractor may
appeal to the second lsvel. '

(2) When appéaling to the second level, the Contractor must prepare an appeal indicating the reasons for
disagreement with Branch Chief's decision. The Contractor shall include with the appeal a copy of the
Contractor's original statement of dispute along with any supporting evidence and a copy of the
Branch Chief's decision. The appeal shall be addressed to the Deputy Director of the division in which
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the branch is organized within ten (10) working days from receipt of the Branch Ghief's decision. The
Deputy Director of the division irr which the branch is organized or hisfher designee shall meet with the
Contractor to review the issues raised. ' A written decision signed by the Deputy Director of the division
in which the branch is organized or his/her designee shall be directed to the Contractor within twenty
(20} working days of receipt of the Contractor's second level appeal. b

b. If the Contractor wishes to appeal the decision of the Deputy Director of the division in which the branch is

-organized or histher designee, the Contractor shall follow the procedures set forth in Division 25.1

(commencing with Section 38050) of the Health and Safety Code and the regulations adopted thereunder.
(Title 4, Subchapter 2.5, commencing with Section 251, California Code of Regulations.)

c. Disputes arising out of an audit, examination of an agreement or other action not covered by subdivision
(a) of Section 20204, of Chapter 2.1, Title 22, of the Californfa Code of Regulations, and for which no
procedures for appeal are provided in statute, regulation or the Agreement, shall be handled in

accordance with the procedures identified in Sections 51016 through 51047, Title 22, California Code of
Regulations.

d. Unless otherwise stipulated in writing by CDPH, all dispute, grieVa'nce and/or appeal correspondence shall
be directed to the CDPH Program Contract Manager.

e. There are organizational differences within CDPH's funding programs and the management levels
identified in this dispute resolution ‘provision may not apply in every contraciual situgtion. When a
.grievance is received and organizational differences exist, the Confractor shall be notified in writing by the
CDPH Program Contract Manager of the level, name, and/or title of the appropriate management official
that is responsible for issuing a decigion at a givenlevel.

16. Financial and Compliance Audit Requirements

a. The definitions used in this provision are conteined in Section 38040 of the Health and Safety Code, which
by this reference is'made a part hereof.

b. Direct service contract means a contract or agreement for services contained in local assistance .pr'
subvention programs or both (see Health and Safety [H&S] Code section 38020). Direct service coniracts
shall not Include contracts, agreements, grants, or subventions to other governmental agencles or units of

government nor contracts or agreements with regiona! centers or area agencies on aging (H&S Code
section 38030).

A}

c. The Contraictor, as iﬁdicated below, agrees to obtain one of the following éudits_:

(1) If the Contractor is a nonprofit organization (as defined in H&S Code section 38040) and receives
$25,000 or more from any State agency under a direct service contract or agreement; the Contractor
agrees to obtain an annual single, organization wide, financial and compliance audit. Sald audit shall
be conducted according to Generally Accepted Auditing Standards. This audit does.not fulfill the audit
requirements of Paragraph'c(3) below. The audit shall bé completed by the 15th day of the fifth
tmonth following the end of the Contractor's fiscal year, andfor

(2) If the Contractor is a ngnprofit organization (as defined in H&S Code section 38040) and receives less’
than $25,000 per vear from any State agency under & direct service contract or agreement, the
Contractor agrees to obtain a biennial single, organization wide financial and compliance audit, unless
there is evidence of fraud or other violation of state law in connection with this Agreement, This audit
does not fulfill the audlt requirements of Paragraph ¢(3) below. The audit shall be completed by the
15th day of the fifth month following the end of the Contractor’s fiscal year, andfor

(3) If the Contractor is & State or Local Government entity or Nonprofit organization (as defined by the
Federal Office of Management and Budget [OMB] Circular A-133) and expends $500,000 or more in
Federal awards, the Contractor agrees fo obtain an annual single, orgafization wide, financial and
compliance audit according to the requirements specified in OMB Circular A-133 entitled "Audits of
States, Local Governments, and Non-Profit Organizations". An audit conducted pursuant to this
provision will fulfill the' audit requirements outlined In Paragraphs-¢(1) and ¢(2) above. The audit shall
be completed by the end of the ninth month following the end of the audit period. The requirements of
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this provision apply If:

(8) The Contractor is a recipient expending Federal awards received directly from Federal awarding
agencies, or

(b) The Contractor is a subrecipient expendmg Federal awards received from a pass-throiigh entity
such as the Stats, County or community based organization.

(4) if the Contractor submits to CDPH a report of an audit other than an OMB A-133 audit, the Contractor
must also submit a certification indicating' the ‘Coritractor has not expended $500,000 or more in
federal funds for the year coverad by the audit report.

d. Two copies of the audit report shall be delivered to the CDPH program funding this Agreement. The audit
report miust identify the Contractor's legal name and the number assigned to this Agreement. The audit
report shall be due within 30 days after the completlon of the audit. Upon receipt of said audit report, the
CDPH Program Contract Manager shall forward the audit report o CDPH's Audits and Investigations Unit
if the audit report was submitted under Section 16.6(3), uniess the audit report is from a City, County, or
Special District within the State of California whereby the report will be retained by the funding program.

e. The cost of the audits described herein may be included in the funding for this Agreament up to the
proportionate amount this Agreement represents of the Confractor's total revenue. The CDPH program

funding this Agreement must provide advance written approval of the specific amount allowed for said
audit expenses.

f. The State or its authorized designes, including the Bureau of State Audits, is responsible for conducting
agreement performance audits which are not financial and compliance audits. Performance audits are
defined by Generally Accepted Government Auditing Standards.

g. Nothing in this Agreement limits the State's responsibility or.authority o enforce State law or regulations,
procedures, or reporting requirements arising thereto.

h. Nothing in thIS provision limits the authority of the State to make audits of this Agreement provided
however, that if independent - audiis arranged for by the Contractor meet Generally Accepted
Governmental Auditing Standards, the State shall rely on those audits and any additional audit work and
shall build upon the work already done.

i. The Stats may, at its option, direct its.own auditors to perform‘ either of the audits described above. The-
Contractor will be given advance written notification, if the State chooses to exercise its option to perform
said audits.

j.  The Contractor shall include a clause in any agregment the Contractor enters into with the audit firm doing
the single orgamzatlon wide audit to provide access by the State or Federal Government to the working
papers of the lndependent auditor who prepares the smg[e organlzatlon wide audit for the Coniractor.

k. Federal or state auditors shali have “expanded scope audttlng“ authority to conduct speclf c.program
audits during the same period In which a single organization wide audit is being performed, but the audit
report has not been issued. The federal or stéte auditors shall review and have access to the current audit
work being conducted and will not apply any testing or review procedures which have not been satlsf‘ ed by
previous audit work that has been completed.

The term "expanded scope audmng" is applied and defined in the U.S. General Accounting Office (GAQ)
issued' Standards for Audi of Govemment Organizations, Programs, Activities and Functions, betier
known as the "yellow book".

17. Humali Subjects Use Requirements

‘(Applicable only to federally funded agreements/grants in which performance, directly or through a
subcontract/subaward, includes any tests or examination of materials derived from the human body.)
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18.

19.

By signing this Agresment, Contractor agrees that if any performance under this Agresment or any
subcontract or subagreement includes any tests or examination of materials derived from the human body for
the purpose of providing information, diagnosis, prevention, treatment or assessment of disease, impairment,
or health of a human belng, all locations at which such examinations are performed shall meet the
requirements of 42 U.S.C. Section 263a (CLIA) and the regulations thereunder.

Novation Requirements

If the Contractor proposes any novation agreement, CDPH shall act upon the proposal within 60 days after
recsipt of the written proposal. CDPH may review and consider the proposal, consult and negotiate with the
Contractor, and accept or reject ll or part of the proposal. Acceptance or rejection of the proposal may be
made orally within the 60-day period and confirmed in writing within five days .of said decision. Upon written
acceptance of the proposal, CDPH will initiate an amendment to this Agreement to formally Implement the
approved proposal.

Debarment and Suspension Certification
(Applicable to all agreements funded in part or whole with federal funds.)

a. By signing this Agreement, the Contragtor/Grantee agrees to comply with applicable federal suépension
and debarment regulations inciuding, but not fimited to 7 CFR Part 3017, 46 CFR 76, 40 CFR 32 or 34
CFR85. ' .

b. By signing this Agreement, the Contractor ceriifies to the best of is knowledge and belief, that it and its
principals: '

(1) Are not presently débarred, suspended, proposed for debarment, declared ineligible, or voluntarily
_excluded by any federal department or agency;

(2) -Have not within a three-year period preceding this application/proposal/agreement been convicted of
“or had a civil judgment rendered against them for commission of fraud or a crimina! offense in
connection with obtaining, attempting to obtain, or performing: a public (Federal, State or local}
transaction or contract under a public transaction; violation of Federal or State antitrust statutes or
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making
false statements, or recéiving stolen property; )

(3) Are not presently indicted for or otherwise criminally or clvilly charged by a governmental entity -
. . (Federal, State or local) with commission of any of the offenses enumerated in Paragraph b(2) herein;
and

(4) Have not within a three-year period preceding this application/proposal/iagreement had one or more
public transactions (Federal, State or local) terminated for cause or default.

(6) Shall not knowingly enter into any lower tier covered transaction with a parson who is proposed for
debarment under federal regulations {i.e., 48 CFR part 9, subpart 9.4), debarred, suspended, declared
ineligible, or veluntarily excluded from participation in such transaction, unléss authorized by the State.

t

(6) Will include a clause entitled, "Debarment and Suspension Certification” that essentially sets forth the
‘provisions herein, in all lower tier covered transactions and in all solicitations for lower tier covered
transactions. ‘

c. If the Cbntractor is unable to certify. to any of the statements in this certification, the Confractor shall
submit an explanation to the CDPH Program Contract Manager. ‘

d. - The terms and definitions herein have the me'anings set out in the Definitions and Cover’agé sections of
the rules Implementing Federal Executive Order 12549, )

e. If the Contractor knowingly violates this ceriification, in addition to other remedies avallable to the Federal
Government, the CDPH may terminate this Agreement for cause or default.
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20.

-21.

22,

23,

Smoke-Free Workplace Certification

(Apphcable to federally funded agreementslgrants and subcontracts/subawards, that provide health, day care,
early childhood development services, education or library services fo children under 18 directly or through
local governments.)

a. Public Law 103-227, also known .as the Pro-Children Act of 1994 (Act), requires that smoking not be
permitted in any portion of any indpor facility owned or.leased or contracted for by an entlty and used
routinely or regulariy for the prowsmn of health, day care, early childhood development services, education
or library services-to chiidren under the age of 18, if the services are funded by federal programs either
directly or through state or local governments, by federal grant, contiact, loan, or loan guarantee. The law
also applies to children's services that are provided in indoor fagilities that are constructed, operated or
maintained with such federal funds, The law does not apply fo children's services prowded in private
residences; portions of facilities used for inpatient drug or alcohol treatment; service providers whose sole

source . of applicable federal funds is Medicare or Medicaid; or faciliies where WIC coupons are
redeemed.

b. Failire to comply with the provisions of the law may result in the iniposition of a civil monetary penalty of

.up to $1,000 for each violation and/or the imposition of an administrative compliance order. on the
responsible pariy.

¢. By signing this Agreement, Contractor or Graniee certifies that it will comply with the requirements ‘of the
Act and will not allow smoking within any portion of any indoor facility used for'the provision of services for
children as defined by the Act. The prohibitions herein are effective December 26, 1994.

d. Contractor or Grantes further' egrees that it will insert this certification into any subawards {subcontracis or
subgrants) entered into that provide for children's services as described in the Act.

Covenant Against Contingent Fees
{Applicabls only to federally funded agreements ).

The Contractor warrants that no person or selling agency has been employed or retained to sollcltlsecure this
Agreement upon an agreement of understanding for a commission, percentage, brokerage or contingent fee,
except bona fide employees or bona fide established commercial or selfing agencies. retained by the
Contractor for the purpose of securing business. For breach or vioation of this warranty, CDPH shall have the
right to annu! this Agreement without liability or in its discretion to deduct from the- Agreement price or

considerafion, or otherwise recover, the full amount of such commission, percentage, and brokerage or
contingent fee

Payment Withholds

(Applicable only if a final report is required by this Agreement. Not applicable to government entities.)

‘Unless waived or otherwise stipulated in this Agreemeht 'CDPH may, at its discretion, withhold 10 percent

{10%) of the face amount of the Agresment, 50 percent (50%) of the final invoice, or $3,000 whichever is
greater, until CDPH recsives. a final report that meets the terms, conditions afdfor scope of work requirements
of this Agreement.

Performance Evaluation
(Not applicable fo grant agreements.)
CDPH may, at its discretion, evaluate the performance of the Contractor at the conclusion of this Agreement.

If performance is evaluated, the evaluation shall not be a public record and shall remain on file with CDPH.
Negative performance evaluations may be considered by CDPH. prior to making future contract awards
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24. Officials Not to Benefit

25,

28.

27.

28.

No members of or delegate of Congress or the State Legislature shall be admitted to any share or part of this
Agreement, or to any benefit that may arise therefrom. This provision shali not be construed to extend fo this
Agreement if made with a corporation for its general benefits.

Four-Digit Date Compliance

(Appllcable to agreements in'which Information Technology (IT) services are provided to CDPH orifIT
equipment is procured.)

Contractor warrants that it will provide only Four-Digit Date Compliant (as defined below) Deliverables and/or
services to the State. “Four Digit Date compliant’ Deliverables and services can accurately process, calculate,
compare, and sequence date data, including withott limitation date data arising out of or relating to leap years
and changes in centuries. This warranty and representation is subject to the warranty terms and conditions of
this Contract and does not limit the generality of warranty obligations set forth elsewhere herein.

Prohibited Use of State Funds for Software

{Applicable to agreements in which computer software js used in performance of the work.)

Contractor certlf es that it has appropriate systems and controls in place to ensure that state funds will not be

used inthe performance of this Agreement for the acqmsmon operation or maintenance of computer software
in viclation of copyrlght [aws. . i .

Use of Small, Minority Owned and Women's Businesses

(Applicable to that portion of an agreement that is federally funded and entered into with institutions of higher
education hospitals nonprofit organizations or commercial businesses.)

Positive efforts shall be made to use small businesses, mmorlty-owned firms and women's business

.enterprises, whenever possible (i.e., procurement of goods and/or services). Coniractors shall take all of the

following steps to further this goal.

(1) Ensure that small businesses, mlnorlty-owned fi irms, and women's business enterpnses are used fo the
fullest extent practicable, :

(2) Make information on forthcoming purchasing and contracting opportunities available ‘and -arrange time
-frames for purchases and contracts to encourage and facilitate participation by small businesses, minority-
owned firms, and women's business enterprisas.

(3) Consider in the contract process whether firms competing for larger contracts lntend to subcontract with
‘small businesses, minority-owned firms, and women's business enterprises.

(4) Encourage contracting with consortiums of small businesses, minority-owned firms and women's business
enterprises when a contract is too large for one of these firms to handle individually.

(5) Use the services and assistance, as appropriate, of such organizations as the Federal Small Business
Administration and the U.S. Depariment of Commerce's Minority Business Deve!opment Agency in the
. solicitation and utilizetien of small businesses, minority-owned firms and women's business enterprises.

Alien Ineligibility Certification

(Applicable to sole propristors entering federally funded agreements.}

By signing this Agreement the Contractor certifies that-he/she is not an alien that is ineligible for state and

locel benefits, as defined in Subtitle B of the Personal Responsibility and Work Opportunity Act. (8 U.S.C.
1601, et-seq.)
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29,

30.

Union Organizing
(Applicable only to grant agreements.)

Grantes, by signing this Agreement, hereby acknowledges the applicability of Government Code Sections
16645 through 166489 fo this Agreement. Furthermore, Grantee, by signing this Agreement,' hereby certifies

that;
a. No state funds disbursed by this grant will be used to assist, promote or deter union organizing.

b. Grantee shall account for state funds disbursed for a specific expenditure by this grant, to show those
funds were allocated to that expenditure.

¢. (Grantee shall, where state funds are not deéignated as described in b herein, allocate, on a pro-rata basis,
all disbursements that support the grant program. '

d. If Grantee makes expenditures to assist, promote or deter union organizing, Grantee will maintain records
sufficient to show that no state fnds were used for those expenditures, and that Grantee shall provide
those records to the Attorney General uponi request.

Contract Uniformity (Fringe Benefit Allowability)
(Applicable only to nonprofit organizations.)

Pursuant to the provisions of Article 7 (commencing with Section 100525} of Chapter 3 of Part 1 of Division
101 of the Health and Safely Code, CDPH sets forth the following policles, procedures, and guidslines
regarding the reimbursement of fringe benefits. . ' . ’

a. As used herein fringe benefits shall mean an employment banefit given by one’s employer fo an émployee
in addition to one’s regular.or normal wages or salary.

b. As used herein, fiinge benefits do not include:

(1) Compensation for personal services paid currently or accrued by the Contractor for services of
employees rendered during the term of this Agreement, which is identified as regular or normal
salaries - and wages, anhual leave, vacation, sick leave, holidays, jury. duty and/or military
leave/training. _

(2) Director's and executive committee member's fees.

(3) Incentive awards and/or bonus incentive pay.

(4) Allowances for off-site pay.

(6) Location allowances.

{6) Hardship pay. .

{7) Cost-of-living differentials

c. Specific allowable fringe benefits include:

(1) Fringe benefits in the form of employer contributions for the employer's portion of payroll texes (i.e.,
FICA, SUI, SDI), employee health plans (i.e., health, denta! and vision), unemployment insurance,
worker's compensation insurance, and the employer's share of pension/retirément plans, provided
they are granted in accordance. with established written organization policies and.meet all legal and
Internal Revenue Service requirements,

d. To be an allowable fringe benefit, the cost must meet the following criterta:
(1) Be necessary and reasonable for the performance 'of the Agreement.
{2)- Be determined in accordance with generally accepted accounting principles.
(3) Be consistent with policies that apply uniformly to all activities of the Contractor.

e. Contractor agrees that all fringe benefits shall be at actual cost.
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f.  Earned/Accrued Compensation

(1)

(2)

(3)

Compensation for vacation, sick lsave and holidays, is limited to that amount eamed/accrued within
the agreement term. Unused vacation, sick leave and halidays earned from periods prior to the
agreement term cannot be claimed as allowable costs. See Provision f (3)(a) for an example.

For multiple year agreements, vacation and sick leave compensation, which 1s earnedfaccrued but not
paid, due to employee(s) not taking time off may be carried over and claimad within the overall term of
the multiple years of the Agreement. Holidays cannot be carrled over from ohe agreement year to the
next. Sae Provision f (3)(b) for an example.

For single year agreements, vacation, sick leave and holiday compensation that is earned/accrued but
not pald, due to employee(s) not taking time off within the term of the Agreement, cannot be claimed
as an allowable'cost. See Provision f (3)(c) for an example.

(a) Example No.1:

If an employee, John Doe, eamsfaccrues three weeks of vacation and twelve days of sick leave
each year, then that Is the maximum amount that may be claimed during a one year agreement.
If John Doe has five weeks of vacation and eighteen days of sick leave at the beginning of an
agreement, the Contractor during a one-year budget period may only claim up to three weeks of
vacation and twelve days of sick leave as actually used by the employee. Amounts

earnedfaccruéd in periods prior to the beginning of the Agreement are not an allowable cost.
(b) Example No. 2:

If during a three-year (multiple year) agreement, John Doe does not use his three weeks of
vagcation in year one, of his three weeks in year two, but he does actually use nine weeks in year
three; the Contractor would be allowed to claim all nine weeks paid for in year three. The total
compensation over the three-year period cannot exceed- 156 weeks (3 X 52 weeks).

(c) Example No. 3:
If during a single year agreement, John Doe works fifty weeks and used one week-of vacation and

one week of sick leave and all fifty-two weeks have been billed to CDPH, the remaining unused
two weeks of vacation and seven days of sick leave may not be claimed as an allowable cost.

31. Lobbying Restrictions and Disclosure Certification

(Applicable to federally funded agreements in excess of $100,000 per Section 1352 of the 31, U.S.C.)

a. Gertification and Disclosure Requirements

M

Each person (or recipient) who requests or receives a contract or agreement, subcontract, grant, or
subgrant, which is subject to Section 1352 of the 31, U.S.C., and which exceeds $100,000 at any fier,
shall file @ certification (in the form set forth in Attachment 1, consisting: of one page, entitled
“Certification Regarding Lobbying”) that the reciplent has not made, and will not make, any payment
prohibited by Paragraph b of this provision. -

" Each recibient éhail file-a disclosure (in.the form set forth in Attachment 2, entitled *Standard Form-

LLL ‘disclosure of Lobbying Activities”) if such recipient has -made or has. agreed fo make any
payment using nonappropriated: funds (to include profits from any covered federal action) in
connection with a contract, or grant or any extension or amendment of that contract, or grant, which
would be prohibited under Paragraph b of this provision if paid for with appropriated funds. ‘

Each recipient shall file a disclosure form at the-end_of each calendar quarter in which there oceurs
any évent that requires disclosure or that materially affect the accuracy of the-information contained in
any disclosure form previously filed by such person under Paragraph a(2) herein. An event that
materially affects the accuracy of the information reported includes: ' o :
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(a)'A cumulative increase of $25,000 or more in the amount paid or expected to be pald for
influencing or atiempting to influence a covered federal action;

{b) A change in the person(s) or individuals(s) influencing or attempting to influence a covered federal
action; or

(c} A change in the officer(s), employee(s), or member(s) contacted for the purpose.of influencing or
attempting to'influence a covered federal action. :

(4) Each person (or recipient) who requests or receives from a person referred to in Paragraph a(1) of
this provision a contract or agreement, subcontract, grant-or subgrant exceeding $100,000 at any tier
under a contract or agreement, or grant shall file a certification, and a disclosure form, if required, to
the next tier above. |

(5) All disclosure forms (but not certifications) shall be forwarded from tier fo tier until recelved by the
person referred to in.Paragraph a(1) of this provision. That person shall forward all disclosure forms
to'CDPH Program Contract Manager.

b. Prohibition

" Section 1352 of Title 31, U.S.C., provides in part that no appropriated funds. may be expended by the
recipient of a federal contract or agreement, grant, loan, or cooperative agreement to pay any person for
influencing or attempting to influence an officer or employse of any agency, a Member.of Congress, an
officer or employee of Congress, or an employee of a Member of Congress in connection with any of the
following covered federal-actions: the awarding of any federal contract or agreement, the making of any
federal grant, the making of any federal loan, entering into of any cooperative agreement, and the
extension, continuation, renewal, amendment, or modification of any federal contract or agreement, grant,
loan, or cobperative agreemsnt,
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INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING ACTIVITIES

This disclosure form shall be completed by the reporting entlty, whether subawardae or prime Federal .réeipiant. at the Inltiation or receipt of a covered Federal aciion, or a
material change to a previous filing, pursuant to title 31 U.8.C. section 1352 The filing of 2 form Is required for each payment or agreement to make payment to any lobbying
entity for influencing or attempting to influence an officer or employes of any agency, a Member of Congreas, an officer or.employee of Congress, or an smployee of a Member
of Cengress in connection with a covered Federal action. Cemplete all items thet apply for bath the inlflal filing and material change report. Refer to the implementing guidance
published by the Offiee of Management and Budgst for addltienal information.

1.

2.

3.

10.

.

{dentify the type of coverad Federal action for which lobbying -ac!iviiy is and/or has been securad to influence the outcome of a covered Federal action.
fdenfify the status of the covered Faderal actlon,

Idenlify the appropriate classification of this report. If this is a follow-up raport caused by a materia change to the information previously reported, enter the year and
quarter in which the change occurred. Enter the date of the last previously submitted report by this reporiing entliy for this covered Federal action.

Enter the full name, address, city, State and zip code of the reporting enfity. Include Congressional District, If known. Check the appropriate classification of the
reparting entity thal designates if it is, or expects to be a prime or subsaward recipient. Identify the tier of the subawardes, a.g., the first subawardee of the prime Is
the 1st fier. Subawards include but are not limitad fo subcontracts, subgrants and contract awards under grants,

If the organization filing the repor in item 4 checks "Subawardee,” then entsr the full nams, eddress, clty, State and zip code of the pime Federal reciplent. include
Congressional District, if known, :

Enter the name of the Federal agency making the award or Ioan commitment. Include et least one nrg'anizational level below agency name, If known. For example,
Department of Transportation, Unlied States Coast Guard.

Enter the Fedaral program name or desaription for the covered Federal action (fiem 1), if known, enter the full Catalog of Federal Domestic Assistance (CFDA)
number for grante, cooperative agresments, !oans, and loan commitments,

Enter the most appropriate Federal identifying nurnber available for the Federal aciion identified in #tem 1 (e.g., Request for Proposal (RFP) number; tnvitation for Bid
(IFB) number; grant announcement number; the confract, grant, or loan award number; the application/proposal control number assigned by the Faderal agenoy).
Include prefixes, e.g., "REP-DE-B0-001." :

For a covered Fdéral action whera there has been an award or loan commitment by the Federal aganéy, enter the Federal amount of the awardican commitment
for the prime entity identifled In item 4 or 5. ’

(a) Enter the full name, address, city, State and zIp code of the lobbying reglstrant under the Lobbying Disclosure Act of 1995 engaged by the reporting enfity
identified in item 4 to Influence the covered Federal action. ’

-6} Enter the full names of the individual(s) performing services, and include full address if different from 10 {a). Enter Last Name, First Nams, and Middle Initlal
).

The cerlifying official shall sign and date the form, print histher name, fitle, and telephone number.

According to the Paperwork Reduction Act, as amended, no persons are required to respond to a collection of information unless it displays a valid
OMB Conirol Number. The valid OMB control number for thle Information collection Is OMB Mo. D348-0048, Public Teparting burden for this
collection of information is estimatsd to average 10 minutes per respense, including time for reviewing instructions, searching exdisting data sources,
gathering and maintaining the data needed, and complsting and reviewing the collection of information. Send comments regarding the burden
estimate or any other aspect of this collaction of information, Including suggesfions for reducing this burden, to the Office of Management and
Budget, Paperwork Reduction Project (0348-0046), Washington, DC 20508.
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Information Privacy and Security Requirements
(For Non-HIPAA/HITECH Act Coniracts)

This Information Privacy and Security Requirements Exhibit (For Non-HIPAA/HITECH Act Contracts)
(herelnafter referred to as “this Exhibit") sets forth the information privacy and security requirements
Contractor is obligated to follow with respect to all personal and confidential information (as defined herein)
disclosed to Contractor, or collected ,created, stored, transmitted or used by Contractor for or on behalf of
the California. Department of Public Health (hereinafter “CDPH"), pursuant to Contractor's agreement with
.CDPH. (Such personal and confidential information is referred to herein collectively as “CDPH PCI".) CDPH
and Contractor desire to protect the privacy and provide for the security of CDPH PCl pursuant to this Privacy
Exhibit and in compliance with state and federal laws applicable to the CDPH PCI.

HI.

Order of Precedence: With respect to information privacy and security requirements for all CDPH PCI,
the terms and conditions of this Exhibit shall take precedence over any conflicting terms or conditions set
forth in any other part of the agreement between Contractor and CDPH, including Exhibit A (Scope of

Work), all other exhibits and any other attachments, and shall prevail over any such conflicting terms or
conditions.

. Affect on lower tier transactions: The terms of this Exhibit shall apply to all contracts, subcontracts, and

subawards, regardless of whether they are for the acquisition of services, goods, or commodities. When
applicable the Contractor shall incorporate the relevant provisions of this Exhibit into each subcontract or
subaward to its agents, subcontractors, or independent consultants.

Definitions: For purposes of the agreement between Contractor and CDPH, including this Exhibit, the
following definitions shall apply:

A. Breach: ‘Breach” means:

1. the acquisition, access, use, or disclosure of CDPH PCI, in any medium (paper, electronic,
oral), in violation of any state or federal law or in a manner not permitted under the agreement
between Contractor and CDPH, including this Exhibit, that compromises the privacy, security
or integrity of the information. For purposes of this definition, “compromises the privacy,
security or integrity of the information” means poses a significant risk of financial, reputational,
or other harm to an individual or individuals; or

2. the same as the definition of "breach of the security of the system” set forth in California Civil
Code section 1798.29(d).

B. Confidential Information: “Confidential information” means information that:

1. does not meet the definition of “public records” set forth in California Government Code
section 6252(e), or is exempt from disclosure under any of the provisions of Section 6250, et
seq. of he California Government Code or any other applicable state or federal laws; or

2. is contained in documents, files, folders, books or records that are clearly labeled, marked or
designated with the word “confidential® by CDPH,; or

3. is “personal information” as defined in this Exhibit.

C. Disclosure: "Disclosure” means the release,_'transfer, provision of, access to, or divulging in any
other manner of information.

D. Personal Information: “Personal information” means information, in any medium (paper,
" electronic, oral) that:
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1. by itself directly identifies or uniquely describes an individual; or

2. creates a substantial risk that it could be used in combination with other information to
indirectly identify or uniquely describe an individual, or link an individual to the other
information; or

3. meets the definition of “personal information” set forth in California Civil Code section
1798.3(a) or

4. is one of the data elements set forth in California Civil Code section 1798. 29(e)(1),(2) or (3); or

5. meets the definition of “medical information” set forth in either California Civil Code section
1798.29(f)(2) or California Civil Code section 56.05(g); or

6. meets the definition of “health insurance information” set forth in California Civil Code section
1798.29(f)(3).-

E. Security Incident: “Security Incident” means:

1. an attempted breach; or

2. the attempted or successful modification or.destruction of CDPH PCI, in violation of any
state or federal law or in a manner not permitted under the agreement between Contractor
and CDPH, (including this Exhibit; or

3. the attempted or successful modification or destruction of, or interference with,
Contractor's system operations in an information technology system, that negatively
impacts the confidentiality, availability or integrity of CDPH PCI, or hinders or makes
impossible Contractor's receipt, collection ,creation, storage, transmission or use of PCI
by Contractor for or on behalf of CDPH, pursuant to Contractor's agreement with CDPH,
including this Exhibit. '

F. Use: “Use” means the sharing, employment, application, utilization, examination, or analysis of
information.

Disclosure Restrictions: The Contractor and its employees, agents, or subcontractors shall protect from
unauthorized disclosure any 'CDPH PCl. The Contracior shall not disclose, except as otherwise
specifically permitted by the agreement between Contractor and CDPH (including this Exhibit) , any
CDPH PCI to anyone other than CDPH without prior written authorization from the CDPH Program
Contract Manager, except if disclosure is required by State or Federal law.

Use Restrictions: The Contractor and its employees, agents, or subcontractors shall not use any CDPH
PCI for any purpcse other than carrying out the Contractor's obligations under its agreement with CDPH.

Safeguards: The Contractor shall implement administrative, physical, and technical safeguards that

.-reasonably and appropriately protect the privacy, confidentiality, security, integrity, and availability of

CDPH PCl, including electronic or computerized CDPH PCI. The Contractor shali develop and maintain a
written information privacy and security program that includes administrative, technical and physical
safeguards appropriate to the size and complexity of the Contractor's operatlons and the nature and
scope of its activities in performing its agreement with CDPH, including this Exhibit, and which
incorporates the requirements of Section VII, Security, below. Contractor shall provide CDPH with
Contractor's current and updated policies.

Security: The Contractor shall take any and all steps necessary to ensure the continuous security of all
computerized data systems containing CDPH PCI. These steps shall include, at a minimum:

A. complying with all of the data system security precautions listed in-the Contractor Data Security
Standards set forth in Attachment 1 to this Exhibit;
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B. providing a level and scope of security that is at least comparable to the level and scope of
security established by the Office of Management and Budget in OMB Circular No. A-130,
Appendix [ll- Security of Federal Automated Information Systems, whtch sets forth gmdehnes for
automated information systems in Federal agencies; and

in case of a conflict between any of the security standards contained in any of these enumerated
sources of security standards, the most stringent shall apply. The most stringent means that

safeguard which provides the highest level of protection to CDPH PCI from breaches and security
incidents.

Security Officer: The Contractor shall designate a Security Officer to oversee its compliance with this
Exhibit and for communicating with CDPH on matters concerning this Exhibit.

Training: The Contractor shall provide training on its obligations under this Exhibit, at its own expense, to
all of its employees who assist in the performance of Contractor's obligations under Contractor's
agreement with CDPH, including this Exhibit, or otherwise use or disclose COPH PCI.

A. The Contractor shall require each employee who receives training to sign a certification, indicating
the employee’s name and the date on which the training was completed.

B. The Contractor shall retain each employee’s written certifications for CDPH inspection for a period
of three years following contract termination.

Employee Discipline: Contractor shall discipline such employees and other Contractor workforce
members who intentionally viclate any provisions of this Exhibit, including by termination of employment.

Breach and Security Incident Rgsponsibilities:

A. Notification to CDPH of Breach or Security Incident: The Contractor shall notify CDPH
immediately by telephone call plus email or fax upon the discovery of a breach (as defined in
this Exhibit), or within twenty-four (24) hours by email or fax of the discovery of any security
incident (as defined in this Exhibit). Notification shall be provided to the CDPH Program Contract
Manager, the CDPH Privacy Officer and the CDPH Chief Information Security Officer, using the
contact information listed in Section XI(E), below. If the breach or security incident occurs after
business hours or on a weekend or holiday and involves CDPH PCI in electronic or computerized
form, notification to CDPH shall be provided by calling the CDPH lIT Service Desk at the
telephone numbers listed in Section XI(E), below For purposes of this Section, breaches and
security incidents shall be treated as discovered by Contractor as of the first day on which such
breach or security incident is known to the Contractor, or, by exercising reasonable diligence
would have been known to the Contractor. A Contractor shall be deemed to have knowledge of a
breach or security incident if such breach or security incident is known, or by exercising
reasonable diligence would have been known, to any person, other than the person committing-
the breach or security incident, who is an employee or agent of the Contractor.

Contractor shall take:

1. prompt corrective. action to mitigate any risks or damages involved . with the breach or
security incident and to protect the operating environment; and

2. any action pertaining to a breach required by applicable federai and state laws, including,
specifically, California Civil Code section 1798.29.
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. Investigation of Breach: The Contractor shall immediately investigate such breach or security
incident, and within seventy-two (72) hours of the discovery, shall inform the CDPH Program
Contract Manager, the CDPH Privacy Officer, and the CDPH Chief Information Security Officer of:

1. what data elemenis were involved and the extent of the data involved in the breach,
including, specifically, the. number of individuals whose personal information was
breached; and

2. a description of the unauthorized persons known or reasonably believed to have
improperly used the CDPH PC{ and/or a description of the unauthorized persons known or
reasonably believed to have improperly accessed or acquired the CDPH PCl, or to whom it
is known or reasonably believe have had the CDPH PCI improperly dlsclosed o them; and

3. a description of where the CDPH PCI is believed to have been improperly used or

disclosed; and

a description of the probable causes of the breach or security incident; and

whether Civil Code sections 1798.29 or any other federal or state iaws requiring individual

notifications of breaches have been triggered.

ok

C. Written Report: The Contractor shall provide a written report of the investigation -to the CDPH

Program Contract Manager, the CDPH Privacy Officer, and the CDPH Chief Information Security
Officer within five (5).working days of the discovery of the breach or security incident. The report
shall include, but not be limited to, the information specified above, as well as a full, detailed
corrective action plan, including information on measures that were taken to halt and/or contain

the breach or security incident, and measures to be taken to prevent the recurrence of such
breach or security incident.

. Notification to Individuals: If notification to individuals whose information was breached is required
under state or federal law, and regardless of whether Contractor is considered only a custodian

and/or non-owner of the CDPH PCI, Contractor shall, at its sole expense, and at the sole election
of CDPH, either:

1. make notification to the individuals affected by the breach (including substitute notification),
pursuant to the content and timeliness provisions of such applicable state or federal breach
notice laws. The CDPH Privacy Officer shall approve the time, manner and content of any
such notifications, prior to the fransmission of such notifications to the individuals; or

2. cooperate with and assist CDPH in its notification (including substitute notification) to the
individuals affected by the breach.

. CDPH Contact Information: To direct communications to the above referenced CDPH staff, the
Contractor shall initiate contact as indicated herein. CDPH reserves the right to make changes to
the contact information below by giving written notice to the Contractor. Said changes shall not
require an amendment to this Exhibit or the agreement to which it is incorporated.

CDPH Program | CDPH Privacy Officer CDPH Chief Information
Contract Security Officer (and CDPH IT
Manager : Service Desk) '
See the Scope of | Privacy Officer _ Chief Information Security Officer
Work exhibit for | Privacy Office, c/o Office of Legal Information Security Office
Program Contract | Services . ] California Department of Public
Manager California Department of Public Health
Health P.O. Box 997413, MS 6302 °
P.O. Box 997377, MS 0506 Sacramento, CA 95899-7413
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Sacramento, CA 95899-7377
‘ Email: cdphiso@cdph.ca.gov

| Email: privacy@cdph.ca.gov Telephone: IT Service Desk

| Telephone: (877) 421-9634 (916) 440-7000 or
‘ {800) 579-0874

Documentation of Disclosures for Requests for Accounting: Contractor shall document and make
available to CDPH or (at the direction of CDPH) to an Individua! such disclosures of CDPH PCI, and
information related to such disclosures, necessary to respond to a proper request by the subject

individual for an accounting of disclosures of personal information as required by applicable state or
federal law.

Requests for CDPH PCI by Third Parties: The Contractor and its employees, agents, or subcontractors

. shall promptly transmit to the CDPH Program Contract Manager all requests for disclosure of any CDPH:

PCI emanating from third parties to the agreement between Contractor and CDPH (and not emanating

from an Individual for an accounting of disclosures of personal information pursuant to applicable state or-
federal law).

Audits, Inspection and Enforcement: From time to time, CDPH may inspect the facilities, systems, books
and records of Contractor to monitor compliance with this Exhibit. Contractor shall promptly remedy any
violation of any provision of this Exhibit and shall certify the same to the CDPH Program Contract
Manager in writing. The fact that CDPH inspects, or fails to inspect, or has the right to inspect,

Contractor’s facilities, systems and procedures does not relieve Contractor of its responsibility to comply
with this Exhibit, nor does CDPH's:

A. Failure to detect or

B. Detection, but failure to notify Contractor or require- Contractor's remediation of any unsatisfactory
practices constitute acceptance of such practice or a waiver of CDPH’s enforcement rights under
the agreement and this Exhibit.

Indemnification: Contractor shall indemnify, hold harmiess and defend CDPH from and against any and
all claims, losses, liabilities, damages, costs and other -expenses (including attorneys fees) that result
from or arise directly or indirectly out of or in connection with any negligent act or omission or willful
misconduct of Contractor, its officers, employees, agents or subcontractors relative to the CDPH PCI,
including without limitation, any violation & of Contractor’s responsibilities under the agreement between it
and CDPH, including this Exhibit, with respect to the CDPH PCI.

Termination:

A. Termination Upon Breach: A breach by Contractor of any provision of the Exhibit, as determined
by CDPH, shall constitute a material breach of the agreement between Contractor and CDPH and
grounds for immediate termination of the agreement by CDPH. At its sole discretion, CDPH may
give Contractor 30 days to cure the breach.

B. Judicial or Administrative Proceedings: Contractor will notify CDPH if it is named as a defehdant
in a-criminal proceeding related to a violation of this Exhibit. CDPH may terminate the agreement
between Contractor.and CDPH if Contracior is found guiity of a criminal violation related to a
violation of this Exhibit. CDPH may terminate the agreement if a finding or stipulation that the
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Contractor has violated any security or privacy laws is made in any administrative or civil
proceeding in which the Contractor is a party or has been joined.

Return or Destruction of CDPH PCI on Expiration or Termination: On expiration or termination of the
agresment between Contractor and CDPH for any reason, Contractor shalf return or destroy the CDPH
PCI. If return or destruction is not feasible, Contractor shall explain to CDPH why, in writing, to the CDPH
Program Contract Manager, the CDPH Privacy Officer and the CDPH Chief Information Security Officer,
using the contact information listed in Section XI(c), above.

A. Retention Reguired by Law: |f Required by state or federal law, Contractor may retain,

after expiration or termination, CDPH PCI for the time specified as necessary to comply
with the law.

B. Obligations Continue Until Return or Destruction: Contractor's obligations under this
‘Exhibit shall continue until Contractor destroys the CDPH PCI or returns the CDPH PCI to
CDPH; provided however, that on expiration or termination of the agreement betweéen
Contractor and CDPH, Contracter shall not further use or disclose the CDPH PCI except
as Required by state or federal law.

C. Notification of Election to Destroy CDPH PCl: Contractor elects to destroy the CDPH PCl,
Contractor shall ceriify in writing, to the CDPH Program Contract Manager, the CDPH
Privacy Officer and the CDPH Chief Information Security Officer, using the contact
information listed in Séction Xl{c), above. that the CDPH PCI has been destroyed.

Amendment: The parties acknowledge that Federal and State laws relating to information security and
privacy are rapidly evolving and that amendment of this Exhibit may be required to provide for procedures
to ensure compliance with such laws. The parties specifically agree to take such action as is necessary
to implement new standards and requirements imposed by regulations and other applicable laws relating
to the security or privacy of CDPH PCl. Upon CDPH'’ request, Contractor agrees to promptly enter into
negotiations with CDPH concerning an amendment to this Exhibit embodying written assurances
consistent with new standards and requirements imposed by regulations and other applicable laws.
CDPH may terminate this agreement upon thirty (30) days written notice in the event: '

A. Contractor does not promptly enter into negotiations to amend this Exhibit when requested by
CDPH pursuant to this Section or -

B. Contractor does not enter into an amendment providing assurances regarding the safeguarding of
CDPH PCI that CDPH in its sole discretion deems sufficient to satisfy the standards and
requirements of applicable laws and regulations relating to the security or privacy of CDPH PCI.

Assistance in Litigation or Administrative Proceedihgs: Contractor shall make itself and any
subcontractors, employees or agents assisting Contractor in the performance of its obligations under the
agreement between Contractor and CDPH, available to CDPH at no cost to CDPH to testify as witnesses,
or otherwise, in the event of litigation or administrative proceedings being commenced against CDPH, its
director, officers or employees based upon claimed violation of laws relating to security and privacy,
which involves inactions or actions by the Contractor, except where Contractor or its subcontractor,
employee or agent is a hamed adverse party.

Disclaimer: CDPH makes no warranty or representation that compliance by Contractor with this Exhibit
will be adequate or satisfactory for Contractor's own purposes or that any information in Contractor's
possession or control, or transmitted or received by Contractor, is or will be secure from unauthorized use
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or disciosure. Contractor is solely responsible for all decisions made by Contractor regarding the
safeguarding of CDPH PCI.

' No_Third-Party Beneficiaries: Nothing express or implied in the terms and conditions of this Exhibit is

intended to confer, nor shali anything herein confer, upon any person other than CDPH or Contractor and
their respective successors or assignees, any rights, remedies, obligations or liabilities whatsoever.

Interpretation: The terms and conditions in this Exhibit shall be interpreted as broadly as necessary to
implement and comply with regulations and applicable State laws. The parties agree that any ambiguity
in the terms and conditions of this Exhibit shall be resolved in favor of a meaning that complies and is
consistent with Federal and State regulations.

Survival: The respective rights and obligations of Contractor under Sections VI, VIl and X! of this Exhibit
shall survive the termination or expiration of the agreement between Contractor and CDPH.
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Attachment 1
Contractor Data Security Standards

1. General Security Controls

a.

Confidentiality Statement. All persons that will be worklng with CDPH PCl must sign a
confidentiality statement. The statement must include at a minimum, General Use, Security and
Privacy safeguards, Unacceptable Use, and Enforcement Policies. The statement must be signed
by the workforce member prior to access to CDPH PCl. The statement must be renewed
annually. The Contractor shall retain each person’s written confidentiality statement for COPH
inspection for a period of three (3) years following contract termination.

Background check. Before a member of the Contractor's workforce may access CDPH PCI,
Contractor must conduct a thorough background check of that worker and evaluate the results to
assure that there is no indication that the worker may present a risk for theft of confidential data.
The Contractor shall retain each workforce member's background check documentation for a
period of three (3) years following contract termination.

Workstation/Laptop encryption. All workstations and laptops that process and/or store CDPH
PCI must be encrypted using a FIPS 140-2 certified algorithm, such as Advanced Encryption
Standard (AES), with a 128bit key or higher. The encryption solution must be full disk unless
approved by the CDPH Information Security Office.

. Server Security. Servers coniaining unencrypted CDPH PCI must have sufficient administrative,

physical, and technical controls in place to- protect that data, based upon a risk
assessment/system security review. : .

Minimum Necessary. Only the minimum necessary amount of CDPH PCI required to perform
necessary business functions may be copied, downloaded, or exported.

Removable media devices. All electronic files that contain CDPH PCI data must be encrypted
when stored on any removable media or -portable device (i.e. USB thumb drives, floppies,
CD/DVD, Blackberry, backup tapes etc.). Must be encrypted using a FIPS 140-2 certified
algorithm, such as Advanced Encryption Standard (AES), with a 128bit key or higher

Antivirus software. All workstations, laptops and other systems that process and/or store CDPH
PCI must install and actively use comprehensive anti-virus software solution with automatic
updates scheduled at least daily.

Patch Management. Al workstations, laptops and other systems that process and/or store
CDPH PCI must have security patches applied, with system reboot if necessary. There must be a
documented patch management process which determines installation timeframe based on risk
assessment and vendor recommendations. At a maximum, all applicabie patches must be
installed within 30 days of vendor release.

User IDs and Password Controls. All users must be issued a unique user name for accessing
CDPH PCl. Username must be promptly disabled, deleted, or the password changed upon the
transfer or termination of an employee with knowledge of the password. Passwords are not to be
shared. Must be at least eight characters. Must be a non-dictionary word. Must not be stored in
readable format on the computer. Must be changed every 60 days. Must be changed if revealed
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or compromised. Must be composed of characters from at least three of the following four groups
from the standard keyboard:

» Upper case letters (A-Z)

o Lower case letters (a-z)

» Arabic numerals (0-9)

» Non-alphanumeric characters (punctuation symbols)

Data Sanitization. All CDPH PCl must be sanitized using NIST Special Publication 800-88
standard methods for data sanitization when the CDPH PSCI is no longer needed.

2. System Security Controls

A

System Timeout. The system must provide an automatic timeout, requiring re-authentication of
the user session after no more than 20 minutes of inactivity.

Warning Banners. All systems containing CDPH PCI must display a warning banner statlng that
data is confidential, systems are logged, and system use is for business purposes only. User
must be directed to log off the system if they do not agree with these requirements.

System Logging. The system must maintain an automated audit trail which can identify the user
or system process which initiates a request for CDPH PCI, or which alters CDPH PCL. The audit
trail must be date and time stamped, must tog both successful and failed accesses, must be read
only, and must be restricted to authorized users. If CDPH PCl is stored in-a database, database

logging functionality must be enabled. Audit trail data must be archived for at least 3 years after
occurrence.

Access Controls. The system must use role based access controls for all user authentications,
enforcing the principle of least privilege.

Transmission encryption. All data transmissions of CDPH PCI outside the secure internal
network must be encrypted using a FIPS 140-2 certified algorithm, such as Advanced Encryption
Standard (AES), with a 128bit key or higher. Encryption can be end to end at the network level, or
the data files containing CDPH PCI can be encrypted. This requirement pertains to any type of
CDPH PCI in motion such as website access, file transfer, and E-Mail.

Intrusion Detection. All systems involved in accessing, holding, transporting, and protecting

-CDPH PC! that are accessible via the Internet must be protected by a comprehensive intrusion.

detection and prevention solution.

3. Audit Controls

A

System Security Review. All systems processmg and/or storing CDPH PCI must have at least
an annual system risk assessment/security review which provides assurance that administrative,
physical, and technical controls are functioning effectively and providing adequate levels of
protection. Reviews shall include vulnerability scanning tools.

Log Reviews. All systems processing and/or storing CDPH PCI must have a routine procedure in
place to review system logs for unauthorized access.
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Change Control. All systems processing and/or storing CDPH PCl must have a documented
change control procedure that ensures separation of duties and protects the confidentiality,
integrity and availability of data.

4. Business Continuity / Disaster Recovery Controls

a.

Disaster Recovery. Contractor must establish a documented plan to enable continuation of
critical business processes and protection of the security of electronic CDPH PCl in the event of
an emergency. Emergency means any circumstance or situation that causes normal computer
operations to becorhe unavailable for use in performing the work required under this agreement
for more than 24 hours.

Data Backup Plan. Contractor must have established documented procedures to backup CDPH
PCI to maintain refrievable exact copies of CDPH PCl. The plan must include a regular schedule
for making backups, storing backups offsite, an inventory of backup media, and the amount of
time to restore CDPH PC! should it be lost. At a minimum, the schedule must be a weekly full
backup and monthly offsite storage of CDPH data.

5. Paper Document Controls

A

Supervision of Data. CDPH PCl in paper form shall not be left unattended at any time, unless it
is locked in a file cabinet, file room, desk or office.  Unattended means that information is not
being observed by an employee authorized to access the information. CDPH PCI in paper form
shall not be left unattended at any time in vehicles or planes and shall not be checked in baggage
on commercial airplanes.

Escorting Visitors. Visitors to areas where CDPH PCl is contained shall be escorted and CDPH
PHI shall be kept out of sight while visitors are in the area.

Confidential Destruction. CDPH PCl must be disposed of through confidential means, using
NIST Special Publication 800-88 standard methods for data sanitization when the CDPH PSCl is
no longer needed.

Removal of Data. CDPH PCI must not be removed from the premises of the Contractor except
with express written permission of CDPH.

Faxing. Faxes containing CDPH PCI shall not be left unattended and fax machines shali be in
secure areas. Faxes shall contain a confidentiality statement notifying persons receiving faxes in
error to destroy them. Fax numbers shall be verified with the intended recipient before sending.

Mailing. CDPH PCl shall only be mailed using secure methods. Large volume mailings of CDPH-
PHI shall be by a secure, bonded courier with signature required on receipt. Disks and other
transportable media sent through the mail must be encrypted with a CDPH approved solution,
such as a solution using a vendor product specified on the CSSL.
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