


OAKLAND UNIFIED SCHOOL DISTRICT
Board Policy

BP 61634
Instruction

Student Use of Technology_Internet Safety Policy

The Governing Board intends that technological resources used to access District equipment and
networks whether provided by the district or personal property be used in a responsible and
proper manner in support of the instructional program and for the advancement of student
learning.

I'he following policy and correspondine reeulations and procedures are intended to implement the
leeal requirements of the district under The Children's Internet Protection Act, (CIPA) (Public Law
106-354). Such policy. reaulations and procedures shall be applied to all students hayving computers
with Internet access. 1t s the poliey of the Governing Board 10: (i) preyent uscer aeeess over its
computer network to. or transmission of. inappropriate material via Internet. ¢lectronic mail, or other
forms of direct electronic communications: (b) prevent unauthorized access and other unlawful
online activity: (¢) prevent unauthorized online disclosure, use. or dissemination ol personal
identification of minors: and (dy comply with the Children’s Internet Protection Act.

(cf. 0440 - District Technology Plan)

(cf. 1113 - District and School Web Sites)

(cf. 4040 - Emplovee Use of Technology)

(cf. 6010 - Goals and Objectives)

(cf. 6162.7 - Use of Technology in Instruction)
(cf. 6163.1 - Library Media Centers)

The Superintendent or designee shall notify students and parents/guardians about authorized uses
of district computers and consequences for unauthorized use and/or unlawtul activities.

(ct. 5125.2 - Withholding Grades. Diploma or Transcripts)

(cf. 5144 - Discipline)

(cf. 5144.1 - Suspension and Expulsion/Due Process)

(cf. 5144.2 - Suspension and Expulsion/Due Process: Students with Disabilities)
( 145.12 - Search and Seizure)

Defnitions
I. Access to the Internet - A computer shall be considered to have aceess to the Internetif such

computer is equipped with a modem or is connected to a computer network which has access to the
Internet.




2 Ninor shall mean an individual who has not attained the ave of 19,

3. Obscene shiall have the meaning eiven such term in section 1460 of title 18. U uted States Code.

4. Child pornography shall hayve the meaning given such term in section 2256 of ttle 18, United
States Code.

S Harmitul o minors shall mean any picture, image. graphic image file. or other visual depiction
that

a. laken as a whole and with respect to minors. appeals (o a prurient interest in nudity. sex. or
excretion:

b. Depicts. describes. or represents. in a patently offensive way with respect to what is suitable for
minors. an actual or simulated sexual act or sexual contact. actual or simulated normal or perverted
sexual acts, ora lewd exhibition of the eenitals: and

¢. Taken as a whole. lacks serious literary. artistic. political. or scientific value as to minors

6. Hacking shall mean attempting 1o ain unauthorized decess 1o computer and netywork systems
connected to the Internet.

7. Technoloey protection measure shall refer o the systems in place. managed by the district that
blocks and or filters Internet access.

On-Line Services/Internet Access

The Superintendent or designee shall ensure that all district computers with Internet access have
a technology protection measure that blocks or filters Internet access to visual depictions that are
obscene. child pornography. or harmful to minors. and that the operation of such measures is
enforced. (20 USC 7001. 47 USC 254)_ Subject to stattf supervision, technology protection
measures may be disabled tor adults or. in the case of minors. minimized only for bona fide
rescarch or other law ful purposes.

The Board desires to protect students from access to harmful matter on the Internet or other on-
line services and (o prevent inappropriate network aceess. The Superintendent or designee shall
implement rules and procedures designed to restrict students' access to harmful or inappropriate
matter on the Internet and to prevent inappropriate network access including hacking.
unauthorized disclosure. use. and dissemination of personal identification information regarding
minors. and other unlawful activities. He/she also shall establish regulations to address the safety
and security of students when using electronic mail. chat rooms__instant messagine. and other
forms of direct electronic communication.

Disclosure. use and dissemination of personal identification information regarding students is
prohibited.



The Superintendent or designee shall oversee the education. supervision and monitoring of
students” usage of the online computer network and access 1o the Internet in accordance with this
policy and applicable laws. The site principals or desionated representatives shall provide age-
appropriate trainine for students who use the DistricCs Internet svstems. . The training provided
shall be designed to promote the District’s commitment to:

. I'he standards and aceeptable use of Internet services as set forth in this Policy:  « [Formatted: Bullets and Numbering ]
b. Student safets with recard to: (1) salety on the Internet. (2) appropriate online

behavior. including interactine with other individuals on social networking sites

and in chat rooms: and (3) evberbulblving awareness and response. including that

“bullving”™ constitutes any severe or pervasive physical or verbal act or conduct.

including communications made in writing or by means ol an electronic act that

relates 1o school activity or attendance occurring under the Jurisdiction of the

school districts superintendent. including off-campus and or clectronic acts. (¢f)
Students Conduct 5T131):

C. Prohibition ot discrimination. harassment. intimidation. and bully ine on_the basts
of actual or perceived protected characteristic, includime without limitation.
disability, eender, gender identity. vender expression. nationality . race or

ethnicity. religion. sexual orientation or association with person or eroup with one

or more of the actual or perceived characteristies: and
d. Comphance with the E-rate requirements ot the Children’s Internet Protection
Act.

Followine receipt of this trainine. the student will acknow ledee that hie she received the trainine.
understood it and will follow the provisions of the District’s acceptable use policies. Before
using the district's on-line resources, each student and his her parent euardian shall sien and
return an Acceptable Use Agreement specityine user oblications and responsibilities. In that
acreement. the student and his her parent cuardian shall acree 1o not hold the district responsible
and shall avree 1o indemnify and hold harmless the district and all distrct personnel for the
fatlure of any_technoloey protection measures. violations of copyright restrictions. users'

mistakes or neglicence. or amy costs incurred by users.

(c1. 6162.6 - Use of Coprarighted Materials)

Staff shall supervise students while they are using on-line services and may ask teacher aides and
student aides to assist in this supervision.




In order to help ensure that the district adapts to changing technologies and circumstances. the
Superintendent or designee shall regularly review this policy. the accompanying administrative
regulation and other procedures. He/she shall also monitor the district’s filtering software to help
ensure its effectiveness.

Legal Reference:

EDUCATION CODE

48980 Required notification at beginning ot term

51006 Computer education and resources

51007 Programs to strengthen technological skills

51870-51874 Education Technology

51870.5 Student Internet access

60044 Prohibited instructional materials

PENAL CODE

313 Harmful matter

502 Computer crimes, remedies

632 Eavesdropping on or recording confidential communications
UNITED STATES CODE. TITLE 47

254 Universal service discounts (E-rate)

CODE OF FEDERAL REGULATIONS. TITLE 16
312.1-312.12 Children's online privacy protection

CODE OF FEDERAL REGULATIONS. TITLE 47

54.520 Internet safety policy and technology protection measures. E-rate discounts
PUBLIC LAW 107-110

2401-2441 Enhancing Education Through Technology Act. No Child Left Behind Act. Title 1.
Part D

2441 Internet Safety

Management Resources:

CDE PUBLICATIONS

K-12 Network Technology Planning Guide: Building the Future. 1994
CDE PROGRAM ADVISORIES

1223.94 Acceptable Use of Electronic Information Resources

WEB SITES

Federal Communications Commission: http://www.fcc.gov

U.S. Department of Education: http://www.ed.gov

Commission on Online Child Protection: http://'www.copacommission.org
CDE: http://www.cde.ca.gov

American Library Association: http://www.ala.org

CSBA: http://www.csba.org

7/14/04



OAK .AND UNI1 1ED SCH( OL DISTRIC «
Board Policy

BP 6163.4
Instruction

Student Use of Technology/ Internet Safety Policy

The Governing Board intends that technological resources used to access District equipment and
networks whether provided by the district or personal property be used in a responsible and
proper manner in support of the instructional program and for the advancement of student
learning.

The following policy and corresponding regulations and procedures are intended to implement the
legal requirements of the district under The Children's Internet Protection Act. (CIPA) (Public Law
106-554). Such policy. regulations and procedures shall be applied to all students having computers
with Internet access. It is the policy of the Governing Board to: (a) prevent user access over its
computer network to. or transmission of, inappropriate material via Internet, electronic mail. or other
forms of direct electronic communications: (b) prevent unauthorized access and other unlawful
online activity: (¢) prevent unauthorized online disclosure. use. or dissemination of personal
identification of minors: and (d) comply with the Children’s Internet Protection Act.

(cf. 0440 - District Technology Plan)

(cf. 1113 - District and School Web Sites)

(cf. 4040 - Employee Use of Technology)

(cf. 6010 - Goals and Objectives)

(cf. 6162.7 - Use of Technology in Instruction)
(cf. 6163.1 - Library Media Centers)

The Superintendent or designee shall notify students and parents/guardians about authorized uses
of district computers and consequences for unauthorized use and/or unlawful activities.

(cf. 5125.2 - Withholding Grades, Diploma or Transcripts)

(cf. 5144 - Discipline)

(cf. 5144.1 - Suspension and Expulsion/Due Process)

(cf. 5144.2 - Suspension and Expulsion/Due Process: Students with Disabilities)
(cf. 5145.12 - Search and Seizure)

Definitions
1. Access to the Internet - A computer shall be considered to have access to the Internet if such
computer is equipped with a modem or is connected to a computer network which has access to the

Internet.

2. Minor shall mean an individual who has not attained the age of 19.



3. Obscene shall have the meaning given such term in section 1460 of title 18. United States Code.

4, Child pornography shall have the meaning given such term in section 2256 of title 18. United
States Code.

5. Harmful to minors shall mean any picture. image. graphic image file. or other visual depiction
that:

a. Taken as a whole and with respect to minors. appeals to a prurient interest in nudity. sex. or
excretion:

b. Depicts. describes. or represents. in a patently offensive way with respect to what is suitable for
minors. an actual or simulated sexual act or sexual contact. actual or simulated normal or perverted
sexual acts. or a lewd exhibition of the genitals: and

c. Taken as a whole. lacks serious literary. artistic. political. or scientific value as to minors

6. Hacking shall mean attempting to gain unauthorized access to computer and network systems
connected to the Internet.

7. Technology protection measure shall refer to the systems in place. managed by the district that
blocks and/or filters Internet access.

On-Line Services/Internet Access

The Superintendent or designee shall ensure that all district computers with Internet access have
a technology protection measure that blocks or filters Internet access to visual depictions that are
obscene, child pornography, or harmful to minors, and that the operation of such measures is
enforced. (20 USC 7001, 47 USC 254) Subject to staff supervision, technology protection
measures may be disabled for adults or, in the case of minors, minimized only for bona fide
research or other lawful purposes.

The Board desires to protect students from access to harmful matter on the Internet or other on-
line services and to prevent inappropriate network access. The Superintendent or designee shall
implement rules and procedures designed to restrict students' access to harmful or inappropriate
matter on the Internet and to prevent inappropriate network access including hacking,
unauthorized disclosure, use, and dissemination of personal identification information regarding
minors, and other unlawful activities. He/she also shall establish regulations to address the safety
and security of students when using electronic mail, chat rooms, instant messaging, and other
forms of direct electronic communication.

Disclosure, use and dissemination of personal identification information regarding students is
prohibited.

The Superintendent or designee shall oversee the education, supervision and monitoring of
students’ usage of the online computer network and access to the Internet in accordance with this



policy and applicable laws. The site principals or designated representatives shall provide age-
appropriate training for students who use the District’s Internet systems. The training provided
shall be designed to promote the District’s commitment to:

a. The standards and acceptable use of Internet services as set forth in this Policy;

b. Student safety with regard to: (1) safety on the Internet, (2) appropriate online
behavior, including interacting with other individuals on social networking sites
and in chat rooms; and (3) cyberbullying awareness and response, including that
“bullying” constitutes any severe or pervasive physical or verbal act or conduct,
including communications made in writing or by means of an electronic act that
relates to school activity or attendance occurring under the jurisdiction of the
school district’s superintendent, including off-campus and/or electronic acts. (cf.
Students Conduct 5131);

c. Prohibition of discrimination, harassment, intimidation, and bullying on the basis
of actual or perceived protected characteristic, including without limitation,
disability, gender, gender identity, gender expression, nationality, race or
ethnicity, religion, sexual orientation or association with person or group with one
or more of the actual or perceived characteristics; and

d. Compliance with the E-rate requirements of the Children’s Internet Protection
Act.

Following receipt of this training, the student will acknowledge that he/she received the training,
understood it, and will follow the provisions of the District’s acceptable use policies. Before
using the district's on-line resources, each student and his/her parent/guardian shall sign and
return an Acceptable Use Agreement specifying user obligations and responsibilities. In that
agreement, the student and his/her parent/guardian shall agree to not hold the district responsible
and shall agree to indemnify and hold harmless the district and all district personnel for the
failure of any technology protection measures, violations of copyright restrictions, users'
mistakes or negligence, or any costs incurred by users.

(cf. 6162.6 - Use of Copyrighted Materials)

Staff shall supervise students while they are using on-line services and may ask teacher aides and
student aides to assist in this supervision.

In order to help ensure that the district adapts to changing technologies and circumstances, the
Superintendent or designee shall regularly review this policy, the accompanying administrative
regulation and other procedures. He/she shall also monitor the district's filtering software to help
ensure its effectiveness.

Legal Reference:

EDUCATION CODE

48980 Required notification at beginning of term
51006 Computer education and resources

51007 Programs to strengthen technological skills



51870-51874 Education Technology

51870.5 Student Internet access

60044 Prohibited instructional materials

PENAL CODE

313 Harmful matter

502 Computer crimes, remedies

632 Eavesdropping on or recording confidential cor  unications

UNITED STATES CODE, TITLE 47

254 Universal service discounts (E-rate)

CODE OF FEDERAL REGULATIONS, TITLE 16

312.1-312.12 Children's online privacy protection

CODE OF FEDERAL REGULATIONS, TITI 47

54.520 Internet safety policy and technology protection: :a es, E-rate discounts
PUBLIC LAW 107-110

2401-2441 Enhancing Education Through Technology Act, No Child Left Behind Act, Title II,
Part D

2441 Internet Safety

Management Resources:

CDE PUBLICATIONS

K-12 Network Technology Planning Guide: Building the Ft re, 19¢
CDE PROGRAM ADVISOR S

1223.94 Acceptable Use of Electronic Information Resources

WEB SITES

Federal Communications Commission: http://www.fcc.gov

U.S. Department of Education: http://www.ed.gov

Commission on Online Child Protection: http://www.copact 1mission.org
CDE: http://www.cde.ca.gov

American Library Association: http://www.ala.org

CSBA: http://www.csba.org

7/14/04; 6/27/12A





