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Modification to Board Policy 6163.4 Student Use of Technology 

Approval of modifications in Board Policy 6163.4 Student Use of Technology 

The District's existing Board Policy relating to student's use of technology 
sets forth the Board's expectations for student's use of technology to ensure 
that such use is consistent with the Board's policies and the applicable laws 
relating to student safety, anti-discrimination, prohibition against 
cyberbullying, and protection of personal information of students while 
recognizing the important role of technology in advancement of student 
learning. 

The modifications to the Board Policy incorporate changes that are required 
by recent state and federal legislation, including the Children's Internet 
Protection Act, and state legislation relating to bullying. The modifications 
to the policy are required to be implemented by the District for participation 
in the E-Rate program. The modifications provide for age-appropriate 
education of minors about appropriate online behavior, including education 
about appropriate interaction with other individuals on social networking 
sites and in chat rooms, and cyberbullying awareness and response. The 
modifications also provide an updated definition of bullying in accordance 
with changes in state law and expressly specify that bullying can include 
electronic acts. The modifications to the policy also incorporate updates in 
anti-discrimination laws which will be included in the training to students. 

Approval of the modifications to Board Policy 6163.4 Student Use of 
Technology 

N/A 

Board Policy 6163.4 with proposed changes to existing Board Policy 6163.4 
in redline format; the Proposed Board Policy 6163.4 in final format (without 
redlines) 



OAKLAND UNIFIED SCHOOL DISTRICT 
Board Policy 

BP6 163.4 
Instruction 

Student Use ofTechnology/ Internet Safety Po li c\ 

The Governing Board intends that technologica l reso urces used to access District equ ipment and 
networks whether prov ided by the di strict or personal property be used in a responsible and 
proper manner in support of the instructional program and fo r the advancement of student 
learning. 

The fo llowing policv and co rrespondin g regul ations and proced ures are intended to im plement th e 
lee:a l requirements of th e district under The Children's In te rn et Protection Act. (C I PAl (Publi c Law 
106-554). Such policv. re!:!ul ati ons and proced ures shall be applied to all stu dents hav ing computers 
with Intern et access. It is the po li cy of the Governin e: Board to: (a) prevent user access over its 
computer network to. or transmiss ion of. inappropriate material via Internet. electron ic mai l. or other 
forms of direct electronic communicati ons: (b l prevent un authorized access and other unl awfu I 
on I ine act ivitv: ( c l prevent unauthori zed on I ine disc losure. use. or dissem in at ion of personal 
identifi cation of minors: and (d) compl y wi th the Children·s Intern et Protecti on Act. 

( cf. 0440 - Distri ct Technology Plan) 
(cf. 111 3 - Distri ct and Schoo l Web Sites) 
(cf. 4040 - Employee Use of Technology) 
(cf. 601 0 - Goals and Obj ecti ves) 
(cf. 6 162.7 - Use ofTechnology in Instruction) 
(cf. 6 163 .1 - Library Media Centers) 

The Superintendent or des ignee shall notify students and parents/guardians about authori zed uses 
of di strict computers and consequences for unauthori zed use and/or unlawful acti vities. 

(cf. 51 25.2 - Withholding Grades, Di ploma or Transcripts) 
(cf. 5 144 - Disc ipline) 
(cf. 5 144. 1 - Suspension and Ex pulsion/Due Process) 
( cf. 5144.2 - Suspension and Expulsion/Due Process: Students with Disabil it ies) 
(cf. 5 145.12 - Search and Seizure) 

Definiti ons 

I. Access to th e Internet- A computer shall be considered to have access to the Intern et if such 
computer is equipped with a modem or is connected to a computer netwo rk whi ch has access to the 
Intern et. 



2. Minor shall mean an individual who has not atta ined the age of 19. 

3. Obscene shall have the meaninu given such term in section 1460 of titl e 18. Un ited States Code . 

4. Child porn ography shall have the meaning given such term in secti on "'"'56 of title 18. United 
States Code . 

5. Harmful to minors shall mean anv pict ure. image. graphic image file. or other visual depiction 
that: 

a. Taken as a whole and with respect to minors. appeals to a prurient interest in nuditv. sex. or 
excreti on: 

b. Depicts. describes. or rep resents. in a patenth offensive wav with respect to what is su itable for 
minors. an actual or si mulated sexual act or sexual contact act ual or simulated normal or perverted 
sex ual acts. or a lewd exhibition of the genital s: and 

c. Taken as a whole. lacks serious literarv. arti stic. political. or scientifi c value as to minors 

6. Hacking shall mean altempting to ga in unauthorized access to computer and network systems 
connected to the Intern et. 

7. Technology protection measure shall refer to the svstems in place. managed bv the district that 
bl ocks and/or filters Intern et access. 

On-Line Services/Internet Access 

The Superintendent or designee shall ensure that all district computers with Internet access have 
a technology protection meas ure that blocks or filters Internet access to visual depictions that are 
obscene, chi ld pornography, or harmful to minors, and that the operation of such measures is 
enforced. (20 USC 700 I, 4 7 USC 254) Subject to staff supervision. technology protection 
measures mav be di sab led for ad ults or. in the case of minors. minimized onlv for bona fide 
research or other lawful purposes. 

The Board desires to protect students from access to harm fu l matter on the Internet or other on
line services and to prevent inapprop ri ate network access . The Superintendent or designee shall 
implement ru les and procedures designed to restrict students' access to harmful or inappropriate 
matter on the Internet and to prevent inappropr iate network access including hacking. 
unauthori zed disclosure. use. and dissemination of personal identifi cat ion information regarding 
minors. and other unlawful act iviti es . He/she also shall estab li sh regulations to address the safety 
and security of students when using electron ic mail. chat rooms. instant messaging. and other 
forms of direct electronic communication. 

Disc losure, use and di ssemination of personal identification information regarding students is 
prohibited. 



The Superintendent or designee shall oversee the education. supervision and monitoring of 
students' usage of the online computer network and access to the Internet in accordance with thi s 
pol icy and applicable laws. The site principals or designated representati1 es shall provide age
appropriate training for students 11 house the District"s Internet S\ stems. The training provided 
shall be designed to promote the District" s comm itment to: 

a. The standards and acceptab le use of Internet services as set fort h in this Policy: 
b. Student safety with regard to: (I) safetv on the Internet. (2) appropriate online 

behavior. including interacting with other individual s on socia l networking sites 
and in chat rooms: and (3) cvberbu ll ving awareness and response. includin!l that 
--bull\ in g .. constitutes all\ se1 ere or pervas ive pll\ s ica! or verbal act or conduct. 
includin!l commun ications made in writin!l or b1 means of an electronic act that 
relates to school act ivit\ or attendance occurring under the jurisdiction of the 
school distr ict"s superintendent. including off-campus and /or electronic acts . (cf. 
Students Conduct 513 I): 

c. Prohibition of discrimination. harassment. intimidati on. and bullying on the basis 
of actua l or perceived protected characteristic. including without limitation. 
di sability. gender. !!.ender identitv. gender expression. national it\'. race or 
ethnicit\'. reli!!.ion. sexual orientation or assoc iation 11·ith person or group with one 
or more of the actual or perceived character istics: and 

d. Compliance with theE-rate requirements of the Children·s Internet Protection 
Act. 

Fo ll owing receipt of this trainin!!.. the student will acknowled!le that he/she received the train in!!.. 
understood it. and will follo11 the provisions ofthe District· s acceptab le use policies. Before 
using the district's on-line resources. each student and hi s/her parent/Quardian shall sign and 
return an Acceptab le Use A!lreement specifyin!l user obl igat ions and responsibi lities . In that 
agreement. the student and hi s/her parent/guard ian shall aQree to not hold the district respon sible 
and shall agree to indemnif·v and hold harmless the district and all district personnel for the 
failure of anv technofogv protection measures. violations of copvright restrictions. users' 
mistakes or negligence. or all\ costs incurred b1 users. 

(cf. 6162.6 - Use ofCopvrighted Materials) 

Staff shall supervise students while they are using on-line services and may ask teacher aides and 
student aides to ass ist in thi s supervision. 

Before using the district's on line resources. each student and his/her parent 1guardian shall sign 
and return an Acceptable Use Agreement specifying user obligations and responsibilities. In that 
agreement. the student and his 1her parent/guardian shall agree to not hold the district responsible 
and shall agree to indemnify and hold harmless the district and all district personnel for the 
fail tire of an) technology protection measures. violations of copyright restrictions. users' 
mistakes or negligence. or an) costs incurred by users. 

(cf. 6162.6 Use or Copyrighted Materials) 

( Formatted: Bullets and Numbering 



In order to help ensure that the di stri ct adapts to changing techno logies and circumstances, the 
Superintendent or des ignee shall regularl y rev iew thi s poli cy, the accompanying admini strati ve 
regulation and other procedures. He/she shall also monitor the di stri ct's fi ltering software to help 
ensure its effecti veness. 

Legal Reference: 
EDUCATION CODE 
48980 Required notifi cation at beginning of term 
5 1006 Computer education and reso urces 
5 1007 Programs to strengthen technologica l skill s 
5 1870-5 1874 Education Technology 
5 1870.5 Student Internet access 
60044 Prohibited instructional materi als 
PENAL CODE 
3 13 Harmful matter 
502 Computer crimes, remed ies 
632 Eavesdropping on or recording confi dent ial communicati ons 
UNITED STATES CODE, TITLE 47 
254 Uni versa l service di scounts (E-rate) 
CODE OF FEDERAL REGU LATIONS. TITLE 16 
3 12.1-3 12. 12 Children's online pri vacy protection 
CODE OF FEDERAL REGU LATIONS, TITLE 47 
54.520 Internet safety poli cy and technology protection measures. E- rate discounts 
PUBLI C LA W 107-110 
2401-244 1 Enhancing Education Through Technology Act, No Ch ild Left Behind Act, T itle II , 
Pa11 D 
2441 Internet Safety 

Management Resources : 
CDE PUBLICATIONS 
K-1 2 Network Technology Planning Guide: Building the Futu re, 1994 
CDE PROG RAM ADVISORI ES 
1223.94 Acceptable Use of Electronic Information Resources 
WEB SITES 
Federal Communications Commiss ion: http ://www.fcc.gov 
U. S. Department of Education: http ://www.ed.gov 
Commiss ion on Online Child Protection: http://www.copacommiss ion.org 
CDE: http://www.cde.ca.gov 
American Library Association: http ://www.a la.org 
CS BA: http://www.csba.org 
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OAKLAND UNIFIED SCHOOL DISTRICT 
Board Policy 

BP 6163.4 
Instruction 

Student Use of Technology/ Internet Safety Policy 

The Governing Board intends that technological resources used to access District equipment and 
networks whether provided by the district or personal property be used in a responsible and 
proper manner in support of the instructional program and for the advancement of student 
learning. 

The following policy and corresponding regulati ons and procedures are intended to implement the 
legal requirements of the district under The Children's Internet Protection Act, (CIPA) (Public Law 
I 06-554). Such policy. regulations and procedures shall be applied to all students having computers 
with Internet access. It is the policy of the Governing Board to: (a) prevent user access over its 
computer network to, or transmission of, inappropriate material via Internet, electronic mail. or other 
forms of direct electronic communications; (b) prevent unauthorized access and other unlawful 
online activity; (c) prevent unauthorized online disclosure, use. or dissemination of personal 
identification of minors ; and (d) comply with the Children·s Internet Protection Act. 

(cf. 0440- District Technology Plan) 
( cf. 1113 - District and School Web Sites) 
(cf. 4040- Employee Use ofTechnology) 
(cf. 6010- Goals and Objectives) 
(cf. 6162.7- Use ofTechnology in Instruction) 
( cf. 6163.1 - Library Media Centers) 

The Superintendent or designee shall notify students and parents/guardians about authorized uses 
of district computers and consequences for unauthorized use and/or unlawful activities. 

( cf. 5125.2 - Withholding Grades, Diploma or Transcripts) 
(cf. 5144- Discipline) 
(cf. 5144.1 -Suspension and Expulsion/Due Process) 
(cf. 5144.2- Suspension and Expulsion/Due Process: Students with Disabilities) 
( cf. 5145.12 - Search and Seizure) 

Definitions 

I. Access to the Internet- A computer shall be considered to have access to the Internet if such 
computer is equipped with a modem or is connected to a computer network which has access to the 
Internet. 

2. Minor shall mean an individual who has not attained the age of 19. 



3. Obscene shall have the meaning given such term in section 1460 oftitle 18. United States Code. 

4. Child pornography shall have the meaning given such term in section 2256 of title 18. United 
States Code. 

5. Harmful to minors shall mean any picture, image, graphic image file. or other visual depiction 
that: 

a. Taken as a whole and with respect to minors, appeals to a prurient interest in nudity, sex, or 
excretion; 

b. Depicts. describes, or represents, in a patently offensive way with respect to what is suitable for 
minors, an actual or simulated sexual act or sexual contact, actual or simulated normal or perve11ed 
sexual acts, or a lewd exhibition of the genitals; and 

c. Taken as a whole, lacks serious literary, artistic, political , or scientific value as to minors 

6. Hacking shall mean attempting to gain unauthorized access to computer and network systems 
connected to the Internet. 

7. Technology protection measure shall refer to the systems in place, managed by the district that 
blocks and/or filters Internet access. 

On-Line Services/Internet Access 

The Superintendent or designee shall ensure that all district computers with Internet access have 
a technology protection measure that blocks or filters Internet access to visual depictions that are 
obscene, child pornography, or harmful to minors, and that the operation of such measures is 
enforced. (20 USC 7001, 4 7 USC 254) Subject to staff supervision, technology protection 
measures may be disabled for adults or, in the case of minors, minimized only for bona fide 
research or other lawful purposes. 

The Board desires to protect students from access to harmful matter on the Internet or other on
line services and to prevent inappropriate network access. The Superintendent or designee shall 
implement rules and procedures designed to restrict students' access to harmful or inappropriate 
matter on the Internet and to prevent inappropriate network access including hacking, 
unauthorized disclosure, use, and dissemination of personal identification information regarding 
minors, and other unlawful activities. He/she also shall establish regulations to address the safety 
and security of students when using electronic mail, chat rooms, instant messaging, and other 
forms of direct electronic communication. 

Disclosure, use and dissemination of personal identification information regarding students is 
prohibited. 

The Superintendent or designee shall oversee the education, supervision and monitoring of 
students' usage of the online computer network and access to the Internet in accordance with this 



policy and applicable laws. The site principals or designated representatives shall provide age
appropriate training for students who use the District's Internet systems. The training provided 
shall be designed to promote the District ' s commitment to : 

a. The standards and acceptable use of Internet services as set forth in this Policy; 
b. Student safety with regard to: (1) safety on the Internet, (2) appropriate online 

behavior, including interacting with other individuals on social networking sites 
and in chat rooms; and (3) cyberbullying awareness and response, including that 
"bullying" constitutes any severe or pervasive physical or verbal act or conduct, 
including communications made in writing or by means of an electronic act that 
relates to school activity or attendance occurring under the jurisdiction of the 
school district ' s superintendent, including off-campus and/or electronic acts. ( cf. 
Students Conduct 5131 ); 

c. Prohibition of discrimination, harassment, intimidation, and bullying on the basis 
of actual or perceived protected characteristic, including without limitation, 
disability, gender, gender identity, gender expression, nationality, race or 
ethnicity, religion, sexual orientation or association with person or group with one 
or more of the actual or perceived characteristics; and 

d. Compliance with theE-rate requirements of the Children' s Internet Protection 
Act. 

Following receipt of this training, the student will acknowledge that he/she received the training, 
understood it, and will follow the provisions of the District ' s acceptable use policies. Before 
using the district's on-line resources, each student and his/her parent/guardian shall sign and 
return an Acceptable Use Agreement specifying user obligations and responsibilities. In that 
agreement, the student and his/her parent/guardian shall agree to not hold the district responsible 
and shall agree to indemnify and hold harmless the district and all district personnel for the 
failure of any technology protection measures, violations of copyright restrictions, users' 
mistakes or negligence, or any costs incurred by users. 

(cf. 6162.6- Use of Copyrighted Materials) 

Staff shall supervise students while they are using on-line services and may ask teacher aides and 
student aides to assist in this supervision. 

In order to help ensure that the district adapts to changing technologies and circumstances, the 
Superintendent or designee shall regularly review this policy, the accompanying administrative 
regulation and other procedures. He/she shall also monitor the district's filtering software to help 
ensure its effectiveness. 

Legal Reference: 
EDUCATION CODE 
48980 Required notification at beginning of term 
51 006 Computer education and resources 
51007 Programs to strengthen technological skills 



51870-51874 Education Technology 
51870.5 Student Internet access 
60044 Prohibited instructional materials 
PENAL CODE 
3 13 Harmful matter 
502 Computer crimes, remedies 
632 Eavesdropping on or recording confidential communications 
UNITED STATES CODE, TITLE 47 
254 Universal service discounts (E-rate) 
CODE OF FEDERAL REGULATIONS, TITLE 16 
312.1 -312.12 Children's online privacy protection 
CODE OF FEDERAL REGULATIONS, TITLE 47 
54.520 Internet safety policy and technology protection measures, E-rate discounts 
PUBLIC LAW 107-110 
2401 -2441 Enhancing Education Through Technology Act, No Child Left Behind Act, Title II, 
PartD 
2441 Internet Safety 

Management Resources: 
CDE PUBLICATIONS 
K-12 Network Technology Planning Guide: Building the Future, 1994 
CDE PROGRAM ADVISORIES 
1223.94 Acceptable Use of Electronic Information Resources 
WEB SITES 
Federal Communications Commission: http: //www.fcc.gov 
U.S. Department of Education: http: //www.ed.gov 
Commission on Online Child Protection: http://www.copacommission.org 
CDE: http:/ /www.cde.ca.gov 
American Library Association: http://www.ala.org 
CSBA: http://www.csba.org 
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